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Abstract—The biggest infection events show that the most dangerousaddress of the infected host, but the only way to use this infor-
viruses propagate via the Internet email systems. We propose a new solumation is generally to send the SUSpiCiOUS IP address to the ISP

tion to accelerate the identification of infected computers after an attack - .
by e-mail viruses. Our approach uses trap e-mail addresses secured by epf the specific IP address range, and to ask the ISP to notify the

feasible cryptographic technique. The novelty of our work is the introduc- Owner of the host. As long as this method is not generally au-
tion of virtual e-mail addresses to identify virus sources. Furthermore we tomatized and standardized, thousands of infected computers
propose a technique for a secure file identifier that allows secure identifi- remain infected for weeks or months.

cation of a file for trusted parties, but makes it impossible for others. Our . . .
solution is viable: It has been successfully embedded in a localized version Our goal is to inform the owner of the computers in a faster

of a common desktop software. way and therefore reduce the time required to cure an infected
internet host. With this aim we propose the use of Trap E-malil
1. INTRODUCTION Address TEA).

The general idea of using traps against attackers from the In-

Computer viruses have evolved in the last decade. In {Qﬁ]et is known and used by honeypot systems ([3], [4]). Hon-

E;ﬁ]ggn?o \s/!\lj:esspz\:/lvcegear\ﬁvélifr;clzﬂi:jjehrgf)(;zvgebgpggi?ig f?%? ots are intentionally weakly protected computers. Intrusion
. ; o fection Systems ([5], [6]) or proprietary software elements
tions ([1]). Current computers have far more capacities g y (I5], [6]) or prop y

5

ossibilities. thus currently there is no need to opfimize used to detect the stolen (trap) information from the honey-
pOssIDIIES, thus cu y - 1S ptimiz t . This information is an input to a countermeasure system.
code of a virus. Viruses are written in easy-to-use devel

ment languages and systems (e.g. Visual Basic). New po '[ solution provides a countermeasure against e-mail viruses
g guag y 9- : Ll PoRRRout requiring special software components at the protected
bilities have also reached the propagation medium. While

first viruses used to modify executable files to carry their co L. In addition, the owner of the protected host is assumed to
: ATy ) & a common user without special skills as to the protection or
current viruses use the Internet as the propagation medmmg&ﬁ

. inistration of the system.
many different data formats to carry the code. ¥

The statistics of the biggest infections show, that the mos-[rap e-mail addresses are standardly usepl to identify spam-
mers and to prevent e-mail address harvesting (spam bait, [7],

potent viruses are using the e-mail system for propagatiQp. :
Several recent viruses involving variants of W32/Sobig ([2}),.’ [B]). These adgresses are propagated thrqugh pubhg web
ages. In our solution the corresponding e-mail address is not

W3_2/Bag|e and _W32_/Netsky have achieved Wldespread prope lic, and i unique to the protected host.

gation at rates significantly faster than any other viruses befor ur TEA is built in a file orotected with a secure file iden-

The overwhelming majority of viruses are spread via spoofe% : P ; : i
. . : . tifler, which prevents the attacker from manipulation and suc

e-mail. Recent research tries to introduce Internet-wide S¥Szeful identification of the trap address

tems to prevent e-mail address forging, but the proposals are % fruct fth 'pth foll Lo

from general deployment ([13], [14], [15], [16], [17]). Mean- € structure ot the paper 1S the following.

while, our solution is scale-independent and promptly dep|Q|y§ection 2 gives the functional description of the proposed
able. rap E-mail Address. Section 3 describes the security consid-

As a countermeasure for e-mail viruses, multi-layer virggations of the proposed solution and contains our proposed

protection systems can be deployed. The first layer is to ure file identifier structure for deploying the Trap E-mail

virus scanner in the Internet e-mail gateways and servers. Aﬂgre.ss. Ou.r prptotype gpplu;auon e_md our selected crypto-
raphic solution is described in Section 5. We also show a

other layer is to deploy antiviral products onto clients and A | h to distribuBEA al ith sof .
ternet hosts. This reduces the number of infections but St'P'e @Pproach to distribu along with software regis-

does not eliminate the problem itself. Infected computers sdiggon information. Summary is given in Section 6.
out thousands of infected messages to other hosts. What can be
done about infected computers? The owner of the infected host
is responsible for carrying out the disinfection. The idea is tolrap E-mail Address is unique for each internet host served
inform the owner of the computer about the problem as edlyour protection system. It is generated by the Trap E-mail
as possible. Most of the recent internet e-mail viruses sp8efver {"£S) and deployed by the owner of the computer. The
the sender’'s e-mail address. Therefore, the operator of arf/if-A is used to identify infected computers ByZS and to
ternet e-mail gateway is unable to recognize the owner of thpidly inform the owner of the host accordingly. Every e-mail
infected computer. His only possibility is to recognize the t®ntaining al’ £ A as recipient address is routed to thé&'S

2. TRAP E-MAIL ADDRESS



and never used as a regular e-mail address. host and replace it with a new one. (see Fig 1 also)
The steps of'E A protocol are the following.

Owner
of host

2.1 Procedure of using Trap E-mail Address

(1) The Trap Email ServerI(ES) gains registration infor-
mation about the Internet host and contacts the owner of
the host. (This information contains the data about the
owner and about the host.) The host information is used
by the owner to identify the host, so generally it is the
name of the computer or any other specific data.

(2) TheTES stores the registration information in a long- S
term database and generates a unique Trap Email Address souree

(TEA) for the host. The owner of the host stores this
TFEA on the host. This generally means storing the e-
mail address in a specific file (Trap Email Filg'EF), Fig. 1. Flowchart of TEA protocol
and storing the e-mail address in the address book of the
user of the computer.

(3/1) Whenthe hostis infected by an internet virus, the virudMany internet viruses gain e-mail addresses from the files
looks for e-mail addresses on the host. The virus finds tighe computer. These viruses scan files with common text
TEA and tries to propagate itself to this e-mail addressfde extensions for e-mail address-like character strings. We
well as others stored on the host. propose that th& F A should be stored in the address book of

(3/2a) Many viruses send infected e-mails to all the e-mé#tile host computer and also in specific file. Th& A should be
addresses found on the computer. During this propagatitered in a file (the Trap E-mail File) that looks like a normal
many viruses spoof the e-mail address of the sender to tax¢file, in order to let the virus to scan and use the information
of the e-mail addresses found on the host. A third pafoynd in this file.
can receive an infected mail, that contains fREA as ] o
sender. 3.1 TEF design objectives

(3/2b) The third party might send a bounce message (viru®ur design objectives in construction of the Trap Email File
alert) message to tHEBE A with the information about the(T'E F') were the following:
infection. D1 TFEF should not be distinguishable from common files,

(3/3a) The TEA can also be used to detect information so the file name or the file content should not contain an
leakage. A malicious code can not only infect other com- identifier recognizable by a virus. The file name should
puters from the host, but can steal sensitive information, not contain any specific information, thus the owner of
e.g. e-mail addresses from the computer. In this case e.g. the computer can rename it and store it anywhere in the
a spammer can grab tlféF' A e-mail address along with file system. A special identifier in the file name can be
the other e-mail addresses found on the host. very suspicious for the virus and it can simply discard

(3/3b) Using the stolen data, a malicious party can send un- the file. We don't expect that the owner remembers the
solicited email messages to tli&F A that arrives to the place where th& EF' is stored. T E'F' must follow some
TES. The stolen data can be used for other unlawful ac- common file format, avoiding any uncommon, suspicious-

3. SECURITY CONSIDERATIONS

tivities also. looking parts.
(4) After the TE'S receives any email messages from any-D2 In order to be able to replace a compromi§&d A, the
body to thel' E A, the server considers thHeF' A as a com- TEF should be identifiable by our system. TH&F

promised address, as nobody else than the owner or useridentification process should be fast: cpu intensive cal-

of the computer could disclose this e-mail address without culations should be avoided. The owner of the protected

a system compromise. According to the e-mails received host has to be able to uniquely identifyids F', while his

to theTEA, the TES can inform the owner about the  knowledge about cryptographic materials should be kept

type of the danger. This can be an information about the at the needed minimum.

infection (type of the virus, etc.) or the fact that thé& A D3 The integrity of thel'E'F' should be verifiable. If the

has leaked. virus can change the contents of the file, it can force our
(5) The owner of the computer is informed so the disinfec- system to modify/delete important files on the system dur-

tion of the host may begin. After successful disinfection ing the reinitialization process.

the oldT E A should be replaced by a fresh one, as the oldD4 T E A in itself cannot function as a secure identifier. If

address could potentially be found on many infected in- we trusted inTEA as such, the virus could deploy all

ternet hosts or in spammer’s e-mail address database. Thee-mail addresses found on the host to different places to

reinitialization process should find the dld£’A on the enforce our system to modify other files.



D5 The attacker has to be prevented from fabricating validUTHheader ::= '<IDOCTYPE'S TEXT' S

TEFs, otherwise he could deteriorate the effectiveness of ‘Fieldname’ Eq ™ Value ™ S ' >’
the trap. Only thel’ES should be able to produce valid S = (0220]0209]0x0D|020A)+
TEFs. Eq = $?'='S?

D6 The applied protection technology should match the reFieldname = [a-zA-Z0-9]
sources of a standard PC. For instance, the computationieldvalue '= Base64 alphabet

complexity of cryptographic solutions must not impose TABLE |
Ul’lfeaSIb|e requ'rements on hOStS AI’] Uncomfortab|e SO- TEF SECURE FILE IDENTIFIER HEADER DECLARATION
lution might lead to the disregarding of the service by the_

users. The protection technology should apply only freelffi€!d Public Description
available elements. STYPEVER vyes the decimal value of version number
In the following we detail how our solution meets the above of secure type identifier. currently
requirements: stypever = 010. _
The TEF begins with a special security header describef!LEID no secret identifier key of the file
in Table I. The header contains security information listed iffILEAUTH ~ no secret integrity protection field of
Table Il and described subsequently. The binary data (field val- the file _
ues) in the header is encoded via Base64 encoding [12] as #PCMD yes the message diges of the message
scribed. The header is followed by th&Z F message body. body
The body is user selectable and should not have any system- TABLE II
wide structures. (The intuition behind this is that independent TEF HEADER FIELDS
users will not select correlated files for the body) ThE A is
stored at random location within the message body theT E'F' removal software) to the owner of the host.

We do not set any constraints as to the name offifgF.  1he owner first removes all malicious codes from the protected

The secure identification header can be used to find the fild'@at then runs th&'ZF removal software on the so disin-
the system. The same method could also be used to orga§g€d host. The software searches for files by matching the
other data files, like general documents or pictures. The &¢LEID field. If afile with a FILEID field identical to the
curity header therefore can be used for multiple purposed@g£ivedF'I LEID is found, the server calculates the expected
a virus cannot discard files with a formatted security headefl EAUTH value fromSK and the actual file body. The
while gaining e-mail addresses. The format of the mess&§gver removes the files with valid/ LEAUT H fields.
body is a simple text file. Text files are often opened by viruses. . . .
to gather e-mail addresses from the system. Reinitialization of "E'F’

The server generates a n@Wr' A and stores in the registra-
tion database. Then it generates a riewF" according to the
Deployment of 'E'F' on the protected host operations described above and sends it to the host. The owner

The TEA is generated randomly by tHeS and stored in stelectgtthe new location (file name and directoryy'@fF’ and
its registration database. TH& S uses a long term secret ke§7‘ ores it
to generate the header fields of thé& F'. Using the long term . . . .
secret key and th& £ A, serverT'E'S calculates a session ke\//i;n;?fg)j?;gcitsersne]::nucileo%etg:aggtgﬁ?r?gn?izgtliifwﬁ]ere
(SK). From this session key a uniqé& LEID is calculated ; , o R
by theTES. A FILEAUTH code is generated from thi fore, without knowing the secret key the attacker is not able to

and the message body of tiié F* for the purpose of secure auproduce authenti@’ £ F's. The owner will be able to identify
thentication of message integrity. The publOCM D field _fabrication trials of the attacker, because he ¢&ks after an

is calculated from the message body for simple file integﬁ ection. The role ofSK is to protect the long term secret key
checking operations. Using the hereby calculated header fiSffg! @ way that even the owner of the protected host has no
(FILEID, FILEAUTH, DOCMD) the server builds upaccess toit. Thé'ILEID makes it easier for to the owner to

3.2 Security operations

theTEF and sends it to the protected hoAt)( identify a candidat@” E'F’ file on the host after an infection.
Table Il shows the header fields of the secure file identifier in
Cleaning up security attributes theTEF.

Initialized by the arrival of an email th€ ES looks up the
TFEA in its registration database to identify the compromised
status of the address. A compromisB& A is replaced the Our proposed solution raises common security problems:
following way: The server marks the compromisé@&' A in « An attacker can try to generate random e-mail messages
the database. The server recalculaiés from the long term and send them to tHEFE'S. With a distributive brute force
secret key, then it recalculates thd LEID from SK and attack he tries to find valid addresses. Th&S does not
TFEA. The server sends thé/ LEID andSK (together with return any information to the attacker about the validity

4., COMMON PROBLEMS



of the address, but it puts a label on the compromised@tmer of every Internet host would register at tAi&'S vol-
tackers, therefore it is possible to deploy a Denial of Sentarily. Many users however don’t know about our system so
vice (DoS) attack against our system. To prevent this, the decided to find a better way to distribdf& F's. Our se-
T E A should be generated from a large keyspace. The $emted procedure is to replace the registration certificate file of
of the keyspace should be derived from the possibilitiestbé Hungarian native OpenOffice.Org project witl' & F’ file.
an attacker (e.g. possible number of attacking host, queryhe OpenOffice.Org is the leading open-source free (as in
speed for one host, possibility of detection of an attackdsger) international office suite. The Hungarian version of the

« The number of possible generated e-mail addresses §ihifeware contains Hungarian localization files, a slightly mod-
keyspace) is also important if the number of registraffied spellchecker and other advancements.
is high. The generated e-mail address should look like &very user of the software can obtain a registration certificate
real, common e-mail address. The e-mail address carfileeby registering the software through an on-line registration
generated as form. This registration helps the developers to gain informa-
firstname.lastnamenumber-@subdomain.domain.tld tion from the users. The registration certificate is a simple text
where domain.tld is selected from an available domdile describing the most important parts of the OpenOffice.Org
range (domain contributors) firstname, lastname and sidence agreement. After clicking the "send registration infor-
domain can be any valid wordlike string, and using a numation” button, the user gets a downloadable certification file
ber field in email addresses is also common. This way tfenerated by the server.
number of combinations of the fields can much greatewe modified the structure of the certification file to provide
than10'°. This e-mail should be undistinguishable fronme functionality of &I’ EF'. First, the server generate§'& A
valid real-life e-mail addresses. For this purpose the fatcording to the registration information provided by the reg-
mat of the generated e-mail addresses should be vaige@ént. The server inserts tHel A into the certification mes-
randomly. We believe the keyspace is large enoughst@e. The server then calculates and inserts the security identi-
maintain a workable system and can be enlarged by fination header at the beginning of the file. Other users can get
troducing new domain ranges to the system. aTEF by a web-based registration on tfig’S. The direct

« Itis possible to create a virus that searchesltéiF-like registration provides ZEF as al'E A injected into a random
files and distributes the identifiers found in the file acrogst file.
other files in the system (e.g.FILEAUTH, TEA, A virus could avoid using any addresses found in the
FILEID) and removes the original file. This way it i©penOffice.Org registration files by analyzing their content,
impossible to safely clean up the compromigddA from but currently no such specialized virus exists. It would be
the system, but using our secure file header, the reinitigdeful to provide othef' EF variations (bearer message body)
ization process won't harm other system files. Our systemaking the task of identifying th& £ F more complicated.
-of course- cannot protect from the damages caused by the
virus itself. 5.1 The actual values of tHEE F' header fields

. I'f the TEE is stored in a directory of the computer that In our prototype system we used MD5 hash function to gen-
is accessible from a network (e.g. shared network dnvg)ate secure file identifier header fields.
then it is possible that other infected computers use th
T E A and our notification is not proper. The owner of the
computer is responsible for placing tHe&E'F' in an ap- FILEAUTH = MD5(SK;, filebody, SK5) (1)

propriate location or identifying the computer using the B
provided information. Of course an infected host in a net- FILEID = MD5(SK) @

work signals serious problems at the company, therefore SK = MD5(K.,TEA, Ks) )
checking all computers in the subnetwork is advised.

« The business model for maintaining such a system is a{d¥ere S, andSK, are the 1st and the 2nd 8 bytes Ok,
an important question. The system alone does not sdef{iermore where; and K are the 1st and the 2nd halves
profitable. However the system can speed up the procddgng term secret kejk (see Figure 2 and Figure 3).
of cleaning infected hosts on the network, therefore the reS€cret keyK  is selected at random by tifel>S and is kept
duced damages throughout the Internet can be accoufifédet byl'ES ([10]). TheTEA is selected once, and never
as the profit of the system. Supporting governments 4REUrs during the expected Ilfet|me of the service. Ca_llcula'uon
service providers can help finance the system. While 885K follows the secure "sandwich” type keyed hashing tech-

ditional services (e.g. professional help for cleaning ifidue ([11]). Becaus# E A is non-recurring,S K can be mod-
fected hosts) can be self-financing. eled as a randomly selected 16 byte value in the view of the

attacker. Calculation oF /LEAUTH is similar, where the
key is injected througl K.
We had to deal with the privacy problems of the trap e-mail
A very important question of the trap e-mail system is tigstem. The OpenOffice.Org registration data is also used by
deployment of théel'EA and TEF. It would be best if thethe TES. The registration of the OpenOffice.Org is totally

ﬁormally

5. OUR METHOD IN PRACTICE



voluntary, anybody can use the software legally without any 6. SUMMARY AND FUTURE WORK

registration. We provided the appropriate licence informatioqn this paper, we introduced the idea of trap e-mail addresses

to be able to decide providing information for OpenOffice.O{Q identify infected Internet hosts. Our approach does not re-
development team and tHeZ5 as well. TheT'ES should be  jie any modification in the fundamental internet infrastruc-

a trusted third party and we expect that the users trust the j n

i L or the use of special software components as it exploits the
effort of the OpenOffice.Org development team and our WOl avior of the viruses to identify them. We analyzed the at-

tacking environment and proposed efficient countermeasures.
Our security solution is based on a secure file identifier header.

This header prevents the attacker from manipulation and suc-
cessful identification of the trap, however it makes the task of
identification and the resetting procedure easy for the owner of
the protected host. This security identifier can also be used to
MDS5 securely identify other files on the system.

The trap e-mail address techniqgue makes it easier to detect
stolen e-mail addresses this way our solution can also be used
sk to detect a special kind of information leakage.

We also presented our working system that solves the prob-
lem of deployment. The address is generated and deployed
during a software registration process.

As future work, we intend to extend our system with other
ideas and methods of the identification of infected computers.
We believe that our technique is a worthy building block of an
FALED Internet-wide protection system.
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