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Members

 faculty members
– Levente Buttyán, PhD, habil, Associate Professor (head of the lab)

– Boldizsár Bencsáth, PhD, Assistant Professor
– Tamás Holczer, PhD, Assistant Professor
– Gergely Biczók, PhD, Assistant Professor
– Gergely Ács, PhD, Assistant Professor

 PhD students
– Dorottya Papp (security assurance in cyber-phyiscal systems)

– András Gazdag (forensic analysis in cyber-physical systems)

– Máté Horváth (cryptographic obfuscation)

– Szilvia Lestyán (privacy, machine learning)

– Gergő Ládi (automated protocol reverse engineering)

+ associate members
– Márk Félegyházi, PhD, avatao.com
– Gábor Pék, PhD, avatao.com
– István Vajda, DSc, Professor
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Best known for ...
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Publications and citations

 7 books

 10 book chapters

 80+ journal papers

 140+ conference papers

 2 Internet Drafts

 5 patents
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Activities

 research
– security in cyber-physical systems, privacy-preserving technologies, 

economics of security and privacy
– funding from EIT Digital, Erasmus+, H2020 ECSEL, and national funding 

agencies

 teaching
– IT security program at the BME
– Applied Cryptography at the Aquincum Institute of Technology
– special training sessions and cyber security exercises for industrial partners

 talent management
– PhD students
– CrySyS Student Core

 consulting
– for IAEA, HAEA, and private companies
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Research areas

 security in cyber-physical systems
– application areas:

1. industrial automation and control systems
(including Industry 4.0)

2. in-vehicle embedded networks and devices
(including connected and autonomous cars)

– attack detection, incident response, forensic 
analysis, software security assurance

 privacy and anonymization
– anonymization of large data sets, applications of 

machine learning, privacy impact analysis

 economics of security and privacy
– applications of game theory for analyzing strategic 

behavior, risk management
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Other competencies

 malware analysis 
– static and dynamic program analysis,

reverse engineering

– analysis of targeted malware (APT)

– custom testing of anti-malware solutions

 applied cryptography
– cryptographic protocols for secure 

communications and secure data storage
– obfuscation of programs
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PhD graduates

1. Dr. István Zsolt Berta (2005) (currently with Citi Bank, Hungary)

2. Dr. Péter Schaffer (2009) (currently with Ernst&Young, Luxemburg)

3. Dr. Gergely Ács (2009) (currently with CrySyS Lab, Budapest)

4. Dr. Boldizsár Bencsáth (2010) (currently with CrySyS Lab, Budapest)

5. Dr. László Dóra (2011) (currently with Citi Bank, Hungary)

6. Dr. Tamás Holczer (2013) (currently with CrySyS Lab, Budapest)

7. Dr. Vinh Thong Ta (2014) (currently at University of Lanceshire, UK)

8. Dr. Áron Lászka (2014) (currently with University of Houston, USA)

9. Dr. Gábor Gulyás (2015) (currently with INRIA, France)

10. Dr. Gábor Pék (2015) (currently with Avatao, Hungary)
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IT security education at BME
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Computer Security (2/1/0)

Network Security (2/1/0)

Crypto Protocols (2/1/0)

IT Sec Lab Exercise (0/0/4)

Internship

Semester Project

Diploma project

more info: http://www.crysys.hu/education/
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Talent management
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CrySyS
Student

Core

admission

visibility

bootstrapping

speeding up

giving back

integration

IT SEC bootcamp
(~40 students)

active advertising to freshmen,

results of the !Spam and Hex CTF team

outstanding performance

(semester projects, CrySyS Security Challenge)

Introducing the CrySyS Lab

contributing to

IT SEC bootcamp

and CrySyS 

Security Challenge

semester projects

CTF team,

exposing garage projects
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Winners of iCTF 2014 (held in 2015)
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Qualified for DEFCON Final in 2015, 2016, 2017
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Spin-offs
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• founded in 2012
• cyber incident response, malware analysis, malware 

threat intelligence, exploit mining, and more ...
• web site: www.ukatemi.com

• founded in 2011
• sharable encrypted data storage in the cloud
• web site: www.tresorit.com

• founded in 2014
• on-line platform for IT security exercises, support for 

recruitment, on-borading, continuous training, university 
education, CTF-like competitions, ... 

• web site: www.avatao.com
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Thanks!
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Levente Buttyán
buttyan@crysys.hu


