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Abstract This paper investigates how competitive cyber-insurdecahetwork se-
curity and welfare of the networked society. In our modelsaris probability to
incur damage (from being attacked) depends on both hisiseemd the network
security, with the latter taken by individual users as giv@rst, we consider cyber-
insurers who cannot observe (and thus, affect) individaal security. This asym-
metric information causes moral hazard. Then, for mostrpatars, no equilibrium
exists:the insurance market is missing. Even if an equilibrium exists, the insur-
ance contract covers only a minor fraction of the damageyartsecurity worsens
relative to the no-insurance equilibrium. Second, we aersinsurers with per-
fect information about their users’ security. Here, useusity is perfectly enforce-
able (zero cost); each insurance contract stipulates théreal user security. The
unique equilibrium contract covers the entire user damagk, for most param-
eters, network security worsens relative to the no-inszeaguilibrium. Although
cyber-insurance improves user welfare, in general, coitiygetyber-insurers fail
to improve network security.
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1 Introduction

In this paper. we propose a model to study the effects of cyber insuranceemnse-
curity and their welfare. Our model highlights how netwoxrktegnalities combined
with information asymmetry lead toraissing market for cyber insurance.

The Internet serves as a ubiquitous communication platforrboth individu-
als and businesses. Thus, an increasing amount of wealticéssible online, and
cyber-crime is becoming one of the most lucrative crimircivities. Cyber-crime
is lucrative because network vulnerabilities are easy fbaitxand persecution of
cyber-criminals is plagued by enforcement problems. Fanstl importantly, crimi-
nals are relying on the anonymity of the Internet protocoldisguise their traces.
Second, global Internet connectivity makes it difficult faw enforcement authori-
ties to identify the origin of the attacks. Exploiting natad differences in legal sys-
tems, criminals often operate safely from countries withwleakest legislations and
enforcement. Third, criminals quickly adapt their attatriategies as new defenses
are developed; thus, cyber-crime evolves to minimize tlaach of persecution. Al-
together, this situation results in formation of highly fassional, mafia-style cyber-
crime establishments, which are rapidly expanding, see [2]

Technology-based defense and enforcement solutions aitatele, but there is a
consensus among security researchers [2] that the exggtgity problems cannot
be solved by technological means alone. We concur that thesrity problems
primarily result from misaligned incentives of the netwedkparties with respect to
their security. Existing research [4, 7, 16, 19, 18] indésathatrisk management in
general and cyber-insurance in particular are potentialyable tools for security
management. Still, at present, risk management capabilitie virtually nonexistent
in the network [2].

We model the effects of informational asymmetries in thespnee of network
externalities, and study their consequences for netwarliritg incentives. We be-
lieve that these features of the environment induce sgcgalboptimal network
security, and complicate the management of security ridksbuild on the sem-
inal ideas of Akerlof [1], Rothschild and Stiglitz [17] andhers? which we com-
bine with the ideas of interdependent security originateéibal-Kunreuther [14],
Gordon-Loeb [8] and Hausken [11].

In our model, all users are identical, meaning that theirlilida identical and
they suffer identical damage if successfully attacked.Uges’s probability of being
attacked depends on both theer security level and thenetwork security level,
which individual users take as given. Thus, we have an ealiégnindeed, due to
this externality, individually optimal user security léve lower than the socially
optimal one.

1 This work was funded in part by the National Science Foundatinder grant NSF-0433702.
Any opinions, findings, conclusions, and recommendatiopsessed in this material are those of
the authors and do not necessarily reflect the views of thdifigrsource.

2 See [20] for the literature review.

3Seealso[7,9, 21,5, 10, 3, 6, 13, 12]. This list is by no meahaustive.
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Our setting emphasizes that interdependent security ica feature, which
shapes the incentives for Internet security. Although sgcinterdependence is
present in other contexts (such as terrorist attacks [b&fwork security is espe-
cially prone to these effects because everyone is intetink

First, we investigate the effects of information asymmaetrghe presence of net-
work effects. Though our model allows to study both moraldndZwhen insurers
are not aware of user security levels) and adverse seletioan insurers cannot
distinguish different user types), in this paper, we adsli@dy moral hazard. We
demonstrate that for a wide range of parameters, insuraadestrfails to exist, i.e.,
we observe anissing market.

Next, we assume no information asymmetry between the irsaral the insured
(users). We demonstrate that user utility is higher withuraace, but the network
security level is not necessarily higher. On reverse, inynt@ses network security
worsens with insurers. Indeed, insurers amhnage risks, but they do not necessar-
ily reduce them.

Our homogeneity assumption is simplistic, and does not imalde actual Inter-
net. But, adding user and insurer heterogeneity to oumnggettnly adds more infor-
mational asymmetries. Then, the lemon problem becomdsg,likiich itself could
cause missing markets [1]. Thus, with heterogeneity, opeets adverse selection
problems, which would also contribute to missing markets.

We make two main contributions to the literature. First, viiserve that even
with no heterogeneity (of users and insurers), informaéisgmmetries complicate
the formation of viable cyber-insurance markets. Secomdj@monstrate that even
in the absence of informational asymmetries, competitjeec-insurers fail to im-
prove network security. The significant implication is tirathe existing network
environment, cyber-insurance markets cannot serve asalystafor improvement
of network security.

The paper is organized as follows. In Section 2, we propossea imodel, derive
its Nash equilibrium, and compare it with socially optimbideation. In Section 3,
we add competitive insurers to our base model, analyze thiéigum with insur-
ers. We consider two cases: when individual security lemesion-contractible and
when insurers include the requirement about individualiggclevel into the con-
tract. In Section 4, we summarize our findings and concludie.t€chnical details
are relegated to Appendix.

2 Mode

In this section, we present our base model, which highligjinésinterdependence
of user and network security. We consider a network popdlbjeidentical users.
Each user has two choice variables: tle®nvenience level a; > 0 of his network
activity, and hissecurity levels € [0, 1]. Theconvenience level a; can be, for exam-
ple, characterized by the number of applications utilizgthie user, such as emails,
Web, IM, P2P, etc. If there are no security problems, the deeives utility from
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his wealth and from network usage. We assume that both tleespanents of user
utility U; are additively separable:

Ui =K f(W)+Ko-g(a) — K- a,

whereK3, K, andK3 are positive constants, aid > 0 denotes user’s wealth. We
assume that the functiorfsandg are increasing and concave, reflecting that user
wealthW andconvenience level a; have a positive but decreasing marginal benefit
for the user. To increase hnvenience level, user incurs a linear cost (cost of
effort).

In the presence of network attacks, we assume that, if thelatin the user is
successful, the user incurs a monetary daniage(0,W). Let p; be the probabil-
ity that useri suffers such an attack. This probability depends on twafacthe
network security leves € [0, 1], which determines the probability of a user being
attacked, and the user security legglhich determines the probability of success
of such an attack. This justifies our expressiongor

p=01-s)-1-9=v-V, 1)

where for mathematical convenience, we introduceuige vulnerability levelv; =
1— s and thenetwork vulnerability level v= 1 — s Further, assume thatis equal
to the average security levels of its users:

i=1 NS
— =i
S=—N (2

and we let the number of usexsbe large enough so that a single user has a negligi-
ble effect on the network security level. Thus, each usessdke network security
level as a given parameter.

We assume that user’s choice of a higher security requiréghehuser cost (in
terms of effort), and this cost is proportional to the corigane level. Again, assum-
ing additive separability, we express the expected utiftyseri in the presence of
network insecurity as:

EU] =K {(1—pi)- (W) +pi- F(W-D)} +Kz-g(a) —Ks-ai- (h(s) +1), (3)

where the security cost functioh(-) is increasing and convexi/(h” > 0) with
h(0) = 0 corresponding to zero security level and) = c, corresponding to a
hypothetical “perfectly secure” system. Thus, it beconesdasingly costly to im-
prove the security level at a higher level of security.

For simplicity, we letf (x) = g(x) = y/Xandh(x) = \/%( — 1 and solve the prob-
lem for these specific functions. Then, (3) becomes:

L, @

EUi] = Kl{(l_ pi) VW + pivW — D} + Ko/ — Kgajﬁ
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Since we assume that the convenience level of is@&etwork usagey is not af-
fected even when this user is attacked, this model may be suitiable for attacks
like phishing, eavesdropping, etc. rather than for attéikksdenial-of-service.

2.1 Analysis

We start by deriving the optimal convenience leseby taking the partial derivative
of (4) with respect t@;:

0E[Ui]7K} 1 K 1
oa 22—\/51 3_\/\7i’
from whicha; is:
. 1KZ
g = ZK_QZ,V" (5)

Thus, the user’s;” depends only on her choicegf but not on network vulnerability
levelv. Next, we substitute (5) in (4) to obtain:

_1Kg

ElUi] = 4Ks

[V — WK (VAW — VW= D) +KvW] (6)

4K1K3

2
whereK = o To simplify, we Iet%% =1, and obtain a normalized utility:
2

EUi] = VM — WK (VW — VW —D) + KvW. 7)
The constanK characterizes how users value their wealth relative toifigydrom
the network.
2.1.1 Nash Equilibrium

To find the user’s best response’(v) to a given network vulnerability, we opti-
mize (7) with respect tg; (subject tov; < 1) and expresg (V) as

1

\ﬁ(\7)_min{ ,1}. (8)
| [2K (VW — VW =D)]?

From (8),v (v) is identical for all users, from which any Nash equilibriusrsym-

metric, and let;’(v) = vj(v) = v* for any users and j. Then, from (2), we have

v=Vv* and hence,

¥ = e TS
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from which we obtain Nash equilibrium vulnerabilig:

R 1
vVi=1l-s _mm{[ZK(\/W—\/W)]Z/3’1}' 9)

From (9),v* < 1 only if VW — AW =D > 5 and thus, all else equal, users invest
in security only when their damad or K become sulfficiently high, or when user
wealthW is low.

2.1.2 Social Optimum

We assume that a social planner unilaterally dictates udeerability,v; = v, and
maximizes cumulative utility of the users. Since users deatical, this maximiza-
tion is identical to a representative user utility maxintiaa with v=v. From (7),
the representative user utility is:

E[U] = W—VK(vW — VW =D) + KvW. (10)

Maximizing (10), subject te < 1, we obtain the socially optimal vulnerabili®
as:

1
V¥ =15 =min 1;. 11
e .
Thus v < 1 only if (VW — /W—=D) > 2. As expectedy™ < v*, which allows
us to formulate the following proposition:

Proposition 1. When the socially optimal security level is strictly positive, it is
strictly higher than the individually optimal one: s°¢ > s*. Users are strictly better
off in the social optimum than in the Nash equilibrium.

In the next section, we extend this model to the presencerpetitive insurers.
We will investigate how insurer information about user séguevel (or lack of
such information) impacts network security.

3 Insurance M ode

We define market equilibrium similar to the model of Roth#thind Stiglitz [17],
who pioneered the examination of equilibria in insurancekais with information
asymmetries. We assume that each insurer offers a singleamse contract in a
class of admissible contracts, or does nothing. A Nash equilibrium is defined as a
set of admissible contracts such that: i) all contractslté@sa non-negative utility
for the insurers, ii) taking as given the contracts offergthbumbent insurers (those
offering contracts), there is no additional contract whachentrant-insurer (one not
offering a contract) can offer and make a strictly positivefip and iii) taking as
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given the set of contracts offered by other incumbent insymo incumbent can

increase its profits by altering his offered contract. Therditure referred to such
contracts as “competitive”, because entry and exit arg fird because no barrier
to entry or scale economies are present.

We consider risk neutral insurers who compete with eachrottet p be the
premium charged to a user ahd> 0 be his loss covered by the insurer. We do not
considelL < 0 because itis unrealistic to expect a fine when a user saffdasnage.
Let v andv be the user and network vulnerability. Then, we denote thpagtive
user utility byU (v,v, p,L), and from (7) and (1), we have:

Uv,v,p,L) = W+WK/W-D+L-p+(1-WK/W-—p. (12)
If v, p,L are identical for all users, than= v, and we obtain
UV, p,L) = W4+ VKy/W-D+L—p+(1-V)K\/W—p. (13)

Additionally, we will assume that insurers take networkiséy v as given. This
assumption reflects that individual insurers cannot affect their own.

3.1 Insurance with Non-Contractible Security

In this section, we assume that it is impossible (or too gpd$dr the insurers to
monitor the users’ security level. Indeed, even i§ included in the contract and
user compliance is observable by the insurer, but unveléfigbcourt (due to the
prohibitively high costs), the insurer would effectivelgarate as if no requirement
onv is imposed. Thus, we consider the contracts of the fgont.) only. In addi-
tion, we will assume that contracts stipulate that purcldsextra coverage from
outside parties is prohibited. Further, since the userbameogeneous, we will re-
strict our attention to a symmetric equilibrium, i.e., tligigibria with identical user
actions. Henceforth, we will use the superscript T to dggtish the values in such
an equilibrium.

Let useri purchase a contra¢p,L). Then, he will choose his vulnerability to
maximize his utility (takingv as given):

EU]=Wi—wWK(W-p— /W-D+L-p)+K\W—p. (14)

Any contract which improves user utility (v,v,p,L) is preferred by users to any
other contract. Hence, in equilibrium, there should ex@éssach deviating contract
that makes non-negative profits for an insurer. Furthergthélibrium contract is
constrained by user participation - a user must prefer toibsyrance, assuming
that others already did so, to staying without insurancégdpendix, we show that
this participation constraint never binds, and, in equilitm, due to competition,
insurers’ profits are zer@* = (vj‘)ZL*. Further, we demonstrate that, in any equi-
librium:
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L*<D,

and from user optimization, we have:

V= L 573 (15)
[ZK(\/W—p*— VW =D+ (LF - p¥)
Comparing (15) with (9), we infer that in any equilibrium:
vE> v (16)

Although the availability of insurance may allow users taaie a higher utility,
the network security is strictly lower with insurance. In ggndix, we prove the
following proposition:

Proposition 2. If D < gW, any insurance contract with security levelsunobservable
by the insurers strictly decreases the utility of the users. Hence, no insurance is
offered and no insurance market exists. If D > gW, there could exist an equilibrium
in which all users purchase insurance contract (p*,L*). This insurance improves
users' utility relative to the no insurance case, but decreases their security (i.e.,
V¥ > v isalways true).

From Proposition 2, the presence of insurers negativedctdinetwork security.
Indeed, here, security is chosen by the users, and insuees lnave meager incen-
tives to secure themselves. This is a typical manifestati@amoral hazard. In this
case, the expected per user loss due to network insecwigases by:

A% = [(vF)? - (v')?] D.

3.2 Insurance with Contractible Security

In this section, we assume that insurers can enforce a desgirity level for the
insured users at zero cost. Thus, we permit contracts L) to specify a user’s
required vulnerability. In reality, this may be achieved, for example, by deploying
tamper-proof security software that monitors and enfouses security.

3.2.1 Social Planner

Next, we derive the social planner choice of contract whenisey is contractible.

Let (vf, pT,LT)¢ be the contract chosen by a social planner. The social planne
objective is to maximize the user utility, subject to the staint of non-negative
profits:
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maxp v u (V7 v,p, L)
st. VL<pandv<1.

In Appendix, we solve this optimization problem, and dettire following social
planner’s equilibrium:
stoc _ (v‘rsoc)zl_‘rsoc7
and full coverage will be offered since users prefer it:
LTS)C — D

If the equilibrium vulnerability™ < 1, then it must be a solution of:

v
W—v2D ~ (2KD)?’

17)

which we have proven to be unique.

3.2.2 Competitivelnsurers

Any insurance contra¢t, p,L) that achieves a higher user utility(v, v, p, L) would
be preferred to other contracts. In equilibrium, there &th@xist no contract that
permits non-negative insurer profits and yields a higher uskty than the equi-
librium contract does. In addition, we modify the definitiohinsurance market
equilibrium in Section 3 and assume that no single insuffeces the network vul-
nerability. This assumption is realistic since compedifivsurers lack market power.
The participation constraint must hold in equilibrium,. j.imsured users must ob-
tain at least the same utility with insurance than by stayimigsured. In Appendix,
we show that only a unique contract can exist in equilibriluet. this equilibrium
contract be denoted ky', pT,L").

In Appendix, we demonstrate that, in equilibrium, insureee zero profits and
offer full coverage since users prefer it.

p'= ("2 andL" =D.
If the equilibrium vulnerability' < 1, then it must be a solution of:

v
W-v2D  (KD)?’

(18)

which we have proven to be unique. From (17) and (18), we calecthat the vul-
nerability in the competitive insurer equilibrium is highthan that in the social
optimum: v > v In Appendix, we also derive the condition fof < v*. We

find that equilibrium vulnerability only improves (relagvto the Nash equilibrium
without insurance) Whe@ is lower than some critical value. This critical value is
achieved only wher* is close to 1, i.e., when user security is close to zero in the
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no-insurance Nash equilibrium. Thus, for a large range odipatersy’ > v*, i.e.,
the presence of insurance leads to a higher vulnerability.
This permits us to formulate the following proposition:

Proposition 3. With insurers present, and security levels contractible, in any equi-
librium, full coverage LT = D is offered. For most parameters, equilibrium network
security is lower than in the no-insurance equilibrium. Only when user security is
low in the no-insurance Nash equilibrium (i.e., v* closeto 1), the presence of insur-
ers improves network security.

From Proposition 3, with security levels observable by theurers, the insur-
ers’ presence allows to improve user welfare, but hardlyrawgs network security.
Whenv' < v¥, the insurers’ presence reduces the per user expecteddossét-
work insecurity byAT, where:

AT =[(v')? - (v")?]D.
Else, the per user expected loss increases by
At =[(vh?2 - (v')?]D.

Figure 1(a) depicts the equilibrium security level of ugarsd hence the network
security level) as a function of the damageavhile Figure 1(b) depicts the equilib-
rium utility of users as a function dd. The parameter values used #&e- 1 and
W = 100.

svsD UvsD

++ No insurance NE

109 = = = No insurance SO

== Insurance - Competition
Insurance - Social Planner|

i <+ No insurance NE
02 ‘ = = = No insurance SO
i <= =" Insurance - Competition

Insurance - Social planner

0 20 40 60 80 100 0 20 40 60 80 100

@ (b)

Fig. 1 (a) Security level and (b) utility of homogeneous users inildgrium as a function of the
damage 6< D <W. HereW = 1000 ancK = 1.
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4 Conclusion

In this paper, we investigate the effects of competitiveatyibsurers on network se-
curity and welfare. We highlight the impact of asymmetrifoimation in the pres-
ence of network externalities and address the effects efdependent security on
the market for cyber-risks. The existing literature atitéds cyber-insurance a sig-
nificant role in cyber-risk management; it especially engites positive effects of
cyber-insurance market on security incentives. We find tirateverse, the presence
of competitive cyber-insurers weakens user incentivesifrove security.

First, we consider insurers who cannot observe (and thasiotaontract) user
security; here, insurers observe the network security. driign, the moral hazard
problemis present, i.e., with more insurance coverageishes’ incentives to invest
in security become meager. In this case, for most paraméterssurance market
collapses, i.e., no insurance is offered in equilibriumeikif cyber-insurance exists,
it covers a minor fraction of damages only. Our findings ar@iawith the existing
Internet, where cyber-insurance is scantly observed.

Second, we consider insurers who observe (and thus, caractniser secu-
rity. Here, insurers’ contracts include user security levieich insurers enforce at
zero cost, and thus, no moral hazard is present. Still, iriggncompetitive insur-
ers fail to improve upon the security level of the no-insweaquilibrium. Though
insurance improves the utility for risk-averse users, #gloot serve as an incentive
device for improving security practices. Indeed, insugais@ tool for risk manage-
ment and redistribution, not necessarily a tool for riskuetbn.

To sum up, we argue that a combination of network effectsiafiodrination asym-
metries leads to difficulties in formation of viable insucanmarkets for cyber risks.
Thus, our results dash the hopes for both, expectationswalajment of cyber
insurance markets under the current network environmedtfer the beliefs that
such markets may serve as a catalyst for improvement of metsezurity.

5 Appendix

Proof of Proposition 2

When the user vulnerabilityis non-contractible, the contracts have the f¢pyL),
andyv is selfishly chosen by the users. Since our users are homoggnee will
restrict our attention to a symmetric equilibrium, i.e.eugactions in equilibrium
are identical. Le{p°,L°) be such an equilibrium insurance contract ahdbe the
resulting network vulnerability. First, we show that in aguilibriumL® < D.
Assume the reverse and lgt°,L° = D) be an equilibrium. In this case, it is
optimal for each user to choose= 1. Hencey® = 1 andp® = D for non-negative
insurer profits. From (13))(1,1,D,D) = U (1,1,0,0), which implies that the user
is indifferent between buying and not buying insuranceh# vulnerability in the
no-insurance Nash equilibriuxi < 1, then the user’s participation constraint does
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not hold:U (v,1,0,0) > U (1,1,D,D) for somev; < 1. This is a contradiction since
useri is better off not purchasing such an insurance, and thexefor: D.

To determine the vulnerability that the insured user cheaséfishly, we differ-
entiate his utility with respect te, keepingv fixed:

U (w7, p°,L%)
e p— 07
ov
and we have

V= 1 (29)

(2PK(VW—=p — /WP +L—p))2
whereWP =W — D. In equilibrium,v = ¥ and from (19), we obtain (similar to

(9)):

1

2K (VW=7 — WP+ (L7 = p°)|
Comparing (20) with (9), we infer that:
Vi< VP, (21)

because
VW —p° < VW and /WP + (L° — p°) > VWD,

Next, let us make sure that no user deviates and stays witigwance, that is the
participation constraint holds. For the uninsured ugsetility is maximized at
1
(V)2 [2K (VW — VWD )]

Comparing this with (9), we have

and from (21),

V)k 2
Vi = (%) \fk<\fk,

and his maximum attainable utility is
Ui = WV + WV [ZK(\/V—V— \/VW)} +KVW
= (%) VVE 4 (%) (v)? [ZK(\/V_V— \/VW)] +KVW <U*.  (23)

Note thatU* = U (v*,v*,0,0). Hence, for(p®,L°) to be an equilibrium contract,
U(v,v,p°% L% >U(v,v*0,0) =U*. Then, from (23),
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Ui <U* <U(V,V,p° L%,

and we infer that the participation constraint does not bind
Next, we show that, iD < %W, the only equilibrium contract i€0,0). Consider
a contractp,L) and letv'be the vulnerability obtained from (20). Due to insurer
competition, in any equilibrium
p = L. (24)

If not, an entrant insurer could design another contradt yiedds lower profits,
which users prefer since it maximizes their utility. The ruglity is obtained by
substituting (20) in (12). Then, we have

U=KyW—p+

(25)

1
(16K (VW =p— /WO L)%

. - — ,.,2 1
Using (24), we rewrite (25) asv'W vL+(16K( T T

Let ¥ denoted?, and letWP = WP + (L — p) andW =W — p. Next, we demon-
strate tha¥ > 0. From (20),
A
oL 0L(2K(\/T VWD))2
oW 1 oWP
30 = < )
(2K(\/T \/“"_ 3\2WW L 2ARWD dL
< (=R —2WiL) (1—v2—2\7\7L))
(ZK(\/T \/"_ 3 2vWP
<v2+2\7\7L (1- \72—2\7\7L))
(ZK(\/T f_ 3 VWD
V( 3%
(o7 + vt v s~ o)

B 1 (v_2+(1 vz))
C (2K(VW = VWD))3\ VW VWD /)

where the last step is obtained by moving all the terms irimgl¥ to the LHS. The
RHS is obviously positive while the coefficient Gfon the LHS is also positive
(sinceW > WP) and¥ > 0 is proven.

Next, we differentiate the utility w.r.L,
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ou K oo —
o Nm(_vz —2WL)+ (16K)1/3(v/W — 2L —3\/W— DL
(—P—2WL)  ((1—)—2WL)
B < 2VW_—PL zm>
_ K(=P—20L) K¥((—P-2@L)  ((1-%) —20L)
- 2/W_wL 3 ( 2y W — 2L zm)

Collecting the terms and simplifying we obtain:

209 _ @ g & (-P-20L)  (~ P20
KoL YW YW " avwe 3 VW VWD
— (L1 i PP+ (1 1
- VW 3/WD w3 (W Ve
VWO | _ 20t | P(PiamL) (VWD VA (26)
- WD ) w3 VWD

Since 24L > 0 andvWP < VW, the last two terms of (26) are strictly negative
for anyL > 0.
LetD < gW. ThenW < 9(W — D), and taking the square root we obtain:

3vWP — VW > 0, (27)

and sincaV® = WP + (L¥ — p*) > WP andW =W — p < W from (27) we have:

3v/WP — VW > 3vWD — VAN > 0.

Hence, we have proven thatlf < 8w, 3vAWD — VAW > 0. In this case, the first
term of (26) is negative as well, which leads to:

20U 0
KoL =
Thus, we have proven thatlif < gW, utility is maximized at. = 0. Thus, the only
equilibrium insurance contract (§,0).

If D> gW, there could exist an insurance contract, which improves uslity
relative toU *. See Fig. 2(a) for an example which shows Ho¢p, L) is maximized
atL > 0, and users may reach a higher utility with insurance.

Proof of Proposition 3
First, we notice that in any equilibriunt,” = D and insurer profit is zero due to

competition, as in Proposition 2. Hence, we restrict ouryais to full coverage
only.
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U(p,L)vsL

10.194
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2 4 6 8 10 12 14 16 18 (1] 200 400 600 800 1000
L
(@ (b)

Fig. 2 (a) Unobservable cas¥: vsL (L € [0,20], K = 1, W = 100,D = 99) and (b) Observable
case:d’ anddt vsW.

Second, in any equilibrium, user utility from deviation to-msurance gives user
a strictly lower utility. Indeed, assume the reverse. Sgguser can deviate ¥p
with no insurance and his utility without insurance is egodis utility with insur-
ance, i.e.U (vi,v',0,0) > U (v',vI,v?D D). Consider an entrant insurer who offers
him a contrac{vi,v;v'D, D) that offers non-zero coverage at actuarially fair price.
By adopting this contract, the user improves his utilityjethconflicts our assump-
tion about the equilibrium. Therefore, the utility from dation must be strictly
lower and all users strictly prefer to buy insurance.

Lastly, we prove that in any equilibrium, all user contraats identical. Assume
the reverse, and Iét;1,v,vD, D) and(v»,vovD, D) be two contracts in equilibrium,
with non-zero fraction of users buying each contract. WitHoss of generality, we
letvy < vp, and thus/; < v < vo. From Section 3.2.2, we assume that insurers take
v as given. Consider the contraét WD, D) offered by an entrant insurer. Suppose
this contract maximized (V, WD, D):

a%(f\wr KvW —WD) = 0.

aiv(\mwm) —0

1 Kw ~0
28 2yW—"D
yIT = ii—vaD — KWD (28)
VY

From (28), there is a unique solution farsince the LHS is monotone decreas-
ing. Hence,v# v; andV'# v, since if either were true, thed (vq,vivD,D) #
U (v2,vovD, D), which is a contradiction. Thu) (¥,wD,D) > U (v1,v1vD,D) =
U (v2,vovD,D) and insured users will be willing to deviate to this new caotr
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Thus, we have shown that two different contracts cannot bsgmt in equilibrium,
and we have proven that in any equilibrium, all users buy antidal contract.

Next, we prove that the equilibrium is unique. From (28), iy &quilibrium,
¥=v=v, and we have

2
M — KviD
VT
VW —vi2D = KviVATD
yi3 1

W—VviZD ~ (KD)2' (29)

From (29), there is a unique solution for the equilibriulsince the LHS is mono-
tone decreasing. Thus, the equilibrium is unique.

Next, we determine how this uniquécompares to*. When both/" andv* < 1,
we can equate® from (9) and (29) to get

1 _ W-vD
[2K(VW—-yW=D)]?2  (KD)?
D2
aw—wop VP
w D 2

D 2(VW- W-D)2

Using (9) forv* < 1 and denotin% by o, we have

w D 1
D 2W-W-D)2 [2K(VW-W-D)?

1 W _ 1
W20 \1-Q)  [KVW(L- /18

1 o 1

5 20-VI_0)2 [2KVW(1—VI_d)*?

Thus, we obtain an equation fér
1 \/— 1/3( 1 \/ 5 > _ 1
4(1— 1-9) [2K\/W)4/3

1 (1+V1I-0)\ _ 1
(1‘M)1/3<<1+W—6>_ 4 >_[2K\/W]4/3 .

We observe that the LHS is an increasing functiodpfvhich gives us a unique
solutiond* of (30). Ford < &*, we havev' < v*, i.e., insurance improves the secu-
rity level in the no-insurance Nash equilibrium. From (9% know that wherd is
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low, v* is high. This implies that insurance improves upon the rsasiance security
level only whenv* is high. Letd! denote thed at whichv* = 1. Fig. 2 (b) depicts
&' andd* as a function of the wealtW (K = 1).

Social Planner

The contract offered by a social planner must be a solutiaghéadollowing opti-
mization problem:

max;p.L U (V7 Vv,P, L)
st. VL<pandv<1.

Next, we write the Lagrangian:
LAN = U (v,v, p,L) — A1(VPL — p) — Ap(v— 1)

Taking the derivatives of AN w.r.t. v, L andp and equating to O gives us the fol-
lowing equations.

OLAN  dU(v,v,p,L)
ov ov
——ZVK\/\N p— \/W D+L—p))—2AvL—A2 =0 (31)

—2/\1VL—)\2:0

&f
OLAN  dU(v,v,p,L) B
oL oL —Av’ =0
Kv2
ZWﬁﬁiffﬁ_M$:O (32)
JLAN  dU(v,v,p,L) B
i ap +A1=0
Kv2 K(1-V?)

- - A =0 33
>W-DFL—p 2W—p 't (33)

Further, from complementary slackness, we have

M(PL—p) =0, (34)
andA;(v—1) =0 (35)

Note thatv # 0, since that would require infinite security costs for therasFrom
(32), we conclude that; > 0 and thus the constraint (34) binds:

VL=p (36)
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EquatingA; from (32) and (33), we obtain:

K B Kv? +K(1—v2)
2/W-DiL p 20W - DL p 2/W_p

Canceling ouK /2 > 0, we obtain:

1 B V2 +(1—v2)
MW -DiLp W -DIiLp W_p

or
(1—v?) (1—v?)

JW-D+L-p W-p

which leads to:

L=Difv<1. (37)
. . . . K
Now, if v < 1, we can substitute (36) and (37) into (32) to get= TR
Substituting this value of1, A2 = 0 (sincev < 1) and (37) into (31), we get
1 K
—— =——-\D
AVAY W —Vv2D
v 1

W—Vv2D ~ (2KD)2 (38)

Thus, ifv < 1, it is the unique solution to (38) (since the LHS is monotooeeas-
ing).
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