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Extensions to an Authentication Technique Proposed for the
Global Mobility Network

Levente Buttydn, Constant Gbaguidi, Sebastian Staamann, and Uwe Wilhelm

Abstract—We present three attacks on the authentication pro-
tocol that has been proposed for the so-called global mobility net-
work in the October 1997 issue of the IEEFE Journal on Selected
Areas in Communicatlons. We show that the attacks arc feasible
and propose corrections that make the protocol more robust and
resistant against two of the presented attacks. Qur aim is to high-
light some basic design principles fer cryptographic protocols, the
adherence to which would have prevented these attacks,

Index Terms—Entity authentlication, global mobility network,

I, INTRODUCTION

N {7], an authentication technique has been proposed for use

in the so-called global mobility network {(GLOMONET),
which provides a personal communication user with global
roaming service. The propesed authentication technique con-
sists of the following two phases:

+ roaming-service-setup phase, in which authentication that
is required to set up the roaming-service environmen is
performed by the visited {roamed) network, the home net-
work, and the roaming user;
roaming-service-provision phase, in which authentication
that is necessary ta provide the roaming service within the
visited network is performed enly by the visited network
and the roaming user.

The mativation Tor this two-phase model is to have the home
network involved in the authentication process only once,
during the roaming-service-setup phase. In this phasc, a sccret
key is established between the visited network and the roaming
user with the help of the home network. This secret key is used
Iater in the roaming-service-provision phase to authenticate
the roaming user and the visited network to each other without
any comribution from the home netrwork. Thus, as long as
the roaming user stays in the region of the visited network,
authentication can be performed without contacting the home
network of the roaming user (unlike, for instance, in the
(38M system, where the visited network often has to obtain
challenge-respense pairs from the home network in order to
authenticate the roaming user [3]).

The following authentication protocol is used in the roaming-
service-setup phase:
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D U — V. Reguest;

23V — I rody;

3 I — Vi K F(rndy), rody;

4V — I Ky F{rady), Koy F(Kpup (Ko ) s

5y H = Vi K F{K i F(Kawn));

6) Tf — U: ?‘nd"i! I(tml‘u I(ﬂ,hF(Ift.m])l"‘(-z(nllth));

N U =V K Flrnds);

8) V —=U KauthF(I(authF(rndij;
where U/, V, and H denote the roaming user, the visited nelwork,
and the home network, respectively; rndy, rnds, and rands are
random numbers; Ky, is a long-term secret key shared by 1V and
I; K.y, Is along-term secret key shared by U and H; K., and
Kautn are keys generated by V'3 K F(x) denotes « encrypted
withthe key K; and A — B. M means that 4 sends the message
M to B.

The protocol is described in more detail below as follows.

1) The roaming user {7 sends a service request to the visited
nelwork V.

2) ¥V sends the random number raiedy (o the home network &
of the roaming user. This is a challenge for authenticating
I

3y I responds to V's challenge with the random number
rndy encrypted with the key Ko [ie., Ko F(rndi}l,
and sends another random number #nds to V. This is a
challenge for authenticating V.

4) V verifies if it has received back its random number rnd,
encrypted with the key IC,;. If so, then ¥ believes that it
talks with FZ, since the key K, is known only to 7 and
V, and thus, V believes that 77 sent message 3 (at least the
first, encrypted part of it). V' generates the user authen-
tication key F oy and the temporary cipher key Kipp.
Then, 1V responds to H's challenge with Ky, F'(rnda ),
and sends Kop, F{ Ko, F( K)o H.

5} H verifies if it has received back its random number +7ds
encrypted with the key K, If so, then H believes that
it talks with V. H decrypts Kop I Kpnp F'( Kamn)) with
I, and re-encrypts the result K\, 5K .en) with the
key Kun. H sends Foup, F{K qup F (K oun)) to V.

6) V forwards Ko, F{ K m, F{Kauwa)) to U along with the
key Ky and the random number rndy, which is a chal-
lenge for authenticating U.

7Y U uses the key I, that she shares with H, and the kcy
Kinp that she has just received 1o obtain the authentica-
tion key Kaun. Then, U responds to V''s challenge with
I(autllF(Tndli)'

tWe changed the original notatien for keys in [7] in order to make undoer-
standing of (he protocol and the atiacks presented later easicr, Qur notation is
consistent with the notation used in the majority of cryptographic literatare.
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8) V wverilies if it has received back its random number
rads encrypted with the fresh authentication key Kauon.
If so, then V' believes that it talks with U. V' sends
Koath " (Koun F{rnds)) to U, U verifies if she has
received back Ko (rnds) encrypted with Ko yen. If
so, then U7 believes that she talks with V.

The following goal of the protocol is threefold.

» To authenticate the visited network ¥V and the home net-
work H to each other.

To establish K, ¢ a5 & shared secret between the roaming
user {J and the visited netwosk V. Then, K, .i» can be used
for authenticating &7 and ¥ to each other in later steps of
the protacel and in the roaming-service-provision phase
without contacting H, as long as I/ stays in the region of

V. We note, that according to [7], even the home network

should not know K1, This is the reason why K, uen is
encrypted with the temporary cipherkey Ky, in message
4, .

+ To authenticate the roaming user U and the visited net-
work V to each other,

Unfortunately, the protocol has serious flaws that permit var-
ious attacks. In this letter, we present three attacks against the
protocel and we propose corrections to prevent them. The first
attack enables a legitimate, but malicious user to obtain the au-
thentication key ., established belween the roaming user
and the visited network, In this way, the intruder can imper-
sonate the roaming user or the visited network. The second at-
tack allows the intruder to feed the roaming user with a compro-
mised, old, anthentication key and, thus, to masquerade as the
visited network. In the third attack, we show that the home net-
work can easily obtain the authentication key K1, which was
intended by the protocol design to be kept confidential between
the roaming user and the visited network, and to be hidden [rom
the home network.

II. ATTACKS

A. Attack 1

In this attack, the intruder I obtains the authentication key
Hautn, of the roaming user &/ and the visited network V. We
assuine that 7 is a legitimate but malicious user from the
same home network H as the roaming user 7, and that [
eavesdropped and recorded the protocol run, in which K,y
has been established. Thus, T knows Koy F{K 1y, F{ K auen))
and K m;,. The attack scenario is as follows:

1y U — Vi Request;

)V — H:rady

3 H - Vi Ky ldt(rady ), rids;

HV - H K‘uh (Tﬁd‘z)sf{vhr(f(tmp (}{nulh));

)] H-=V: Kuhr(Kl.mpP(I(ﬂ.uth))

6) V— U rnds, I(tmp:I{MFLF(I(UHDF(Ka.uth));

U = Vi K d(rnds);

V-1 I(ﬂuthF(KmthF('rndli))

a) I — Vi Reguest’;
b} V — I radi:
c) H — Vi KopFlrnd)), radl;
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8) V — I{H): Ky &' (rnedl), Kop F{E FIK 000 s
) I(V) = Il Ky d'(rndh), Kon F(Konp F (K ) )
By H — Vi K M Konp F{ICGun))s
g) V — Livndy, Kiypy Kin F (Koo F{Kaoti ) )i
where ¥ — T(H). M meuns that the message M that was sent
by V to H is intercepted by 7, and thus, it is not delivered to
I [{V)y — H. M means that J sends the message M to H
ctaiming that it is originated from V.

Letus assume that T7, V', and H succcssfully run the protocol.
In step 4) and in step 6), T eavesdrops Kop F(Komp 'K uun,})
and K,p,,, respectively. Then, [ stazts the protocol with V',
Since I is a legitimate user, she can start the protocol with V.
I lets the protocol run until step 4). In step 4), I ecxchanges
the second part of the message Ky, (KL, (K u0,)) to
Kt:h1'1(1(1.1111:}?(1(111&}1))- H dCCI‘yPTS I(UJLF(I{tmp]"(Kautll))
and re-encrypts the result Ko, 17K aen) with Ky, which is
the long-term key shared by T and /. When 7 receives message
6 fram V, she obtains K, ,¢p, since she knows both K, and
Kimyp. Later, £ can use Koyn to impersonate U or V' in the
roaming-scrvice-provision phase,

Obvicusly, attack 1 is a coordinated activity of several physi-
cally dispersed malicious enlities that we consider jointly to be
the intruder. Two of these entities eavesdrop the communication
between I7 and V, and belween V' and IT, respectively. Athird
one starts the profacol with ¥, and a fourth one modifies mes-
sage 4 in transit between V' and H. We assume that the intruder
entiries communicate with each ather (possibly in a proprietary
way), The attack requires that the intruder can associate mes-
sages, which are observed on different interfaces, 1o each other.
In particular, 7 has 1o eavesdrop message 4 ol the original pro-
tocol run on the V-H interface and message 6 from the same
protocol run on the V- interface. Similavly,  has to catch and
modify message 4 on the V-H interface, which belongs to the
protocol run initiated by 7 on the I-V interface. Considering
that message 4 has to contain information about the initiator of
the protocol? (otherwise I7 would not know which key to use to
encrypl message 5), the problem of associating the right mes-
sages to each other does not seem to be too difficult.

Furthermore, the attack does not require the medification
of messages on the air interface (hetween U and V'), which
would be quite difficult to do. Whereas, eavesdropping of
messages sent over a wireless connection is considered to
be vather simple, because of the broadcast nature of wireless
communication, Eavesdropping and modifying messages that
ure sent between the visited network and the home network
is technically possible, since these networks are usually con-
nected via a fixed network. Thercfore, we believe that altack
| is feasible.

However, the fixed network is usually assumed to be physi-
cally protected, and thus, the communication between the vis-

Aited network and the home network is considered to be secure, IT

we accepl this assumption, then neither eavesdropping nor mod-
ification of messages is possible between V and H, and attack
1 no longer works. But we note, that a small modification of the
protocol would also prevent attack 1, and we would not need
the assumption of the securily of the fixed netwark. We would

2This information is not shown explicitly in the protocol description.
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prefer to make the protocol itself more robust than to 1'ely an
strong assumptions,

Correction: Attack 1 is possible, because message 4 is not
explicit enough: it docs not contain any information abont the
intended recipient of (the authentication key K auen. This weak-
ness allows the intruder to replace a part of message 4 with the
corresponding part [rom another protocol run. Thus, following
[1, Principle 3], which says that it is prudent to mention a partic-
ipant’s name explicitly in the message if the identity of that par-
ticipant is essential to the meaning of the message, we propose fo
include the-identifier of the roaming user explicitly in message
4. For similar reasons, we also suggest to include the identilicr of
the visited network in message 5. Although these modifications
would be enough to prevent attack 1, in order to make the pro-
tocol even more robust, we propose to encrypl the first and the
second part of message 4 together, Binding the random number
ridy to the rest of the message prevents the replay of message
4 or any parts of it. Furthermore, replacing parts of this message
is no longer possible. Therefore, our correction is the lollowing:

4V —~ H: Ko, Flrnda, U, Koap P (Koutn))
5) H — V I(“hF(V 1r(tm.p ( n.ut.h))
6) V= i“”}’h Ktmp Kl (V I(tmp ({(auih))

Although it is not mentioned explicitly in [7], the original pro-
tocol is probably intended to be implemented with a block ci-
pher vsed in electronic code book (ECB) mode. Our modifica-
tions clearly rule out such a mode of encryption, becavse they re-
quire the engryption of several concatenated parts, which prob-
ably exceed the block size of the cipher, The usual solution in
this case is to use a block cipher in cipher-block chaining (CBC)
mode. This, however, involves use of an initial parameter (initial
veetar or 1V) that has to be known by the patties in order (o be
able to communicate properly. Since this initial parameter need
not be secret, it can be sent along with (he encrypted messags.?
The integrity of TV is protected by the mechanism described in
the next paragraph,

Since much of the data that is being cncrypted is random, an
additional mechanism is needed to proiect the integrity of mes-
sages (i.e., to be able to detect modifications and replacements
of blocks in the cipher-block chain as well as of IV). For this
reason, we suggest that first a cryptographic hash value is com-
puted from the data to be sent using a hash function such as, for
instance, MD?3 [6], and then the data is encrypted together with
the hash value using a block cipher such as, for instance, DES
[4] in CBC mode.*

Althongh our modifications require some additional mech-
anisms, none of these are considerably complex or time con-
suming operations. We believe that these modifications would
result in more gain (robustness and resistance against attacks)
ihan loss {(complexity and performance).

3For the sake of simplicity, we do not make this explicit in the protocol de-
scription.
+For simplicity, we do not make this explicit either.
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B. Atrack 2

This attack, which enables an intruder 7 to impersonate the
visited network ¥ to the roaming user U, exploits the fact that
U does not receive any fresh. message in the protocol. Aftack
2 is directly related to [1, Principle 9], which says that 4 key
may have been nsed recently, vet be quite old and possibly com-
promised, and is essentially the same as the attack against the
Needham—Schroeder protocol [S] described in [2]. In attack 2,
we assume that K7, is a compromised, old, authentication
key and that the intender T recorded the protocol run that ¢s-
tablished & ,,.. Thus, I possesses the old authentication key
K} i the corresponding temporary cipher key K[, and the
ciphered message Koy P'(K,  FOK 000

The attack scenario is as follows:

1) I — I(V): Request,

6} I(If) = U 1"nd'].: I(t.mpl 'tth? (({:mp
7) U— I(V) mlthF(rndd)

8) I(V) — U I{:uthF(K'mtll (T“d3))

( '\uth))

When [V starts a new instance of the protocol with the Re-
quest message, I plays back message & from the old protocol
{7 thinks that the authentication kcy is K., 5o she sends
K2 o F(rndy) to V. This message is intercepted by I. I gen-
erates the last message K7, ., F'(K7, ., F(rnds)) and sends it to
{7, In this way,  can impersonate the visited network V.

Tn attack 2, the intruder has 1o be able, with regard to the
netwark technology, to play the role of the visited network and
to make the roaming user send messages to her instead of the
visited network. Although, this requirement seems to be strong,
satis[ying it is not impossible, There are commercially available
devices called “EMSI catchers,” the functionality of which is
very similar to that needed by the intruder in attack 2. From the
side of the mobile phone, an “IMSI catcher” behaves as a base
station of the maobile network. A mobile phone, which is closer
to an “IMSI catcher” than to a base station, can be coerced by
the “IMSI catcher™ to establish a connection with it rather than
with the base station. The mobile phone does not even know that
it tallks with an “IMSI catcher,” insiead of a base stalion. The
“IMSI catcher™ can relay communication between the mobile
phone and the base siation and stays unnoticed. We believe that
such a device would enable attack 2,

Correction: To prevent attack 2, the roaming user should re-
ceive something fresh in message 6, A possible solution is that
the roaming user generates a random number at the beginning
of the protocol and sends this number to the visited network to-
gether with the service request. The visited network forwards
this random number io the home network, which can include it

in message 5. The moditied messages are as follows:6

1) 7 — V: Request, rndy

ST anay change the randemn number v nedy 10 rady.
%The messages melude the modifications proposed earlier to prevent attack 1.
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4 V. = II: Ko F{rnds, U, KempF(Kawen ), rndo)
5) -V K‘u.hF(Vs {{tmpF(Kauth)s Tﬂdu)
6) V= 1'“0’:3; I{tmp} 1(1111,}"“/: Ktmp '{r‘(l{auth): Tndu)

C. Attack 3

In this attack, we show that the heme network H can easily
obtain the authentication key Ky,q1, which is infended to be a
shared secret between the roaming user I/ and the visited net-
wark V. The attack requires a collaborator of the home network,
which eavesdrops the communication between the roaming user
and the visited network, Let us assume that U started the pro-
tacol. In step 4), H stores Koyp F(Kanen). In step 6), the col-
laberator of H eavesdrops K\, and sends it to H. H decrypts
the previously stored message K, 87( K uen) and obtains the
key Kauth-

In attack 3, a participant of the protocol, the home netwotk,
instead of an intruder, mounts the attack. The described behavior
of the home network seems to be unusual, and we hasten to note
that we would not consider this to be an attack if the authors in
[7] had not considered that “it is possible that the entities con-
cerned take illegal action in reaming-service provision, There-
fore, it is desirable not to leak the anthentication keys needed
for their authentication to the other networks.” It is clear that
this desire is not satisfied by the protocol,

We cannot suggest a correction to prevent this attack because
we believe that it cannot be prevented in the given situation,
whete the sole pre-established secure channel between the vis-
ited network and the roaming user goes through the home net-
work. Thercfore, we advise not to use this protocol if the home
network cannot be trusted (i.e., if it is possible that the home
network tries to acquire the key K, and 1o misuse it).

On the other hand, it should be noted that if we assume that
the home network is trusted, then there is no particular reason
anymore to hide K, from it, In that case, we can go without
the temporary key Ky, and ebtain a simplified protocol as fol-
lows that uses less encryption and decryption operations:

1y U — V: Request, rndy,

2y V — H: rody;

3) H = Vi Ko Flrndy), ruds;

4) V — H: Kv;,}“(?”ndg, U, Kﬁum; T‘?‘Ldu);
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5) H - VK gwF(V, Ko rrdg)s

6) V — U:rnds, Kun F(V, Ky, Tdp);
N = Vi Kynd(rnda);

8) V = 1 Ky F{ K aots Frnds)).

I, CoNCLUSION

In this letter, we presented three attacks on the authentication
protocel that has been proposed for the so-called global mo-
bility network in [7]. We showed that the attacks are feasible,
and that careful design would have prevented them. We used
thé basic principles for the design of cryptographic protocols
described in [1] to carrect the protocol and to make it resistant
against two of the attacks presented. In particular, we directly
used Principle 3, which says that it is prudent to mention the par-
ticipant’s name explicitly in the message if the identity of that
participant is essential to the meaning of the message, and Prin-
ciple 9, which says that 4 key may have been used recently, yet
be quite old and possibly compromised. We hope that the attacks
presented in this letter remind designers of these principles, and
we advise adherence to them. The third attack allowed us 1o dis-
cover the need for an assumption, which has to be made in order
for the protocol to be correct. Moreover, making this assump-
tion allowed us to simplify the protocol, We emphasize that all
the assumptions, which the correciness of the protecol depends
on, should be stated explicitly and cleatly, so that someone re-
viewing the design can see whether they are acceptable or not.
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