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1 Introduction

Sensor networks are distributed systems, consisting of hundreds @atidsiof tiny, low-cost, low-
power sensor nodes and one or few powerful base stations. Typisafigors measure some physical
phenomena and send their measurements to the base station using wirelessications. The base
station performs data processing functions and provides gatewayeseteiother networks (e.g., the
Internet). Sensor nodes are able to transmit messages only within a@hantnication range, therefore,
itis envisioned that the sensors form a multi-hop network in which the notesfd messages on behalf
of other nodes towards the base station and back to the nodes from éhstétésn. In order to reduce
the total number of messages sent by the sensors, in-network pracessnbe employed, whereby
some sensor nodes perform data aggregation functions. Aggregas oollect data from surrounding
sensors, process the collected data locally, and transmit only a singtegatggl message towards the
base station.

As sensor networks may perform very important tasks (e.g., in homelandtyeor military appli-
cations), it is reasonable to assume that these networks will face attagksiais type. Even if we
assume that the adversary is not powerful or that the nodes are tagsjstamt, the adversary can still
performinput based attacksneaning that it can directly manipulate the physical environment monitored
by some of the sensors, and in this way, it can distort their measurementiseaadtput of the aggre-
gation mechanism at the base station. This can be achieved by an attaaltering the environmental
parameters around some sensors and corrupt their readings. Thf eeck cannot be detected, nor
prevented, by cryptographic means. In addition, this type of attack isvaiagasy to carry out: Firstly,
an attacker can easily approach a sensor node, as sensor netvedskscally assumed to operate in an
unattended manner. Secondly, corrupting the measurement of a neadny sloes not require sophis-
ticated mechanisms, but in most of the cases, everyday tools can be fesdidedy (e.g., a lighter, a
pocket lamp, or a glass of water can be used to corrupt temperature alightbumidity measurements,
respectively). Unfortunately, many useful aggregation functionsansitive to even a single compro-
mised sensor reading, meaning that their output can be arbitrarily modifiagdsgpriately modifying
a single sensor reading. Depending on the nature of the application, thisavayatal consequences.

There is already a well-studied part of statistics that deals with observdtiandeviate from the
pattern set by the majority of the data; this field is calledust statistics However, robust statistical
tools may be inappropriate for sensor network applications. Generdilystand resistant methods can
only detect certain configurations of deviating observations, and the abildgtect such observations
rapidly decreases as the sample size increases [Oli05]. In our scemamdtacker is able to produce
any kind of deviations (i.e., outliers) according to its will, thus, methods thabake able to detect
certain configuration may not be satisfactory. Moreover, most romgtesistant methods have high
computational complexity, which makes them unsuitable for low-power, ladvsensor nodes. Finally,
resistant estimators may outperform classical estimators when deviating &exreepresent but they are
far worse if no outliers are present [Oli05]. These problems motivatedessarch aiming at developing
novel solutions for sensor networks that are able to cope with a determaitzeter.

In the corresponding literature, the methods that aim at alleviating the praibliequt based attacks
in the context of sensor networks are called resilient data aggregatiemss (see e.g., [Wag04]). In
order to circumvent the disadvantages of robust statistics, in Thesesrapase to apply two-phase
solutions for resilient data aggregation that, in the first phase, analyzarge and search for an attack
using statistical hypothesis testing, and then, if no attack was detectedimpehfe aggregation in the
usual way in the second phase. Otherwise, if an attack is detected, #w@al gfperation is performed in
order to mitigate the effect of the attack on the aggregation result.

Then, in Theses 2, | propose a sample filtering approach, called RANBAResilient aggregation
that relies on the RANSAC (RANdom SAmple Consensus) paradigm. TheSA&Nparadigm gives us
a hint on how to instantiate a model if there are a lot of compromised data elefmbatsiost interesting




property of the paradigm is that it suggests to use as few elements fortiagteyithe model as possible,
on the contrary to classical statistical methods that usually suggest to msmg®lements as possible.

Beside resilient data aggregation in sensor networks, in Theses 3,Witleghe problem of aggre-
gator node election in sensor networks. The typical topology for a sembaork is a tree, where the
base station is the root, and the non-leaf nodes are called aggregagsr Aschggregator nodes perform
more task than usual nodes (i.e., they also have to collect and aggregate engents), these nodes use
more resources than the regular sensor nodes. For this reason,sirébteto change the aggregators
from time to time, and thereby, to better balance the load on the sensor nodes.

In Theses 3, | propose an aggregator node election protocol folesérsensor networks, called
PANEL, which uses the geographical position information of the nodes terrdme which of them
should be the aggregators. PANEL ensures load balancing in the saensadh node is elected ag-
gregator nearly equally frequently. Moreover, an important desigrriorit®f PANEL was to perform
aggregator node election in a non-manipulable way, i.e., to ensure thabhtime nodes can become
aggregator more frequently than the others. Otherwise, an attackerfooeddts compromised node to
become aggregator all the time, and thus, it might manipulate the aggregated|tatéed from a larger
set of common sensors continuously. Beside this non-manipulability profR&tyEL also achieves
a high level of security in the sense that it can defend against variowksag@ming at distorting the
aggregation result, or ruining the aggregator node election procesdeatenp

2 Research Objective

The goal of resilient data aggregation is to alleviate the problem of inpedbatsacks (or alternatively
calledenvironment altering attacks More specifically, resilient data aggregation schemes try to mini-
mize the effect of an environment altering attacker at the output of thegagon function. My goal is
to understand the design principles of resilient data aggregation schemadsased on this understand-
ing, to develop novel resilient data aggregation algorithms that can be éplgnsor networks and
that, at the same time, outperform resilient aggregation algorithms propo$adsterms the distortion
an attacker is able to cause.

Aggregator nodes aim at collecting the measurement data from other aodieerform some kind
of aggregation in order to reduce the amount of the information that hasseribéo the base station. As
aggregator nodes perform more task than usual nodes, these mede®ie resources than the regular
sensor nodes. My objective in this topic is to overcome the problem of thiglamted energy con-
sumption. My aim is to propose a hew aggregator node election protocdlathabalances the energy
consumption of the network and outperforms existing aggregator nod@alecotocols in this sense.

3 Methodology

My results related to resilient data aggregation in sensor networks relifyhea probability theory and
on statistics. | always consider the readings of the sensors as rardiables, whether independent or
correlated. This abstraction makes possible to me to use the notation andwiedgeof statistics. My
results are primarily analytical, but in some cases, the complexity of the pratderanded the usage of
simulation tools and empirical analysis. In the latter cases and in the case oficalmealyses, | use
the Maple, Mathematica and Matlab programs.

My results and inferences related to aggregator node election in segtemrks are based on ex-
tensive simulations. | always assume some typical network topologies dodped simulations to see
how the proposed protocols behave in terms of energy consumption atelritig capabilities. The per-
formed simulations are usually comparative, i.e., | compare the proposewsdtuanother well-known
algorithm. For these simulations, | used the Matlab, TOSSIM, and PowedMD@8grams.




4 New Results

4.1 The Sample Halving Approach to Resilient Data Aggregatio

A potential problem in sensor network application scenarios is that sexetings can be compromised
before they reach the base station or the aggregator node. This camdned by an attacker for example
by altering the environmental parameters around some sensors andriups tteeir readings. This type
of attack cannot be detected, nor prevented, by cryptographic means.

THESES 1: | propose a two-sample homogeneity test, called the sample halving abpfoa mitigat-
ing the environment altering attack. | present two usage mechanisms @fetheral approach; one for
independent, and one for correlated sensor readings. [J1] [C1]][[P2]

The sample halving approach performs consistency checking of the shynpldving the sample and
comparing the two halves in a statistical fashion (in other words, it perfotatistecal data splitting).
Below, | present two slightly different usage mechanisms of this geneeal idFirst, | consider the
case when the received sample consists of independent elements, mnidaihigly the sample halving
approach to samples with correlated elements. In both cases, | sepackdattation from aggregation.
The halving of the sample and the cross-checking is performed in the atéettidn phase, and the
aggregation (i.e., the calculation of the desired statistical functions) isrpeztbafter the attack detection
phase has indicated that the sample is intact.

THESIS 1.1: | propose a new model of resilient data aggregation in sensor netveassming indepen-

dent sensor readings. In this model, the aggregator analyzes thiveecgensor readings and tries to
detect unexpected deviations before the aggregation function is callecbbjdntive of the attacker in

this model is to corrupt sensor readings in such a way that the distortitimeadutput of the aggregator
is maximized, and at the same time, the attack remains undetected. [C4]

My model of data aggregation with attack detection in the independent casestsaiied in Figure 1.

| assume that there aresensors, which perform some measurement and send their readingage a b
station. The base station aggregates the received data; the objective afdhegation is to estimate
the value of an unknown parametér | represent the reading of thith sensor by a random variable
X, whose distribution is a function @f. For instancef) may be the average temperature, aagds
distribution may be\N (6, 1), the Gauss distribution with meahand variance 1. | assume that

(i =1,2,...,n) are identically distributed and independeit.= (X1, X, ..., X,,) is the vector that
contains the readings of all sensors.

bey

X = (X, 0 X0 A - o
Pr{X; <a} = Fg(a) i i

Figure 1: Model of data aggregation with attack detection

The adversary is allowed to modify the sensor readings before theylamdtted to the aggregation
function. This is modelled by a functias, which inputs the original sensor readingsand outputs the
modified vectorX’.




Formally, the operation o$' is described as follows:

. [ R(X)=6 ifDX)=0
S(X)_{L if D(X')=1

where_L is a special symbol that means that an attack was detected.
| assume that the adversary wants to maximize the distodtimithe aggregation function, which |
define as follows:

(1)

d=E[|0—O]] =E[|0 - R(A(X))|] (@)

In addition, | assume that the adversary wants to remain hidden, or maisglyethe adversary wants
to keep the probability of successful detection of an attack under a galeap*:

P{D(X') = 1} = P{D(A(X)) = 1} < p* 3)

| assume that the adversary knows the detection algorithfimcluding the a priori knowledge used
in the algorithm) and the aggregation functi@n | further characterize the adversary by the number
t < n of sensors that it has compromised. This meansXhand X" differ in ¢ positions.

The novelty of my model compared to [Wag04] is that | apply an attack detestiggnand, if there
is no attack, | can use even aggregators that are considered to lesilient against an attacker that can
modify the measured parameters of the environment.

THESIS 1.2: | propose a two-sample attack detection algorithm based on sample hahdhgtshthe
model described in Thesis 1.1 in case of a specific attacker. This s@etfiker can modify the readings
of a subset of the sensors selected before the attack, and the modifuatisiats in adding a positive
constant value to the reading of each selected sensor. [C4]

| consider an adversary who can observe and modify the readinggof sensors (selected before the
attack). The adversary attacks by adding a constant value0 to the reading of each selected sensor.
| assume that the sensor readings(l < ¢ < n) are independent and identically distributed. | assume
that nothing is known about this distribution except for the fact that its naeids 1.

The attack detector uses the following algorithm. It first compites- X{ + ...+ XT’L/2 andZzs; =
sz/2+1 + ...+ X, where, for simplicity, | assume thatis even, and then it computég = Z; — Z».
It is known from the central limit theorem that if there was no attack, thenidtallition of W would
be approximatelyV' (0, v/n), the Gauss distribution with mean 0 and standard deviationTherefore,
it is suspicious iffI¥| is not close to 0. The attack detection algorithm uses a threghold 0 in the
natural way:

o 1 i W > hy
bx) = { 0  otherwise @)

The value of,, is determined by a parameteof the detection algorithm that represents the probability
of false detection in the case when there is no attafikh{ypothesis):

P{W| > hq | Hy} =2~ 2- ®(ha/V) = a (5)

The relationship of., and« is illustrated in Figure 2. As a matter of fact, this algorithm is highly related
to the two-sample U-test, however, while this latter test requires normality, ta®fdiee sample halving
approach can be considered as a more general one as it can be tppliggparameterized distribution
(e.g., to asymmetric distributions as well).




pdf of N(0, n'/?)

0.05|- a2 =1-o(h, / n*2)

I
—hﬂ 0 ha

Figure 2: The value ok,, is determined by the probability of false detection in the case when there is
no attack, which corresponds to the tails of the distribufiofd, \/n)

THESIS 1.3: | derive analytically the attack detection probability of the algorithm proposeiha-
sis 1.2 in case of a specific attacker presented in Thesis 1.2. [C4]

The expected valuE[W] of W is a multiple ofm, and it lies in the interva|—tm, tm]. Indeed, if
t1 denotes the number of compromised readings in the firstXiglf . . ,X;/2 of the readings, anth
denotes the number of compromised readings in the secomXQ;gjrl, ..., X, of the readings, where
t1 +to = t, then

EW] = E[X{+...+ X, —E[X} 50+ + X
= (g.9+t1.m)_(g.9+t2.m)
= (i—t2)-m (6)
Therefore, we can write the following for the probability of detection in theecahen there is an attack:

P{D(X')=1|Hi} = ) P{{W|> ha | E[W] = m} - P{E[W] = fm} (7)
l=—t

Using some combinatorics, one can evaluate Equation (7) for given \@#ltlesparameters. Figure 3
illustrates the result of this calculation far = 100 anda ~ 0.05 (which givesh, = 20). The left
subfigure corresponds to odd valueg ofvhile the right subfigure corresponds to even valueis @the
different curves belong to different valuestof

It is easy to see that if the adversary wants to keep the attack detecticabpitylkbelow a given
thresholdp*, then the distortion that it can achieve is severely limited. For instange=f0.3, then the
distortion cannot be larger than 0.5 even if 9 out of 100 sensors arerooriged. For the same value of
p*, the maximum achievable distortion reduces to about 0.1 if only 1 compromisedrsgs used in the
attack. Interestingly enough, the upper bound on the achievable distdd@snot depend on the value
of 4 (i.e., the parameter to be estimated), which means that the relative distdfti@an be very small
for large values o#.

In the following, | present my work related to samples that are not indegpenblut correlated. Cor-
relation among the sample elements is a naturally existing phenomena when dogsigeasurement
data, and thus, it should be considered when dealing with sample probdycahsor networks. For
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Figure 3: The attack detection probability as a function of the distortion aethiby the adversary for
n = 100 anda ~ 0.05 (which givesh, = 20).

my investigations, | use a straightforward sensor network data model whatbie to keep track with
correlation, namely, it deals with the pairwise correlation coefficient amamgdmple elements during
the calculations.

THESIS 1.4: | propose the Attack Detection Algorithm in conjunction with the Enhanced DgdmeA
gation Algorithm for resilient data aggregation that exploit linear correlationcag the sample ele-
ments. [J1] [C1] [P2]

The algorithm that is designed to detect the attack is Algorithm 1.

Algorithm 1 Det(z1, z2) Attack Detection Algorithm
1: Randomly select one element from the sam{ple, z2} and let the selected element be denoted by
z’, the remaining one by”
2: Calculate the(1 — «)% confidence interval for:” conditioned onz’ according to the p.d.f.
P (1)
. if 2" is inside this confidence interviien
D = 0 (* no attack detected *)
else
D =1 (* attack detected *)
:end if

NoaRw

This straightforward approach already exploits correlation by usingaghditonal probability den-
sity functions (p.d.f'S)px,|x,(-|-) andpx,x, (:|-), which are assumed to be knownX;(denotes the
ith uncompromised sample element.) | note, however, that the knowleggg &f,(-|-) andpx,|x, (-|-)
does not imply the a priori knowledge of the p.d.f. of the measurement datdigtual sensors. For
example, a given conditional p.difx, | x, (-|-) gives a different joint p.d.f. for different distributions of
X5, which then results in different marginal distributions f6y. Consequently, | do not assume any a
priori knowledge about the expected value of the measurement data.

The output of Algorithm 1 can be applied in selecting the adequate way ofadgt@gation. My
approach is formalized in the Enhanced Data Aggregation Algorithm (Algorith where outpuy is
the aggregate of the input, while the output denotegdy. is the minimum distortion output when we
do not use oultlier filtering.y..+- iS usually calculated as an extrapolation based on the output of the
previous uncompromised outputs.

The output of the Enhanced Data Aggregation Algorithm is interpreted agtiregate value of the




Algorithm 2 Enhanced Data Aggregation Algorithm
1: Take both of the readings and apply the Attack Detection Algorithen(z1, z2)
if Det(z1,z2) indicates an attacthen
OUtpUt =Yextr
else
Output =y
end if

current round. Using the Attack Detection Algorithm and the EnhancedAmgeegation Algorithm one
can notably reduce the distortion of the aggregate compared to the casagdregation is performed
without prior analysis.

One can use the above algorithms for arbitrarily sized samples by halvingrtiy@esinto two par-
titions and compressing the partitions into one element each. A small modificatieedead in Algo-
rithm 1, namely, one has to use the conditional p.d.f’s of the averagedtiomed on each other, as
instead ofp x| x,(-|-) andpx,|x, (), we neeciux@(-y) andpy2|yl(-|-) in Algorithm 1 to evaluate
the corresponding confidence interval.

THESIS 1.5: | derive analytically the false negative error probability of the Attack Detectilgothm
assuming an attacker that can modify sample elements by adding an ofteeiipwhere the offset
values are independent and identically distributed according to the nodisgibution with arbitrary
parameters. Moreover, using the false negative error probability, Ivéeanalytically the distortion
caused by the attacker at the output of the Enhanced Data Aggregationthlg. [J1] [C1] [P2]

The false negative error probabiliycan be defined based on the particular probabilities as

t
ZP Blt=J) (8)

J=0

where
Plti=j) = () ©)

is the hypergeometric distribution with parameters, and3. The7t=7) particular error probabilities
are defined as
Bltt2) — (ﬁ 1 4+ 5(2)) (10)
2
where the(t1, t2) superscript means that the first half of the sample containempromised elements,
while the second half containg compromised elements £ ¢, + t5). 3(1:*2) is the average of two par-
ticular error probabilities corresponding to the cases of the differentitton choice (see Algorithm 1).
These particular error probabilities can be defined as

1) b2(Th,1)
so / / D%, %, (s 0)uch (11)
b1(Zh,1)
@) b2(Tn,2)
50— / / P%, , x, , (s v)dudy (12)
b1(Th,2)

where subscript denotes that some elements may be compromised.




The distortion at the output of the Enhanced Data Aggregation Algorithnbeaxpressed as
dYA=1)=E[Y -Y|A=1] =
=E[y -Y|? ]A—lD—l] (1— ) [|Y Y|A=1,D=0]-p

1
= Enfextr Y|2 n7( (13)

\/

whereA = 1 means that there is an attack. Assuming gt — Y|2 is close to zero, | can charac-
terize the distortion as

dY|A=1)= %(;ﬂ 15?5 (14)

THESIS 1.6: | compare the distortion achieved by the Attack Detection Algorithm propgoSduesis 1.4

to the Maximum Likelihood Decision in the case when the sample consists @rtsar seadings and the
distribution of the readings is the standard normal distribution. My resultsistihat the difference be-
tween the distortions achieved by the two algorithms decreases as thiatiorref the sensor readings
increases. When the correlation is close to 1, the two algorithms achievetinecsame distortion. [J1]

The Maximum Likelihood Decision is not applicable in my data and attacker moitlebu further as-
sumptions, however, its importance in decision theory lead me to compare isreffico the efficiency
of Algorithm 1 in a significantly restricted model. The restriction is the followingissume that the
attacker’s distribution is priori known. | emphasize that this assumption is required for the Maximum
Likelihood Decision to be able to operate, and it should not be confusedtidtiassumption about
the normality made only in order to perform the analysis of my approach; thekAiatection Algo-
rithm does not need to know the attacker’s distribution while the Maximum LiketiHdecision needs.
For sake of simplicity, | assume that the attacker’s distribution is the Gaussiaibation with known
expected value and variance.

To be able to observe the effect of the Maximum Likelihood Decision on thertdan, | have put
it in the Enhanced Data Aggregation Algorithm in placel®ft(-, ). Figure 4 shows the results of the
comparison of the Attack Detection Algorithm and the Maximum Likelihood Decisiaer a Gaussian
data model, both as a building block in the Enhanced Data Aggregation Algorithencdrresponding
values for the calculations afe= 0, 0 = 1, 6 = 1, andd,,,, is defined as:

dimp = d(Y|A=1,D = 0) — d(Y]A = 1)

S +5%) = [V = VP - (1= 9) + 3 (7% + 5%)5]
= (i +6%) - (1-0) (15)

As one can see in Figure 4, the improvement in the distortion implied by the MaxinketiHood Deci-
sion is higher than for the Attack Detection Algorithm in case of low correlatiomever, the difference
becomes very small if the correlation is higher. This difference is baseldeofact that the Maximum
Likelihood Decision takes advantage of the knowledge of the distributioreddttiacker’s offset. There-
fore, in this comparison, where this distribution is assumed to be known to tkerMm Likelihood
Decision algorithm, this latter can perform better than the Attack Detection Algaoribhowever, if the
correlation is higher, the Attack Detection Algorithm performs as well as Maxirhikelihood Deci-
sion, even without relying on this extended knowledge.
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Figure 4: Comparison of Maximum Likelihood Decision and the Attack Detectilgorthm

THESIS 1.7: The Attack Detection Algorithm relies on the knowledge of the conditionalgods, x,
andpx, x, Where X; and X are representing the sensor readings of a two-element sample. llmode
and analyze the imprecise knowledge of these conditional p.d.f's arai ttat it does not result in a
significantly different distortion compared to the case when the knowledugrfisct assuming that the
imprecision is moderate. [J1]

Let us assume that the Attack Detection Algorithm knows gnly|x, (7|y) = px,|x,(zly) + A(z]y)
and similarly forpy,x, (-|-), where [*°_|A(z|y)|dz < ¢ for any giveny. Moreover, sincex, |y, (-|-)
andpx, |x,(:|) are both probability density functiong,”_ A(z|y)dz = 0 for anyy. The imprecise

knowledge implies a wider confidence interval in Algorithm 1 with upper ancércmoundsf)l(-) and
ba ().

As [*_ A(z|y)dz = 0, A has positive and negative domains as well. Moreover, the integral of the
positive domains is equal to the integral of the absolute value of the negiatimains. The worst case
happens (i.elh;(-)—b;(-)| is the largest) when the positive domains are smallerkhaior greater than
ba(+), while all the negative domains are betwdef) andbs(-). Equally weakening both sides of the
confidence interval means putting the same "weight” belp() and abové,(-). Instead of equations

b1(z) o
Pxa|x, (u2)du = b} (16)
&0 Q
/ Pxo|x, (u2)du = ) (17)
ba(z
b1 (z2) a
/ Px1|Xo (u|zg)du = 9 (18)
o° Q
| ptuleade = § 19)
ba(z2
this would imply
bi(2) a 6
/ Pxa|x, (u]2)du = 371 (20)
o a 6
/132(2) Pxo|x, (u]2)du = 771 (21)
bi(w2) a 9§
/ Px;|x, (ulz2)du = 371 (22)
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Figure 5: The effects of the imprecise knowledge of the p.d.f's on the tmtor

ee a 0
| pxmtuledn =5 - (23)
b

2(z2)

wherea is the false positive probability. Using these formulas one can calculate theardidence
interval bounds; (-) andbs(-), and with those one is able to evaluate the effect of the imprecise knowl-
edge of the conditional p.d.f's on the distortion. (I note, however, thaiakons (20)-(23) implicitly
upper bound by 2«.) Figure 5 shows the results of this evaluationdet 0.1 andn = 2. As expected,

the imprecise knowledge of the conditional p.d.f’s usually implies weaker afleiglction capabilities,
however, these calculations belong to the worst case (i.e., for a specda#iirected)). The interesting
news of the figure is that shifting the bounds of the confidence intenesd dot necessarily results in a
higher distortion for correlated measurements.

THESIS 1.8: The Attack Detection Algorithm relies on the fact that the correlation coeffiaigmong
the sample elements is constant. | analyze formally the case of distaneedeep correlation assuming
the Power Exponential correlation model [BOS01] and | show that itsdo@t result in a significantly
different distortion compared to the case when the correlation coeffigerdnstant and its value is
0.95. [J1]

Until now, | have assumed that the correlation coefficiehtis the same value for all pairs of readings.
In reality, every pair of readings has a specific correlation value whigfends on the distance of the
nodes that produced the readings, and on some physical propettiesofvironment in which the nodes
are deployed. The most widely used correlation model in the literature dialsgtatistics is the Power
Exponential model [GGG07, WT93] with several applications [Stu01, 6/AMA04, AVAO4, Rap01,
BKKO6], therefore | applied it as well.

The results of the analysis of the effect of non-constant correlatoweay interesting. The resulting
values for themprovement in the distortioare nearly the same as in the case of constant correlation
whenr = 0.95. The improvement in the distortion is defined in Equation (15) (see ThesisThble 1
shows a comparison of numerical values#fet 2.

This small difference between thg,,, values of the two cases clearly shows, on the one hand,
that one is able to model the pairwise correlation among the sample elements wigd adixelation
coefficient in the long run. This, on the other hand, reinforces my pusuiesults: even though | used
a simplified scheme in which | considered the correlation coefficient to betaein(with two describing
values of 0.95 and 0.5, and the value of O for the independent casegsmiysrare still highly relevant
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Table 1: Numerical values of the = 0.95 curve compared to thé;,,,,, values in case the correlation

coefficient is not constant
dimp forr = 0.95 ‘ dimp for Tij

0.0046 0.0048
0.0115 0.0122
0.0342 0.0345
0.0700 0.0716
0.1192 0.1199
0.1823 0.1852
0.2595 0.2741
0.3508 0.3587

when we consider the more realistic scenario of distance-dependesliation coefficients among the
sample elements.

THESIS 1.9: The attacker is modelled to add offsets to some of the sensor readings, teffsets
are independent and identically distributed random variables. | investiggteneans of simulations, the
case when the attacker is more sophisticated: he can arbitrarily modify theredéd sample elements.
I show that the results for distortion achieved by the sophisticated adweesarhighly related to the
analytical results in Thesis 1.5. [J1]

| assume that the attacker knows the Enhanced Data Aggregation Algorittiadiirg the Attack Detec-

tion Algorithm Det(-, -). Moreover, the attacker also knows the size of the sample that the base statio
gathers in a given query, he can observe some of the sample elements aad arbitrarily modify
these observed elements. However, the attacker is not assumed to krexat¢hevay of halving that is
applied to shrink the sample of sizdnto two elements.

This sophisticated attacker is able to choose the best attack in the long mnueséifteating the unob-
served (unknown) elements of the sample. This can be done as folloisstAthe attacker analyzes the
observed sample part and gives an estimation on the remaining elements (kerastable to do this
since he knows the size of the gathered sample). This estimation can belahdnfor the simulations
below | used the method to replace every unknown element with the avefrttge abserved elements.
Then, the attacker is able to investigate all the possible halvings and calcdadestbrtion for them
for each possible value of the offset parameter, which parameter is thdeontrol of the adversary.
| note that the attacker is not restricted to compromise all the observed reeesiis, but he is able to
choose the number of measurements to compromise in the fartpevheret is the number of observed
elements in this case. The attacker selects those measurements to comprommedifibation of which
leads to the highest distortion on average.

As the attacker does not know the sample halving procedure, the highstidn on average is
calculated by averaging the individual distortions over the differentitigév(all the halvings have equal
probability in Det(-, -), which is%) and taking the maximum of the resulting vector.

In the first three subfigures in Figure 6 (i.e., up to 30% compromised nades= 10), the highly
correlated measurements imply smaller distortion than the independent meassreffiee last two
subfigures, however, show that the effect of a powerful attagkes,can compromise the measurement
of a high number of nodes, is better eliminable when the sensor readingsiependent. All the same,
low correlations (liker = 0.5) usually weaken the capabilities of the proposed solution. In a realistic
attack scenario (i.e., where the attacker is only able to compromise the meastoéamsmall number
of sensor nodes) the distortion of the Enhanced Data Aggregation Algodéam grow up t@®.5¢ for
less correlated and independent samples, while it usually stays be&levior highly correlated samples
and fora = 0.1.
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Figure 6: Distortion caused by a sophisticated adversary for diffesdaés of the correlation coeff.

The results for the distortion caused by a sophisticated attacker can be smetras these are
highly related to the analytical results in Thesis 1.5 considering the form anpbttition of the related
curves, however, a sophisticated attacker can achieve a higher distbdiothe previously considered
simplified attacker.

4.2 RANBAR: RANSAC-based Resilient Aggregation in Sensor Btworks

In order to mitigate the environment altering attack, | present a novel resiiga aggregation technique
based on sample filtering. This technique is called RANBAR and it is basedtdRANSAC (RANdom
SAmple Consensus) paradigm [FB81], which is well-known e.g., in compugenv[LPT00]. The
RANSAC paradigm gives us a hint on how to instantiate a model if there ateoAdompromised data
elements. However, the paradigm does not specify an algorithm andsitugpeess for the number of
compromised elements, which is not known in general in real life environments

THESES 2: | present and investigate a novel resilient data aggregation technigsigmed for sensor
networks, called RANBAR, that it is based on the RANSAC paradigm[B]1[N1]

RANSAC defines a principle for filtering non-consistent data from a saropl@ other words, fitting a

model to experimental data. The principle of RANSAC is the opposite to thatrefentional smoothing
techniques: rather than using as much of the data as possible to obtain ansolititdn and then

attempting to eliminate the non-consistent data elements, RANSAC uses as fendatdlas feasible to
determine a possible model and then tries to enlarge the initial data set with #istenhdata.

THESIS 2.1: | present a new resilient data aggregation algorithm, called RANBAR,wioitows the
RANSAC paradigm and works under the assumption that the sensangeade independent and iden-
tically distributed. Moreover, | determine, by means of empirical analylsésbest trade-off values of the
parameters of RANBAR under the assumption that the sensor readimgsfrom a normal distribution
with unknown parameters. [B1] [C3] [N1]

The operation of the RANBAR algorithm is as follows (see Algorithm 3). Tasebstation receives the
sample compromised previously by the attacker. The sample is the input of tN8AR algorithm.
First, a setS of minimum size will be randomly chosen to establish a preliminary model. The size of
setS is s, and the modelM is the probability density functiop(x) of the Gaussian distribution with
empirical meard = 1%, S; and with empirical variancé® = 1377 (S, — 0)2. S; denotes the
ith element of sef.

The consistency check in line 4 is done by Algorithm 4.

The remaining sample elements after the operation of Algorithm 4 constitute thé,setlled also
the consensus set 6t If the size ofS* is smaller than a required sizehen the algorithm starts again
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Algorithm 3 RANBAR Pseudo-Algorithm
1: while No. of trials < Max trials do
2. Randomly select data elementsY)

. Instantiate the modéV/ based ort

3

4.  Select all data elements within some error tolerance ftér(s™)
5. if #(5*) > threshold then

6 Instantiate the model/* based orb™

return
7 endif
8: end while

9: ComputeM ™ on the largest™ or terminate in failure

Algorithm 4 RANBAR Consistency Check
1: repeat
2. (re)calculate the histogram of the elements
3: calculate the distance between the p.d.f. of mdde({denoted by(z)) and the histogram of the
sample (denoted by(x)), where the distance is defined by

@ = [ h(e)  plo)l i, wherelal. = { 7020

0 <0
4. drop one element from the bin of the histogram corresponding to the maxjh(um— p(x)|+
5. until d > ¢

from the first step, otherwisg* will be forwarded to the aggregator. There is an upper bound on the
maximum number of retrials denoted Iy If there were more iterations thgh the algorithm ends with
failure.

The RANBAR algorithm has four parameters that have not been defatedwo of these are defined
by empirical analysis, since the complicacy and the probabilistic nature olghdthm impeded the
formal analysis.

The sizes of the initial set is desired to be as small as possible according to the RAN&#&@igm.
For the RANBAR algorithm, we need to establish the theoretical histogram efug<gn distribution.
The Gaussian distribution has two parameters, the expected #/alod the standard deviation A
rough estimate for the expected value can be based on a single elemetitdreample. For an estimate
on the standard deviation we need at least two elements. This was the motigatios choice

s =2 (24)

The required size of the consensus set is the most important parameter of the algorithm. Hpoweve
the RANSAC paradigm does not give us any hint about the correatelobits value. Ifg is small, then
the algorithm has a higher probability to succeed, but the aggregate atdhvwelecontain a high level
of error caused by an attacker. dfis too big, the algorithm cannot work because of the high demand
on the number of elements in the final set. In general, we have no informditian the percentage of
compromised nodes, but we require the algorithm to work even in extreméaitia.e., when only
half of the network is uncompromised. That is why | have chosen

= — 25
¢ =3 (25)
wheren is the total number of sensor nodes in the network.
The value off is determined with empirical analysis. | have tested the algorithm with a cougle of
values and | have found that the choicefafoes not really affect the distortion of the final aggregate, but
there is a trade-off betweefiand the probability of finding a good consensus$etif f is small then
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there is a great risk that the algorithm will not find a suitable model, and bgasangf this probability
decreases, however, the running time increases. Based on empidbalisythe choice of

f =15 (26)

seems to be convenient.

The error tolerance is defined as the stopping criterion of the algorithm. WHdiecomes smaller
thane, the repetitive phase of the algorithm ends. Thusan be considered as an accuracy level re-
quirement. Ife is too big, the output of the algorithm can be far from the real expectea \aflthe
uncompromised sample. ¢fis too small, the algorithm may cannot shdge) to be enough close to
p(zx), thus it ends with failure. A suitable error tolerance leveln be obtained by testing this metric in
the unattacked case and for different proportions of compromisedsndéne test cases, | have tested
all the reasonablevalues for some typical attack strengths (denotea)ywand | have preferred those
values by which both the average and the variance of the distortion was gmvallue compatible with
all choices ofx is

e =03 (27)

THESIS 2.2: | show, by means of simulation, that the breakdown point of the algorithfhésis 2.1
is 0.5. Moreover, | also show that when the proportion of compromisada readings is close to the
breakdown point, the algorithm in Thesis 2.1 achieves a smaller distortiorttieemedian. All simula-
tions related to this thesis are performed under the assumption that therseadings are independent
and identically distributed, they come from a normal distribution, and the atacktrategy is to alter
the compromised readings to an arbitrary common value. [B1] [C3]][N1

In Figure 7, | have compared the resilient aggregation methods sugdmstWegner in [Wag04] (i.e.,
trimming and median) with RANBAR in case of the mentioned attacker. The horizptisacorresponds
to different attack strengths, the vertical axis corresponds to the distaftibie algorithms. The stipple
line shows how the 5% trimming method performs. The 5% trimming has a breakdaininob 0.05.
Of course, the trimming level can be lifted up to 50%, but with this the accurktyeanethod declines.
Thus, there is a need to precisely foretell the proportion of compromisetings the method has to
encounter, but in a real life situation this information is usually not available.

——RANBAR
== =median
== trimming

4.5

w
o

w
T

2.5F

distortion

Figure 7: Comparison of RANBAR, median and the trimming calculation

The results of the median calculations for different values afe represented with the dotted line.
The lesson of Figure 7 is that the median calculation and the RANBAR algoritbhaupe similarly
distorted estimates fat < % but for higherx values the results of the median calculation rapidly
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decline, while the results of RANBAR are still close to the real average obtiggnal sample. The
explanation for this is that using the median method, one compromised sample tetemeaiter the
result by changing it to its neighbor in the row of sorted elements. For mon@rnised elements the
result can be as many indices far from the real median as many comproraagidgs are presented
in the sample. Supposing a normally distributed sample by which the majority of efeareniocated
closely to the real median, the attacker has to compromise about one thirdsaitipde to reach a small
distortion, but after this, each compromised node can spoil the median sgtiificin contrast to this,
the result of RANBAR does not diverge notably from the real avesag® for high values of. Recall
that for example: = % does not mean that the attacker controls everythinjgcblhthe network (e.g., he
may cannot disrupt the communication protocols), but he is able to alter kuiegea)fé of the sensors.
(I note that Figure 7 does not show a breakdown of RANBAR, as thesponding curve simply ends
atx = 0.5. The reason for this is that the distortion of RANBAR remains bounded ustiktiter point,
but above this value the algorithm fails because of the high value of th@edcize of the consensus
set.)

As one can see, the distortion of RANBAR is always upper bounded fer 0.5, in other words,
the breakdown point of the RANBAR algorithm(s5 considering this specific attacker. In addition, the
distortion usually stays below, which means that the attacker has very limited influence even if he is
able to compromise about half of the network.

THESIS 2.3: | analytically derive the optimal attack against the algorithm in Thesis 2.1, e/bgti-
mality means that the attacker is able to arbitrarily distort the output of the dlgarin Thesis 2.1 with
the minimum number of compromised sample elements. Moreover, tieayderive the breakdown
point of the algorithm in Thesis 2.1 considering the optimal attack. The densof this thesis are
performed under the assumption that the sensor readings are indepieadd identically distributed,
and they come from a normal distribution.

First, | define some important notions:
Definition 1. Original distribution is the distribution of the unattacked sample.

Definition 2. Target distribution is the distribution that the attacker wants for RANBAR t@picas
modelM*.

Definition 3. Supporting element is an element (whether attacked or unattacked) thatctdsen into
setS*, fits a given distribution.

The optimal attacker attacks by inventing an appropriate target distributidrsedting the compro-
mised elements to values the choice of which ifitwould result in the parameters of the invented target
distribution during the instantiation of mod&!. Of course, the attacker cannot influence the choice of
S, but there is a definite probability of the event that appropriate elementg ¢hrtpet distribution are
chosen.

As the optimal attacker wants to attack the minimum number of elements, it has tonselsments
of the original sample as supporting elements of its target distribution in ordeatitsfy the criterion
regarding the minimum sample size after the consistency check, whighwieren is the size of the
original sample. Therefore, the attacker has to construct its target dtgiritso that it overlaps with the
original distribution, otherwise the original elements could not be fitted uth@éetarget distribution.

Lemma 1. If the attacker constructs its target distribution in a way that at least thretsdidins overlap
with the original distribution (considering the truncation at the confidencervati$, then the distortion
achievable by the attacker is upper bounded.

Lemma 2. If the attacker constructs its target distribution in a way that at most one biiits overlaps
with the original distribution (considering the truncation at the confidencervatg, then#(S*) > ¢
never holds ik < 0.25.
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Corollary 1. If the attacker wants to perform its optimal attack by compromising fewer than0.25
proportion of the original sample, then it has to construct its target distiduin a way that exactly two
of its bins overlap with the original distribution.

Lemma 3. The best choice of the attacker for the two bins overlapping with the origistitlition is
the two largest bins, i.e., the two bins closest to the expected value of thedatgiéution.

Definition 4. The a priori area,,;, in a bin is the frequency of elements in that bin before the operation
of Algorithm 4, while the a posteriori areg,; in a bin is the frequency of elements in that bin after the
operation of Algorithm 4.

One can calculate the maximum a priori area in the largest bins consideringralization step
in Algorithm 4 based on the equation

NTprior — CUt_NUM
o prior
mpost - (28)
rem

wherecut_num is the number of elements dropped from that bin, aawe is the total number of re-
maining elements. The result of this calculation is that,. < 0.42 for both of the largest bins. As the
attacker has to be able to compromise the elements that would not fit into the lagtethieiminimum
proportion of elements it has to compromisé is 2 - 0.42 = 0.16. However, withx = 0.16 the attacker
can already achieve an arbitrarily high distortion.

Theorem 1. The optimal attack against RANBAR requires- 0.16.

As one can see from Theorem 1, the breakdown point of RANBAR ie csin optimal attack is
0.16, and it depends on the area in the bins and on the error toletance

Theorem 2. The breakdown point of RANBAR considering the optimal attack is at %aslg -V,
whereV is the area of the largest bin.

Without substantial modification of the algorithm the breakdown point can dreased up to 0.5,
which is the theoretical maximum. The breakdown point can be lifted if oneedses the area of the
bins (i.e., applies more than 10 bins) or/and decreases the vatud\tifen decreasing only the area of
the bins, the breakdown point tends to 0.35, while with the decreassimiultaneously, the breakdown
point tends to 0.5 as

&E?S’ (% - g . V) —0.5 (29)

As a consequence, RANBAR can achieve a breakdown pointpéven when assuming the optimal
attack against it.

4.3 PANEL: Position-based Aggregator Node Election in Sensor&works

Beside resilient data aggregation in sensor networks, | also deal withrdb&em of aggregator node
election in sensor networks. As sensor nodes are often severelycesmnstrained, various techniques
have been proposed to ensure the efficient operation of sensorketme of these techniques is called
aggregationor in-network processingThe idea is that instead of forwarding (in case of synchronous
applications) or storing (in case of asynchronous applications) ragoseaadings, data can be first
processed, combined, and compressed by some distinguished sethesyraadlechggregators

While aggregation increases the overall efficiency of the sensor rlettheraggregator nodes them-
selves use more resources than the regular sensor nodes. For gbis, lieégs desirable to change the
aggregators from time to time, and thereby, to better balance the load on 8w sexes. For this
purpose, aggregator node election protocols can be used in the setsork that allow dynamic re-
assignment of the aggregator role.
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THESES 3: | present and analyze a new energy efficient position-based agjgregode election pro-
tocol developed for wireless sensor networks, called PANEL. [J2] [EZ]

The novelty of PANEL with respect to other aggregator node election gutstds that it supports asyn-
chronous sensor network applications where the sensor readinfgstcred by the base stations after
some delay. In particular, the motivation for the design of PANEL was toatippliable and persistent
data storage applications, such as TinyPEDS [GWMAO06]. PANEL erdaeal balancing, and it sup-
ports intra- and inter-cluster routing allowing sensor to aggregatoreggtpr to aggregator, base station
to aggregator, and aggregator to base station communications.

THESIS 3.1: | present a new position-based aggregator node election protocol dcBANEL. PANEL
ensures load balancing in the sense that each node is elected as aggnegarly equally frequently.
Moreover, PANEL also establishes multi-hop data forwarding routes foclirger member nodes to-
wards the aggregator node. [J2] [C2] [P1]

One of the main assumptions that PANEL relies on is that the sensor nod#atareand they are aware
of their geographical position. The base stations may not necessaritgtize but they can be mobile
and their presence can be sporadic. The sensor nodes are deppl@yédunded area, and this area
is partitioned into geographical clusters. The clustering is determinedeb#ferdeployment of the
network, and each sensor node is pre-loaded with the geographicahatfon of the cluster which it
belongs to. For simplicity, | assume that that the deployment area is a rect@ng e clusters are equal
sized squares. | aim at electing a single aggregator per cluster. | atisaintiee density of the network
is large enough so that the nodes within each cluster are connected welgarsthmaximum power for
transmission. Finally, | assume that time is divided into epochs, and the noEsgrehronized such
that each of them knows when a new epoch begins.

At the beginning of each epoch, a reference p(ﬁgﬂis computed in each clustgrby every node
in a completely distributed manner. In fact, the computation of the refererioe grepends only on
the epoch number, and it can be executed by every node independmhtiycally. Once the reference
point is computed, the nodes in the cluster elect the node that @dbest to the reference poias the
aggregator for the given epoch.

The aggregator node election procedure needs communications within gher.clPANEL takes
advantage of these communications and uses them to establish routing tabigsfduster routing. In
particular, at the end of the aggregator node election procedure,dies aso learn the next hop towards
the aggregator elected for the current epoch.

PANEL also includes a position-based routing protocol that is used inéhister communications.
The position-based routing protocol is used for routing messages fidistaat base station or from a
distant aggregator towards the reference point of a given clustare e message enters the cluster,
it is routed further towards the aggregator using the intra-cluster routistgqonl based on the routing
tables established during the aggregator node election procedure.

PANEL can also support reliable persistent data storage applicatiamasinyPEDS [GWMAO6].
Reliability can be achieved by replicating the data aggregated by the aggregdes at other aggre-
gator nodes (called backup cluster heads). The routing protocolsMiEPAan support this by routing
the messages containing the replicated data using PANEL's position-basedlirster routing protocol
towards the reference point of the selected backup cluster, and tlitehiag to the intra-cluster routing
protocol of PANEL to deliver the data to the aggregator of that cluster.

The computation of the reference point consists in calling a pseudofrafdwtion H that maps:
to a relative positioit} inside the cluster. Formallyi (¢) = @, where@ € (—Ad, d+ Ad) x (—Ad, d+
Ad), d is the size of the cluster, anl < 0.5 is a parameter which | will explain in Thesis 3.2. Once
the reference points are computed, the nodes start the aggregatalactiten procedure according to
Algorithm 5.
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Algorithm 5 The pseudo-code of the aggregator node election in PANEL

Input:
identifierid ;.;; and positionﬁself of the node executing the algorithm
parameter@self andd of the cluster of the node executing the algorithm
current reference poid_fself of the cluster and epoch numbsy,,,
running timeT,;.. of the algorithm

Output:
identifier id ., and positionP,,,, of the elected aggregator node

Set@'gaggr = stelf;
SetPaggr = Lself s
settimertg = Tyjec; ~ .
settimert; = f(D(Psey, Rserf));
while timert is still activedo
wait until timert; fires or an announcement is received;
casetimert; fired:
broadcasfannouncement | e,y | id iy | ﬁself} with max power;
casean announcemenmt = [announcement | e | id | P] is received:
if the pair(e, id) has been seen befateen dropm;
else ife # enow OF P ¢ square(Oye, d) then dropm;
else if D(P, Ryef) > D(Paggr, Rseiy) then dropm;
else
setid 4gqr = id,
setP,g, = P;
if timer¢; is still activethen cancel timetty;
re-broadcastn with max power;
end if
end while _
output id u4gr, Paggr

After some predefined timé,,.., the aggregator node election phase is closed, and each node con-
siders the recorded candidate aggregator as the aggregator forrtet epoch.

THESIS 3.2: During the operation of the protocol in Thesis 3.1, the nodes are elecigegator only
nearlyequally frequently. | propose an empirical solution to reduce this irregtylan aggregator node
election frequency. [J2] [C2]

| explain now why parameteh is needed in the reference point computation in Thesis 3.1, and how its
value can be determined. The probability that a given node becomegatgriean PANEL is determined
by the size of the Voronoi cell of the node, and the size of the area withichvthe reference point is
selected. For load balancing purposes, | would like that each nodenescaggregator with nearly the
same probability, thus, |1 would like that the Voronoi cells of the nodes hppeoaimately the same size.
Let us consider Figure 8(a) for illustration of the Voronoi cells of theawoh a cluster. We can
observe a "border effect” in this figure, namely, the size of the Voraets of the nodes close to the
edge of the cluster is larger than that of the nodes in the middle. The rebgos phenomenon in one
dimension can be most easily explained as follows. In one dimension, thedfaells are intervals
on the number line, the size of which is a function of the internode distanndghea size of the first
and last interval is also determined by the borders. However, the size ¥btbnoi cells of the nodes is
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Figure 8: Voronoi cell illustration and computation of the proper valué of

determinedhotby the uniformity of the deployment, but by the order statistics of the unifortriloligion.
One can effectively mitigate this border effect by adjusting the size of treewithin which the reference
point is selected, as with this, one can adjust the size of the Voronoi cdlte afodes on the edge of
the cluster. Parametex expresses the magnitude of this adjusting operation in percent of the brigina
cluster sizei. For example A = —0.1 means that on each side of the cluster the bounds are contracted
by 10%.

It is not easy to determine an appropriate value Aoanalytically due to the complexity of the
computation of the size of the Voronoi cells. Therefore, | propose taméte its value by simulations.
In Figure 8(b), on the axis, | have the ratio between the average sizef the bounded Voronoi cells
(i.e., the cells close to the center of the cluster) and the averag@sixethe unbounded Voronoi cells
(i.e., the cells on the edge of the cluster) as a function of paramdeterd the cluster size given by the
side length. The plane at= 1 corresponds to the optimum, where the average sizes of the cells of the
two types are equal. The intersection of this plane and the surface oblgisedulations is projected to
thez = 0 plane. This projected curve gives the optimal value of param®ter different cluster sizes
assuming that there are 10 nodes in the cluster. As one can see, the oplimeaisvusually between
-0.12 and -0.07.

THESIS 3.3: | investigate, by means of simulations, the energy efficiency of the prato€hesis 3.1
in comparison with HEED [YF04], a well-known aggregator node electiolut®n. | show that the
protocol in Thesis 3.1 is more energy efficient than HEED independédiithe mode density. [J2]

I consider 40 uniformly randomly placed nodes in a square shaped fiekistiog in 4 equal shaped
clusters, where the node density is controlled through the size of the fiejdsifulation scenarios
comprise not just cluster head (i.e., aggregator node) election, but dssagessending as well. Instead
of measuring just the energy spent for cluster head election, in Figaje I9%how the total average
energy consumed by PANEL and HEED. The horizontal axis correlsptmthe field size, while the
vertical axis corresponds to the average energy consumption. Thecaolie corresponds to PANEL,
while the dashed curve corresponds to HEED. The whiskers show #bec8Bfidence interval of the
corresponding values.

As one can see, PANEL consumes less energy in total than HEED, irslgnfrom the node
density. Moreover, the whiskers in Figure 9(a) show that the enermgguroption of PANEL can be
forecasted more precisely than the energy consumption of HEED, as $hed®afidence intervals of
the energy consumption of PANEL are more narrow than that of HEED. drbigerty is confirmed by
Figure 9(b), which shows that the standard deviation of the averaggyecensumption is much higher
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in case of HEED than in case of PANEL. (The whiskers in Figure 9(lnespond to the 95% confidence
interval of the standard deviation of the energy consumption.) | emphasiz¢éhhnumber of rounds

(i.e., the amount of data message sending) highly influences my results:utidsrare where PANEL

is more energy efficient than HEED, thus, increasing the number of sobegbnd the actual 5 would
result in even better performance of PANEL with respect to HEED.
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Figure 9: Total energy consumption comparison of PANEL and HEED

THESIS 3.4: | propose security extensions to the protocol in Thesis 3.1. Theseiexizhslp to prevent
or mitigate an attacker’s activity aiming at distorting the aggregate at the agagmr node or interfering
with the aggregator node election process. [J2] [C2]

There are several ways how an adversary can spoil the operatANEL. In the following, | detail
these attacks and propose countermeasures against them. | assuneeatiatkier is able to capture and
reverse-engineer one or more nodes, thus, the attacker is able td toetenodes and has knowledge
about all the information stored in these nodes (e.g., secret keys, rmemsurdata, etc.). | note that
the formal security analysis of my proposals below are beyond the séopg dissertation, as it would
require an appropriate formal model the development of which itself coallsubject of independent
research. However, following the common approach, the most commonsa#tackvesigated below.

Distorting the aggregate by environment altering or capturing: The most straightforward type of
attack aims at distorting the aggregate at the cluster head. To achieve ttiscker can either (i) modify
the environment of the attacked sensor node, or (ii) capture the sevd®mand alter the measured values
as desired.

CountermeasuresBoth of these attacks can be circumvented using a statistical sample filtering
approach at the cluster head (like e.g., RANBAR, see Theses 2). (thaiteryptography cannot help
here as these attacks cannot be detected with cryptographic tools.)

Distorting the aggregate by message altering: In order to achieve his goal (i.e., to distort the aggre-
gate), the adversary can also (iii) force the captured node to alter théaldtaf a forwarded message
that comes from another node, or (iv) send false measurement datanartiee of other nodes to the
cluster head.

Countermeasuresthe appropriate tool against these attacks is cryptographic integritycpost€in
case of (iii)), and authentication (in case of (iv)). For these, the noded for example a public-private
key pair and they have to sign their messages using the private key, ragrdmy have to attach their
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public key to the message after it was signed. (I note that assuming publakgography in sensor
networks is not far-fetched according to [PLP06].)

Interfering with the cluster head election process: The attacker can also interfere with the cluster
head election process by sending an advertisement message in the namd®flzat would not become
aggregator based on the position of the reference point.

Countermeasuresthe nodes that hear this fake advertisement message can check the gétiukity
signature on the advertisement message, and can drop messages wittsigualidres.

Manipulating the cluster head election process to become cluster hd: Another typical attack
against aggregator node election protocols is to manipulate the executiothim svay that the nodes
controlled by the adversary become aggregators more frequently thaeshibigld (see e.g., [SWAGO7]).
In this way, the adversary can collect information from the network eaasenodes send their sensor
readings to the aggregators. In PANEL, such an attack can be péedatisang fake information in the
announcement message in the aggregator node election phase by accapte that uses (i) its correct
identifier, but fake position information, or (ii) a fake identifier along withegsosition information.
Moreover, (iii) the adversary can deploy hew nodes at desired pasition

CountermeasuresPANEL can be easily extended with security measures to prevent even thes
misdeeds. First of all, the base station can use public-key cryptogragghgign the nodes’ identifier
with its private key, and load the corresponding public key on the sehsdose deployment. Using
this signed identifier, a node that receives an announcement messageeck whether it contains a
valid identifier or not using the public key of the base station, but no onepgéxbe base station is able
to generate new identifiers. According to this, the advertisement mesdamed be extended with the
signed identifier, and when a node receives an advertisement message

[announcement | epoch | id fake | 1dsigys | POSfake | - -

[announcement | epoch | idfake | idsigys | POS fake)sig | cert]

it can check whetheK £ (idsig,) = idsake, Where KL is the public key of the base station, and if
not, it can discard the message. This thwarts attacks (ii) and (iii). One canttaitack (i) by allowing
the nodes to keep in their routing tables the position information of the othesriomte which they
have already heard an announcement. This information can be kept outirgrtables even beyond the
duration of an epoch. Therefore, the nodes can detect if a captucedrapted node tries to report itself
at different positions in different epochs. If the above attack is dalgtite detector node can flood an
alarm message in the cluster including the cheating node’s identifier andotbfefqrthe cheating, i.e.,
the two advertisement messages with the same identifier and different positionation, both signed
by the cheating node.

THESIS 3.5: The protocol in Thesis 3.1 assumes for its correct operation that thesniade cluster
are connected. | propose extensions to the protocol in Thesis 3.1 en tor@tircumvent the evolving
problems in case the above assumption does not hold. [J2] [C2]

A crucial assumption of PANEL is that the nodes within a cluster form a aedesubnetwork. If this
assumption is not satisfied, and the subnetwork within a cluster is partitiorsdsdime nodes will not
hear the announcement of the node closest to the reference point,egndilihelect another node as
aggregator.

Solution 1: A possible solution is to extend the area in which an announcement is floegieddthe
borders of the corresponding cluster. For instance, the annountearealso be flooded in the neigh-
boring clusters. This would increase the probability that each node in thesponding cluster receives
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the announcement even if the subnetwork within that cluster is partitionedybe those partitions may
be connected through the neighboring clusters. The downside of thigampis the increased energy
consumption of the nodes.

Solution 2: A more energy efficient approach is the following. During the aggregaide election
phase, we do not extend the area in which an announcement is floodkdieatolerate that multiple
cluster heads are elected. After that, | propose to use the following ptotoc

AN; — BNy, : [backup | id; | cluster_id; | pos; | aggregate;]

AN; — BNy, : [backup | id; | cluster_id; | pos; | aggregate;]

BNy, : detects that #(backup messages) > 1 and calculates final_aggregate
BN — pos, : [correction | idy | final_aggregate]

BN}, — pos; : [correction | idy, | final_aggregate]

BN}, — BS : [notification_of _disconnectivity | idy, | cluster_id;]  (optional)

where AN, BN, andBS stand for the aggregator node, the backup node, and the base station, r
spectively, angos as the receiver means that the message has to be sent using positibnelisisg.
final_aggregate is the value that the aggregator nodes have to store finally.

Solution 3: This latter solution is efficient in terms of communication overhead, but sometimes it
is not applicable. For example, in case of the average, it works fine eaavirage of the averages
of two subsamples is equal to the average of the sample consisting in the tsaglbs (if the two
subsamples are of equal size). However, in case of the median, it doasrk. Therefore, for such
aggregation functions that need the whole sample to produce the coutpct,0 propose to use the
following method.

AN,; — BNy, : [backup | id; | cluster_id; | pos; | aggregate;]

AN, — BNy, : [backup | id; | cluster_id; | pos; | aggregate;]

BNy, : detects that #(backup messages) > 1 and chooses final aggregator

If node ¢ has been chosen as the final aggregator :

BNj, — pos; : [notification_of _disconnectivity | idj, | final_aggregator | id; | pos;]
BN}, — pos; : [notification_of disconnectivity | idy | not_final_aggregator | id; | pos;]
BN — BS : [notification_of _disconnectivity | idy, | cluster_id;]  (optional)

AN, — pos; : [correction | id; | measurements;]

AN; : receives measurements; and calculates final_aggregate

AN; — pos, : [correction | id; | final_aggregate]

Here,measurement; meansall the measurements of nogi¢hat it wants to aggregate.

With this technique, even the partitioned subnetworks will have a consisemtof their cluster,
independently from the applied aggregator function. Moreover, quevik receive correct answers
independently from the queried cluster head.
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5 Application of New Results

To prove the viability of the proposed solutions for resilient data aggregatid aggregator node elec-
tion in low-end sensor networks, | implemented the RANBAR and the PANELrigtgios in TinyOS 2
[Tin07], the most widely used operating system of sensor nodes. Botlesé implementations are part
of the final demos of the UbiSec&Sens EU FP6 STReP [EU 08a]. One op#uifie applications in the
project is vineyard monitoring. On the vineyards, the commonly used setmiitgjare meteorological
stations. Because of their relatively high price, usually only a limited numbetatibss is used in a
field. However, in this case, the measurements do not reflect the rediositiradifferent parts of the
plantation given the large variations in the microclimate on a sparse land&tapéess sensor networks
are an excellent technology which allows improving this situation. In the fiealalof UbiSec&Sens,
both RANBAR and PANEL are applied in this scenario consisting of 64 serstes in 4 clusters in the
Weingut Georg Naegele vineyard [Wei08] located in Neustadt, Germany.

The other specific application in UbiSec&Sens is roadside monitoring. The meénhere is to
equip roads with sensors that gather information about the weathe;,teaffi road conditions. This
information is then processed and used to dynamically define the speed limitpttheloroutes, or
detect abnormal situations (e.g., accidents, fog, snow) and so on. Tdrimation is then sent to the cars
that can be used to warn the drivers about an imminent danger or akdat#t speed limit. Moreover,
in case of an accident, forensics can enquire the sensor network t&rgaitedge of the condition
of the road at the moment of the accident. Since sensor readings canhibe dogelated in such a
small geographical area, aggregation and in-network processingeradvantageous to reduce network
traffic. Therefore, in the demo, both RANBAR and PANEL are applied inghenario as well with 20
nodes (and one additional node mounted to the car) in 4 clusters. Theopd&toonstration took place
on an airstrip near Heidelberg, Germany.

As it was highlighted by the demonstrations, the implementations of RANBAR ahdEPAalthough
not fully optimized, turned out to be fully applicable both on TelosB [CroO&ibdl MicaZ [Cro05a]
motes, and even the interworking of these two type of nodes is seamlessaffiad the source code
of RANBAR and PANEL under the web address in [EU 08a].

Beside the above examples, there is a high number of possible applicatieomensor networks.
In the following, | do not aim at covering all these areas, but | giveaatsiverview on the probably most
interesting fields where the algorithms that | developed can be applied.

A promising application area of sensor networks is Critical Infrastrud®uogection (CIP). CIP aims
at assuring the security of vulnerable and interconnected critical infcdisres, like the energy supply
system, the banking system, the emergency services, the transportatem,syseven the Internet. It
would be nice to have an autonomous, decentralized, resilient, and egdityaldle diagnostic system
for monitoring the operation of the critical infrastructures, and also feedimg and mitigating possible
attacks against them. Sensor networks can be applied here, especitdigtthigues proposed in Theses
1 and Theses 2 (i.e., CORA and RANBAR, respectively) are of partiéoiportance in such applica-
tions, as the reliability of diagnosis results is utmost required. Additionallys&$8 (i.e., PANEL) can
be applied in CIP as well for data collection by reason of its security extensié related research
project is WSAN4CIP EU FP7 STReP [EU 08b], in which PANEL will sergeaastarting point for the
development of secure aggregator node election protocols.

Wildlife monitoring is another primary application field of sensor networks.ebhbsg natural spaces
with numerous networked sensors can enable long-term data collecticeled and resolutions that are
difficult, if not impossible, to obtain otherwise. The ability of nodes to communioateonly allows
information and control to be communicated across the network of nodesptlas can cooperate in
performing more complex tasks, like statistical sampling, data aggregatiosystain health and status
monitoring. For this, however, one needs to apply both resilient aggragstiotions, and network
management protocols. My resilient aggregation solutions can be applieddceatisfy the former
need, while PANEL can be applied to satisfy the latter need. FurthermdPANISL achieves reliability
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by replicating the measurements on distant nodes, it is also applicable irehaiginments, like deserts
or rain forests.

Speaking more generally, the concept of sensor networks is encagdgasthe ubiquitous or perva-
sive computing paradigm. Ubiquitous computing means information processirtgghbeen thoroughly
integrated into everyday objects and activities. The best example foritdhigicomputing is perhaps
the smart home concept. In a smart home, the environmental controls (likeHesiing, airing, etc.)
can interact with personal biometric monitors woven in clothing so that illuminakieating and air
conditions in a room might be modulated according to the owner’s actuatsigdes. Another common
scenario consist in refrigerators aware of their contents, able to bathaplariety of menus from the
food actually on hand, and warn users of stale or spoiled food. Ubicquitomputing requires infor-
mation collection solutions in order to efficiently measure the parameters ugoh thle decisions are
based (e.g., biometric parameters, or just the number of milk bottles, etc.).yasulutions, PANEL
can be applied here (see Theses 3), as it is able to collect the measurefitbetsensors and create
reports.

Vehicular ad hoc networks (VANETS) are another motivation applicatiea af CORA and RAN-
BAR. VANET is a form of mobile ad hoc network, which provides communicaiamong nearby
vehicles, and between vehicles and nearby fixed equipment, calleddeadgsipment. The main goal
of VANET is providing safety and comfort for passengers. Each Velgquipped with communication
device will be a node in the ad hoc network and can receive and relayagessef other nodes through
the wireless network. For example, an application of VANET is that vehielesend warning messages
at road crossings that they approach it, and thus, the drivers of ttamimg vehicles would know in
advance that special attention has to be paid in the crossing. This and sipplEatons will surely
decrease the number of traffic accidents. As there are many cars aathetre amount of information
that vehicles receive can be large, therefore, some kind of aggnegatieeded is VANETS. However,
an attacker can cause serious accidents by inserting wrong status itidormegoorts or falsified mea-
surements. My resilient aggregation techniques are perhaps able tats®lgeoblem of such attacks
by mitigating the compromised pieces of information. In other words, CORA aadBAR may be
applicable in VANETS as well.

However, | note that the resilient aggregation solutions presented in ngytadissn are not applicable
in event-driven sensor networks. Therefore, detection-type apiplsa(like e.g., forest fire detection,
intrusion detection) are opposed to apply the presented mechanisms,eaappbsations focus on the
presence of extreme values, and the proposed resilient aggregatibamiszes would simply filter them
out.
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