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1 Introduction

Routing is a fundamental networking function in multi-hop wireless networks. An adver-
sary can easily paralyse the operation of a whole network by attacking the routing protocol.
Moreover, attacks against the routing protocol usually do not require a lot of resources, the
manipulation of a few routing messages or injecting fabricated messages are sufficient to sub-
vert the normal operation of the network. In this dissertation, I focus on the security of
the route or topology discovery phase of routing protocols proposed for multi-hop wireless
networks.

Most routing protocols proposed for wireless ad hoc and sensor networks are either insecure
or they are designed to be secure but their security has been analyzed by only informal reason-
ing. However, informal reasoning is prone to errors due to the subtle nature of attacks against
multi-hop wireless routing protocols. While secure messaging and key-exchange protocols are
classical and well-studied problems in traditional networks [Bellare et al., 1998] [Pfitzman and
Waidner, 2001a], the literature of the formal modelling of secure multihop wireless routing is
surprisingly poor. Although some prior works [Yang and Baras, 2003] [Papadimitratos and
Haas, 2002] have used formal techniques to model the security of multi-hop routing protocols,
these ones were proposed for ad hoc network routing primarily. Moreover, these techniques
are either applicable to the security analysis of specific routing protocols [Papadimitratos and
Haas, 2002] exclusively, or their definition of secure routing is so strong [Yang and Baras,
2003] that it is unclear if there exists a protocol at all that would satisfy it. Even more, tools
that would allow the security analysis of routing protocols are also missing.

2 Research objectives

My objective is to identify the design principles of secure routing protocols in multi-hop wireless
networks by analysing their security in a systematic and rigorous way.

In particular, my goals are

1. to develop a general formal framework in which precise definitions of secure routing
can be given, and routing protocols proposed for multi-hop wireless networks can be
rigorously analyzed. General in this context means that the model considers the variety
of routing protocols [J4] [J5] in multi-hop wireless networks.

2. to demonstrate the usefulness of the framework on real examples by showing how existing
secure routing protocols in wireless ad-hoc and sensor networks can be analyzed in this
model. I also develop new secure routing protocols and prove that they are secure in
this model.

3 Methodology

In a general sense, I use an analytic technique to analyse the security of routing protocols.
More particularly, I apply a technique that is similar to the simulation paradigm (see Parts
V and VI of [Mao, 2004]). Note that this simulation paradigm is not related to traditional
network simulations, it is rather about a computational model which has been used successfully
so far to prove the security of various cryptographic protocols. My model is similar to this
simulation paradigm, where security is defined in terms of indistinguishability between an
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ideal-world model of the system (where certain attacks are not possible by definition) and the
real-world model of the system (where the adversary is not constrained, except that it must run
in polynomial time). However, there are important differences between the classical simulation
approach and my work. Instead of the real-world model, the dynamic model describes the
real operation of the protocol participants in my model, and I use the so-called security
objective function to specify how a protocol that is under investigation should operate ideally.
Particularly, at the end of each simulation run, the security objective function is applied to
the routing state of all honest nodes to decide whether the protocol works according to the
specified security objective. The protocol is secure if this security objective function results
in a “non-acceptable” value only with a negligible probability, where the definition of what is
acceptable or not is protocol dependant. This function may be different for different types of
routing protocols, but the general approach of comparing the output of this function in the
dynamic model to a pre-defined “acceptable” value remains the same.

I also develop an adversary model that is different from the standard Dolev-Yao model
[Dolev and Yao, 1981], where the adversary can control all communications in the system. In
wireless ad hoc and sensor networks, the adversary uses wireless devices to attack the systems,
and it is more reasonable to assume that the adversary can interfere with communications only
within its power range. In addition, in some situations it can also manipulate the communi-
cation of directly connected honest nodes, which, in turn, does not hold for wired networks.
Therefore, I must also model the broadcast nature of radio communications.

4 New Results

Thesis 1 [C2] [J3] [J1] [J2] [J4] [J5] I propose a new and general mathematical framework
that consists of a model and a proof technique, which allows us to define the notion of routing
security precisely, to model a given routing protocol, and to prove that a routing protocol
satisfies the definition of security in this model.

Security flaws in ad hoc and sensor network routing protocols can be very subtle. Conse-
quently, making claims about the security of a routing protocol based on informal arguments,
like in [Karlof and Wagner, 2003] or [Hu et al., 2002], is dangerous. Although some attempts
[Yang and Baras, 2003; Marshall, 2003; Papadimitratos and Haas, 2002] are made to use
formal methods for the verification of wireless network routing protocols, they either use in-
appropriate assumptions to prove routing security, or they are not general enough to model
the security of different routing protocols. In particular, these techniques are either appli-
cable to the security analysis of specific routing protocols [Papadimitratos and Haas, 2002;
Marshall, 2003] exclusively, or their definition of secure routing is so strong [Yang and Baras,
2003] that it is unclear if there exists a protocol at all that would satisfy it.

It is important to emphasize that the proposed framework is best suited for proving that a
protocol is secure (if it really is), but it is not directly usable to discover attacks against routing
protocols that are flawed. Note, however, that such attacks may be discovered indirectly by
attempting to prove that the protocol is secure and examining where the proof fails. To
the best of my knowledge, no similar general security framework existed before for routing
protocols.
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The high level overview of my framework is as follows. In my approach, a model is
constructed for the protocol under investigation that is called the dynamic model. This model
describes the operation of the protocol with all its details in a particular computational model.
The dynamic model also contains an adversary that is an arbitrary process (i.e., it may not
follow the protocol rules faithfully), and it is only constrained to run in polynomial time.
This allows us to consider any feasible attacks which makes the model general. Instead of
constructing an ideal-world model according to the standard simulation paradigm like in
[Bellare et al., 1998; Pfitzman and Waidner, 2001a; Shoup, 1999; Pfitzman and Waidner,
2001b; Backes and Pfitzmann, 2004], I use a security objective function to represent the
security objective of the protocol under investigation (I note that a similar approach is used in
[Backes and Pfitzmann, 2004], where the integrity property was defined in terms of a security
objective of the Needham-Schroeder-Lowe Public-Key Protocol). In particular, this function is
applied to the ensemble of the routing entries of honest nodes and decides whether the entries
satisfy a certain security objective or not. The security objective also has to incorporate the
tolerable imperfections of the system. Recall that the tolerable imperfections of the model are
those attacks that are unavoidable, or it is too costly to defend against, and hence, we rather
tolerate them. The protocol is said to be secure if the protocol executed in the dynamic model
violates the security objective only with a negligible probability.

In more details, my framework consists of the following parts: adversary model, network
model, security objective function, dynamic model, definition of security, and a proof tech-
nique.

Adversary model: In my model, the adversary intends to thwart the primary objectives
of routing protocols [J4] [J5]. Generally, the primary goals of the adversary can be degrading
the packet delivery ratio, increasing its control over traffic, increasing network delay, and
shortening network lifetime depending on the routing objectives.

In the models proposed so far, the adversary has full control over the communications of
the honest protocol participants. This means that it can read, modify, or delete any of the
messages sent between any protocol participants, and it can also inject forged messages to
any protocol participant. This may be an appropriate model in Internet-like networks, where
having access to some special network elements, such as routers, allows the adversary to have
this level of control. On the other hand, in wireless ad hoc and sensor networks, an adversary
can have a similar level of control over the communications only if it is physically present
everywhere. Although this can also hold for wireless ad hoc and even more for wireless sensor
networks, this is considered to be very costly, and hence, unrealistic in many applications.
Therefore, I assume that the adversary has communication capabilities comparable to those
of an average node in ad hoc networks, or, in wireless sensor networks, the adversary may
additionally have a more resourced laptop-class device. All of these adversarial nodes may
be able to communicate via in-band (e.g., tunneling) or out-of-band channels (e.g., other
frequency channel or direct wired connection to implement wormholes).

In general, when capturing honest sensor nodes, the adversary may be able to compro-
mise their cryptographic secrets (assuming that such secrets are used in the system). This
inherently allows some attacks which are either very costly to defend against or they are not
directly against the routing layer. These are the side-channel attacks (including tunneling)
[Burmester and de Medeiros, 2007], different DoS attacks, rushing attacks [Hu, 2003], Sybil
attacks [Douceur, 2002], and node replication attacks [Bryan et al., 2005]. These attacks are
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excluded from my model.
The adversary is active in the sense that besides eavesdropping messages it can fabricate

and insert new messages in transit, and in addition, it can modify, delete, re-order and de-
lay existing messages that traverse it without following the routing protocol rules faithfully.
Note that, in contrast to traditional wired networks, the adversary is able to manipulate the
communication of two directly connected honest nodes.

In the dissertation, I do not deal with all known attacks [B1] against multi-hop wireless
routing. Particularly, I focus on the basic message manipulation attacks that aim to corrupt the
routing entries of honest nodes where a routing entry is a representation of a route towards
a particular destination node. This representation can be the list of identifiers of nodes
constituting the route like in DSR, or the identifier of the next-hop along which there should
be a route to the destination with a certain cost. The goal of the adversary is to cause
honest nodes to store such routing entries that are not consistent with the underlying network
topology, where the definition of consistency is protocol dependant, and such routing entries
are called as incorrect routing entries.

Although the set of considered attacks is only a small subset of all known attack methods,
even some of the existing “secure” routing protocols are vulnerable to these attacks where the
adversary uses only simple message manipulation techniques exclusively.

Network model: I assume that each honest device has exactly one transceiver in the net-
work. If the adversary uses several transceivers I represent each of them by a distinct node.
The network nodes are considered to be static, and I assume that there is a single base station
in sensor networks.

The honest nodes in the network are denoted by v0, . . . , vk, where v0 denotes the base
station in case of sensor networks, and adversarial nodes are denoted by vk+1, . . . , vk+m. The
set of all nodes in the network is denoted by V , and the set of adversarial nodes is denoted
by V ∗, where |V | = n = m + k + 1, and |V ∗| = m.

In order to model the connectivity between the nodes, I introduce a matrix E, called
reachability matrix, with size n × n. Here, Ei,j (0 ≤ i, j ≤ n− 1) represents the output power
level which can be used by vi and needed for vi to communicate with vj (i.e., if node vi uses
power level Ei,j to broadcast a message, then vj also receives the message). In case vj cannot
receive any messages from vi (e.g., there are obstacles between them, or the needed output
power level is too high for vi), Ei,j = ∞

I assume that each honest node can use a single globally unique identifier in the network,
and these identifiers are authenticated in some way (e.g., by cryptographic means). I denote
the set of these identifiers by L, and there is a function L : V → 2L∪{undef} that assigns a
set of identifiers to each node, where undef /∈ L is assigned to those nodes which have no
identifiers in the network. According to my adversary model, I assume that the adversary has
(authenticated) identifier(s) in the network, denoted by L∗ that can be used by all adversarial
nodes (i.e., L(vk+j) = L∗ for all 1 ≤ j ≤ m). Moreover, for every honest node vi (1 ≤ i ≤ k),
L(vi) is a singleton, and L(vi) /∈ L∗.

Finally, a cost function C : V → R assigns a routing cost value to each node in the network
(e.g., the minimal processing delay, or constant 1 to each node in order to represent hop-count,
etc.) that could influence the routing decisions.

Configuration: A configuration of a network is a quintuple conf = (V, V ∗,L,E, C).

4



I make the assumption that the configuration is static (at least during the time interval
that is considered in the analysis).

Security objective function: The state of the system is represented by the ensemble of
the routing entries of all honest nodes in the network. The reason that I consider the result
of the protocol with respect to the honest nodes exclusively is that the adversarial nodes
may not follow the protocol rules faithfully. As the specification of routing entries depends
on the routing protocol that is under investigation, the definition of system state is also
protocol dependant. The security objective function F : G × S → {0, 1} a binary function,
where S denotes the set of all system states of all configurations, and G denotes the set of
all configurations. Let F return 0 for all pairs of system states and configurations that are
incorrect, otherwise it returns 1 (or vice-versa). This function intends to distinguish “attacked”
(incorrect) states from “non-attacked” (correct) states.

Dynamic model: The dynamic model that corresponds to a configuration conf = (V, V ∗,L,E , C)
and adversary A is denoted by sysconf ,A. I model the operation of the protocol participants
by interactive and probabilistic Turing machines. The computation of the model ends, when
all machines that represent the honest nodes reach their final states, or there is a time-out.

The output of sysconf ,A is the value of the security objective function F applied to the
resulted system state and configuration conf . The system state is represented by the ensemble
of the routing entries of honest machines. I denote the output by OutFconf ,A(r), where r is the

random input of the dynamic model. In addition, OutFconf ,A will denote the random variable

describing OutFconf ,A(r) when r is chosen uniformly at random.
I denote the security parameter of the model by κ (e.g., κ is the key length of the cryp-

tographic primitive employed in the routing protocol, such as MAC, digital signature etc.).
Based on the model described above, I define routing security as follows:

Definition 1 A routing protocol is secure with respect to security objective function F , if for
any configuration conf and any adversary A, the probability that OutFconf ,A equals to zero is a

negligible function of κ.1

Proof technique: In particular, by proving the security of a protocol, we must show that
those system states which violate our security objective (i.e., there is a configuration conf

such that applying function F to those system states with conf results in 0) occur only with
a negligible probability. However, even the number of all configurations for a given number
of nodes is an exponential function of the number of all nodes. Thus, proving the security
of a protocol by searching for all pairs of system states and configurations and test whether
F returns 0 with these pairs seems to be a hard problem at first sight. However, all such
pairs can be reduced to a few cases for all protocols which are analysed in my work. Then, we
must prove that each of these cases occurs only with a negligible probability which concludes
that the protocol satisfies Definition 1. In order to do this, we show that these cases can only
occur in the model, if the adversary successfully breaks at least one cryptographic primitive
(like the applied MAC, digital signature, or encryption scheme) used by the routing protocol.

1a function µ(x) : N → R is negligible, if for every positive integer c and all sufficiently large x’s (i.e., there
exists an Nc > 0 for all x > Nc), µ(x) ≤ x−c
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However, assuming that the applied primitives are secure, the probability of this event is a
negligible function of the length of the security parameter (i.e., κ in my model).

In practice, failure of a proof usually indicates a problem with the protocol, and often, one
can construct an attack by looking at where the proof failed.

Thesis 2 [C2] I adapt the general security framework proposed in Thesis 1 to the TinyOS bea-
coning protocol used in wireless sensor networks, and I prove that the authenticated TinyOS
beaconing protocol, proposed in [Perrig et al., 2002], is insecure with respect to a security objec-
tive function which requires that if an honest node sets another node as a next-hop towards the
base station, then they must be neighbors, or each of them must have an adversarial neighbor.

Originally, the authors of TinyOS [Hill et al., 2000] proposed a very simple routing protocol,
called TinyOS beaconing. In this protocol, each node is addressed by a globally unique
identifier, and the base station periodically initiates a route discovery by flooding the network
with a beacon message in order to build a routing tree. A lightweight cryptographic extension
is employed in [Perrig et al., 2002] in order to authenticate the beacon by the base station
in TinyOS beaconing. This authenticated variant of TinyOS routing uses µTesla scheme to
provide integrity for the beacon; each key is disclosed by the next beacon in the subsequent
beaconing interval. In order to be compliant with my model, I present a variant of this
protocol which provides the “same” security as the authenticated routing protocol in [Perrig
et al., 2002]. Consequently, the presented attack against this new protocol also works against
the protocol in [Perrig et al., 2002].

The operation and messages of this authenticated TinyOS beaconing are exemplified in
Table 1. The base station B is assumed to have a public-private key pair for signature
generation, and all sensor nodes have the corresponding public key. Initially, B creates a
beacon, that contains a constant message identifier BEACON, a randomly generated number
rnd, the identifier of the base station idB , and a digital signature sigB generated on the
previous elements except idB . Then, the base station floods the network by broadcasting this
beacon. Each sensor node X receiving this message checks whether it has already received
a beacon with the same rnd in conjunction with a correct signature before. If it is true, the
node discards the message, otherwise it checks whether sigB is correct. If so, then X sets idB

as its parent, and re-broadcasts the beacon by changing the sender identifier idB to its own
identifier idX . Otherwise, X discards the message. Every sensor node receiving the beacon
performs the same steps what X has done before.

In the data forwarding process, every sensor node receiving a data packet forwards that
towards the base station by sending the packet to its parent.

B → ∗ : (BEACON, rnd, idB , sigB)
X → ∗ : (BEACON, rnd, idX , sigB)

Table 1: The operation and messages of authenticated TinyOS beaconing.

As the adversary can exchange messages between adversarial nodes through in-band (e.g.,
tunnelling) or out-of-band channels (e.g., wormholes) which is very costly to defend against,
a pair of honest can be “neighbors”, if both of them have an adversarial neighbor.
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Definition 2 (Pseudo neighbors) Two honest nodes vi, vj ∈ V \ V ∗ (i 6= j) are pseudo
neighbors, if and only if there exist x, y (k + 1 ≤ x, y ≤ k + m) such that Ei,x = 1 and
Ej,y = 1, and vx, vy ∈ V ∗.

Two nodes are pseudo neighbors, only if each of them has an adversarial neighbor. In
the sequel, we distinguish pseudo neighbors from direct neighbors; two honest nodes vi, vj are
direct neighbors, if Ei,j = 1. However, note that being direct neighbors and pseudo neighbors
are not exclusive.

I recall that the state of the system is the ensemble of the routing entries of all honest
nodes. This system state with a given configuration conf is represented by a matrix T conf

with size (k + 1)× (k + 2) in case of authenticated TinyOS beaconing, and I refer to this as a
routing topology with configuration conf in the sequel. For all 0 ≤ i ≤ k,

• and 0 ≤ j ≤ k, T
conf
i,j = 1, if honest node vi sends every message to an honest node vj

in order to deliver the message to the destination node, otherwise let T
conf
i,j be 0.

• T
conf
i,k+1

= 1, if honest node vi sends every message to an adversarial node in order to

deliver the message to the destination node, otherwise let T
conf
i,k+1

be 0.

Note that the rows and columns of T conf are numbered from zero, and the same holds for all
matrices in the rest of the dissertation.

In this way, a routing topology can also be considered as a directed graph described by
matrix T conf . In fact, T conf is a random variable, where the randomness is caused by the
sensor readings initiated randomly by the environment, processing and transmission time of
the sensed data, etc.

A simple security objective of authenticated TinyOS beaconing is to guarantee the cor-
rectness of all routing entries in the network. Namely, it is desirable that a sender node vi is
always able to reach node vj , if vi set L(vj) as its parent identifier earlier. It means that if
node vi sets node L(vj) as its parent identifier, then Ei,j should contain a finite value, or vi

as well as vj should be pseudo neighbors.
Let the security objective function of authenticated TinyOS beaconing, denoted by FATB ,

return 1 for all pairs of system states and configurations where for all i, j, if Ti,j = 1, then vi

and vj are direct or pseudo neighbors. Otherwise, FATB returns 0.

Theorem 1 Authenticated TinyOS beaconing is insecure with respect to FATB .

The proof is based on the fact that the immediate sender of a beacon does not authenticate
the beacon. Thus, an adversarial node can easily send a beacon in the name of any honest
nodes. The whole proof is detailed in the dissertation.
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Thesis 3 [J3] I designed a novel secure source routing protocol, called endairA, for wireless
ad-hoc networks. endairA is the reverse of Ariadne, because, instead of signing the request like
in Ariadne [Hu et al., 2002], I propose that intermediate nodes should sign the route reply.
endairA is more efficient than Ariadne, because it requires less cryptographic computation
overall from the nodes. I adapt the general security framework of Thesis 1 to dynamic source
routing in wireless adhoc networks, and I prove that endairA is secure with respect to a security
objective function which requires that each path returned by the routing protocol to a source
node must contain a sequence of node identifiers such that

• the first identifier belongs to the source node,

• the last identifier belongs to the destination node,

• there are no repeating identifiers,

• and each pair of non-corrupted intermediate identifiers that are either consecutive or
non-consecutive but there are only corrupted identifiers between them corresponds to a
pair of nodes in the network such that they are direct or pseudo neighbors.

In endairA, the initiator of the route discovery process generates a route request, which
contains the identifiers of the initiator and the target, and a randomly generated request
identifier. Each intermediate node that receives the request for the first time appends its
identifier to the route accumulated so far in the request and rebroadcasts the request. When
the request arrives to the target, it generates a route reply. The route reply contains the
identifiers of the initiator and the target, the accumulated route obtained from the request,
and a digital signature of the target on these elements. The reply is sent back to the initiator
on the reverse of the route found in the request. Each intermediate node that receives the
reply verifies that its identifier is in the node list carried by the reply and that the preceding
identifier (or that of the initiator, if there is no preceding identifier in the node list) and the
following identifier (or that of the target, if there is no following identifier in the node list)
belong to neighboring nodes. Each intermediate node also verifies that the digital signatures
in the reply are valid and that they correspond to the following identifiers in the node list and
to the target. If these verifications fail, then the reply is dropped. Otherwise, it is signed by
the intermediate node, and passed to the next node on the route (toward the initiator). When
the initiator receives the route reply, it verifies if the first identifier in the route carried by the
reply belongs to a neighbor. If so, then it verifies all the signatures in the reply. If all these
verifications are successful, then the initiator accepts the route.

The operation and messages of endairA are exemplified in Table 2.
endairA has a significant advantage over similar secure source routing protocols like Ari-

adne: it is more efficient, because, similar to SRDP [Kim and Tsudik, 2005], it requires less
cryptographic computation overall from the nodes. This is because in endairA, only the
processing of the route reply messages involves cryptographic operations, and a route reply
message is processed only by those nodes that are in the node list carried in the route reply.
In contrast to this, in Ariadne, the route request messages need to be digitally signed by all
intermediate nodes; however, due to the way a route request is propagated, this means that
each node in the network must sign each and every route request.
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S → ∗ : (rreq, S, D, id , ())
A → ∗ : (rreq, S, D, id , (A))
B → ∗ : (rreq, S, D, id , (A,B))
T → B : (rrep, S, T, (A,B), (sigT))
B → A : (rrep, S, T, (A,B), (sigT, sigB))
A → S : (rrep, S, T, (A,B), (sigT, sigB, sigA))

Table 2: An example of the operation and messages of endairA. The initiator of the route
discovery is S, the target is T, and the intermediate nodes are A and B. id is a randomly
generated request identifier. sigA, sigB, and sigT are digital signatures of A, B, and T, re-
spectively. Each signature is computed over the message fields (including the signatures) that
precede the signature.

I note that SRDP [Kim and Tsudik, 2005] is similar to endairA in the sense that instead
of signing the requests, each intermediate node only signs the reply messages. However, the
focus of [Kim and Tsudik, 2005] is to explore different cryptographic techniques with different
levels of security, efficiency, and robustness. The common characteristic of these primitives
is that the signature list in the route reply can be replaced with a single aggregate signature
or MAC computed iteratively by the intermediate nodes in order to reduce communication
overhead. By contrast, my work is focused on the design and formal validation of secure source
routing protocols. Finally, I note that endairA was first published in [Ács et al., 2005], which
was earlier than [Kim and Tsudik, 2005].

Intuitively, the minimum that one may require from the route discovery part of a rout-
ing protocol is that it returns only existing routes. My security objective is built on this
intuition. Taking into account that the adversary can exchange messages between adversar-
ial nodes through in-band (e.g., tunnelling, or side-channel attacks) or out-of-band channels
(e.g., wormholes) which is very costly to defend against, I introduce the definition of plausible
routes.

Definition 3 (Plausible route) A sequence ℓ1, ℓ2, . . . , ℓn of identifiers is a plausible route
with respect to configuration conf and labelling function L, if each of the identifiers ℓ1, ℓ2, . . . , ℓn

is different and there exists a sequence v1, v2, . . . , vt (2 ≤ t ≤ n) of honest nodes such that

• L(v1) = ℓ1 and L(vt) = ℓn;

• for all 1 ≤ i ≤ t − 1,

– there exists 1 ≤ j, d ≤ n− 1 such that L(vi) = ℓj and L(vi+1) = ℓj+d, where for all
j + 1 ≤ z ≤ j + d − 1, ℓz ∈ L∗;

– vi and vi+1 are direct or pseudo neighbors.

I recall that a system state represents the set of all routing entries of all honest nodes in
the network. In the case of source routing, a routing entry includes a route (i.e., a sequence
of node identifiers) that is used for data forwarding towards the destination which is the last
element of this route. Let F of secure dynamic source routing return 0 for all pairs of system
states and configurations that contains a non-plausible route with respect to the configuration,
where this non-plausible route belongs to an honest node. Otherwise, F returns 1. According
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to Definition 1, if any honest node in the dynamic model returns a non-plausible route with
non-negligible probability for a given configuration, then the protocol is insecure.

Theorem 2 endairA is a secure source routing protocol for wireless ad hoc networks, if the
signature scheme is secure against chosen message attacks.

The proof of this theorem is detailed in the dissertation. In contrast to this, Ariadne is
insecure considering the same security objective. This demonstrates that my model is able to
distinguish between source routing protocols in terms of security. A consequence of the analysis
is that a secure source routing protocol should always authenticate route reply messages in
order to prevent incorrect routing entries.

Thesis 4 [C1] I adapt the general security framework of Thesis 1 to dynamic distance vector
routing in wireless ad-hoc networks, and I prove that SAODV [Zapata and Asokan, 2002] is
insecure with respect to the security objective function which requires that if a source node has
a routing entry towards a destination node, then there exists a route in the network that

• starts from the source node,

• ends at the destination node,

• has a cost that is smaller than or equal to the cost recorded in the entry, and

• all consecutive honest nodes lying on the route have a next-hop identifier towards the
destination node which is either a corrupted identifier, or the identifier of the next direct
or pseudo neighboring honest node.

SAODV [Zapata and Asokan, 2002] is a “secure” variant of the Ad hoc On-demand Dis-
tance Vector (AODV) [Perkins and Royer, 1999] routing protocol. The operation of SAODV
is similar to that of AODV, but it uses cryptographic extensions to provide integrity of rout-
ing messages and to prevent the manipulation of the hop count information. Conceptually,
SAODV routing messages (i.e., route requests and route replies) have a non-mutable and a
mutable part. The non-mutable part includes, among other fields, the node sequence numbers,
the addresses of the source and the destination, and a request identifier, while the mutable part
contains the hop count information. Different mechanisms are used to protect the different
parts.

The non-mutable part is protected by the digital signature of the originator of the message
(i.e., the source or the destination of the route discovery). This ensures that the non-mutable
fields cannot be changed by an adversary without the change being detected by the non-
corrupted nodes.

In order to prevent the manipulation of the hop count information, the authors propose
to use hash chains. When a node originates a routing message (i.e., a route reply or a route
request), it first sets the HopCount field to 0, and the MaxHopCount field to the TimeToLive

value. Then, it generates a random number seed, and puts it in the Hash field of the routing
message. After that, it calculates the TopHash field by hashing seed iteratively MaxHopCount

times. The MaxHopCount and the TopHash fields belong to the non-mutable part of the
message, while the HopCount and the Hash fields are mutable. Every node receiving a routing
message hashes the value of the Hash field (MaxHopCount − HopCount) times, and verifies
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whether the result matches the value of the TopHash field. Then, before rebroadcasting a
route reply or forwarding a route request, the node increases the value of the HopCount field
by one, and updates the Hash field by hashing its value once.

The rationale behind using the above hash chaining mechanism is that given the values
of the Hash, the TopHash, and the MaxHopCount fields, anyone can verify the value of the
HopCount field. On the other hand, preceding hash values cannot be computed starting from
the value in the Hash field due to the one-way property of the hash function. This ensures
that an adversary cannot decrease the hop count, and thus, cannot make a route appearing
shorter than it really is.

An entry of the routing table of a given node v is assumed to contain the following three
fields: the identifier of the target node, the identifier of the next hop towards the target, and
the cost value that represents the believed cost of the route to the given target via the given
next hop. Without loss of generality, I assume that the routing metric is such that routes with
lower cost values are preferred.

Consequently, the state of the system in my model will be represented by a set Q ⊂
(V \ V ∗) × L × L × R of quadruples such that for any (v, ztar , znxt , c) and (v′, z′tar , z

′
nxt , c

′) in
Q, v = v′ and ztar = z′tar and znxt = z′nxt implies c = c′. The quadruple (v, ztar , znxt , c) in Q
represents an entry in v’s routing table with target identifier ztar, next hop identifier znxt , and
believed route cost c. The ensemble of quadruples that have v as their first element represent
the entire routing table of v, and the ensemble of all quadruples in Q represent the ensemble
of the routing tables of all honest nodes (i.e., the state of the system). Note that we allow
that a node’s routing table contains multiple entries for the same target, but the next hops
should be different.

Considering that SAODV uses the hop count as a path length metric, C : V → R assigns
a constant 1 to each node. In order to ease further formalizations, I introduce the definition
of workable path.

Definition 4 (Workable path) A sequence of honest nodes (vℓ0 , vℓ1 , . . . , vℓd−1
, vℓd

) is a work-
able path with respect to configuration conf if for all 0 ≤ i ≤ d − 1 vℓi

and vℓi+1
are direct or

pseudo neighbors.

I define correct states as follows:

Definition 5 (Correct state) A state Q is correct if for every entry (vsrc , zdst , znxt , csrc) ∈
Q, there exists a sequence of entries (vℓi

, zdst , zℓi
, cℓi

) ∈ Q (1 ≤ i ≤ d) such that

• (vsrc, vℓ1 , . . . , vℓd−1
, vdst ) is a workable path, where vℓd

= vdst ,

• zdst ∈ L(vdst ),

• let vℓ0 = vsrc and zℓ0 = znxt ,

– if vℓi−1
and vℓi

are direct but not pseudo neighbors then zℓi−1
∈ L(vℓi

),

– if vℓi−1
and vℓi

are pseudo neighbors then either zℓi−1
∈ L(vℓi

), or zℓi−1
∈ L∗,

•
∑d−1

i=1
C(vℓi

) ≤ csrc .

Intuitively, the system is in a correct state, if all the routing table entries of the honest
nodes are correct in the sense that if vsrc has an entry for target zdst with next hop znxt and
cost csrc , then indeed there exists a route in the network that
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• starts from node vsrc ,

• ends at a node that uses the identifier zdst ,

• has a cost that is smaller than or equal to csrc , and

• all consecutive honest nodes lying on the route have a next-hop identifier towards vdst

which is either a corrupted identifier, or the identifier of the next direct or pseudo
neighboring honest node.

Let the security objective function F of secure dynamic distance vector routing return
0 for all pairs of system states and configurations where the system state is incorrect with
respect to the configuration. Otherwise, F returns 1.

Theorem 3 SAODV is an insecure distance vector routing protocol for wireless ad hoc net-
works.

The proofs are based on the fact that SAODV cannot guarantee that the next hop and the
hop count information in the newly created routing table entry is correct. This is caused by
the lack of previous-hop (neighbor) authentication. The proof, which describes two specific
attacks against SAODV, is detailed in the dissertation.

Thesis 5 [C1] Using the adapted security framework of Thesis 4, I prove that ARAN [Sanzgiri
et al., 2002] is secure considering the same security objective function as in Thesis 4.

Just like SAODV [Zapata and Asokan, 2002], ARAN as well uses public key cryptography
to ensure the integrity of routing messages. In ARAN, nodes update their routing tables using
the information obtained from the routing messages that arrive first; any later message that
belongs to the same route discovery is discarded. This means that ARAN may not necessarily
discover the shortest paths in the network, but rather, it discovers the quickest ones. Similarly
to SAODV, the source as well as the destination authenticates the route request and route
reply by digital signatures, however, in contrast to SAODV, all intermediate nodes also sign
every request and reply message. Particularly, each intermediate node before re-broadcasting
a request or a reply, replaces the previous-hop signature with its own signature. The operation
and messages of ARAN are exemplified in Table 3.

Considering that ARAN uses the message propagation delay (i.e., physical time) as a path
length metric, C : V → R assigns the minimal delay of routing messages to each node in
the network (i.e., the minimal delay that the particular node can cause in the travel of the
message).

The correct state, and thus, the security objective function is defined in the same way as
in the case of SAODV.

Theorem 4 ARAN is a secure distance vector routing protocol for wireless ad hoc networks,
if the signature scheme is secure against chosen message attacks.

The proof of this theorem is detailed in the dissertation and in [C1]. In contrast to
this, SAODV (Secure AODV) [Zapata and Asokan, 2002] is insecure considering this security
objective due to the lack of the next-hop authentication [C1]. This clearly demonstrates that
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S → ∗ : (RREQ, T, certS, NS, t, SigS)
A → ∗ : (RREQ, T, certS, NS, t, SigS, SigA, certA)
B → ∗ : (RREQ, T, certS, NS, t, SigS, SigB, certB)
T → B : (RREP, S, certT, NS, t, SigT)
B → A : (RREP, S, certT, NS, t, SigT, SigB, certB)
A → T : (RREP, S, certT, NS, t, SigT, SigA, certA)

Table 3: An example of the operation and messages of ARAN. The initiator of the route
discovery is S, the target is T, and the intermediate nodes are A and B. NS is a randomly
generated request identifier. SigA, SigB, and SigT are digital signatures of A, B, and T,
resp., and certA, certB, and certT are the public-key certificates of A, B, and T, respectively. t
denotes the current time-stamp. Each signature is computed over the message fields (including
the signatures) that precede the signature.

my model is able to distinguish between distance vector routing protocols in terms of security.
A conclusion of the analysis is that source and destination authentication in the route discovery
process are not sufficient to guarantee security in my model.

Thesis 6 [C3] I adapt the general security model of Thesis 1 to link-state routing in wireless
sensor networks, and I prove that INSENS [Deng et al., 2002] is secure with respect to the
objective function which requires that

• if an honest node v sets another node v′ as its parent node for data forwarding, then the
base station has indeed computed v′ as the parent node for v,

• if the base station is aware of the fact that two nodes are neighbors, then they are direct
or pseudo neighbors.

INSENS is a secure link-state routing protocol for wireless sensor networks. First, the
base station initiates the routing topology construction by flooding the network with a route
request message (Phase 1). Each node constructs its own neighborlist by overhearing the
request messages sent by its neighbors. Afterwards, each sensor node sends its own neighbor-
hood information to the base station on the route on which the request was received previously
(Phase 2). Then, the base station computes the routing table for each individual sensor node,
and propagates the routing tables to respective nodes in a breadth-first manner (Phase 3). IN-
SENS employs symmetric key cryptography to ensure message authenticity and integrity (each
node has a pairwise key shared with the base station). Besides using message authentication
codes (MACs), all topology information carried by the routing messages is also encrypted.

The operation and messages of INSENS are described in Table 3. First, the base station
v0 initiates the routing topology construction by flooding the network with a route request
message (Phase 1), where hash is the next element of the hash chain in reversed direction.
The hash chain mechanism is intended to provide authenticity and some defense against DoS
attacks. Each node constructs its own neighborlist by overhearing the request messages sent by
its neighbors. Every subsequent node vℓi

receiving the first authentic request stores MACREQ
vℓi−1
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in conjunction with the identifier of vℓi−1
locally. Before re-broadcasting, vℓi

replaces MACREQ
vℓi−1

in the request with MACREQ
vℓi

which is the MAC generated on the elements that precede the
MAC. If a node vℓx

does not receive further request messages for a specified time, it sends
its neighborlist to vℓx−1

from which it received the first authentic request (Phase 2). Here,
Encvℓx

(pathvℓx
,neighborlistvℓx

) is the neighborhood information and the path information of
vℓx

encrypted by the symmetric key shared with the base station, neighborlist vℓx
contains the

identifiers of each neighboring node and their corresponding MACs received in Phase 1, pathvℓx

is [vℓx
, . . . , vℓ1 , v0,MACREQ

vℓx
], which is the reverse of the path received in the corresponding

request message including the MAC of node vx, and MACNLIST
vℓx

is the MAC computed by node
vℓx

on these elements. Upon the reception of all neighborhood information, the base station
can compute all routing information for each node. Then, the base station distributes this
routing information in a breadth-first manner (Phase 3). Encvℓ1

(ftablevℓ1
) is the encrypted

form of the forwarding table of vℓ1 , and MACFTABLE
vℓ1

is the MAC generated on the elements of
the message.

Phase 1:
v0 → ∗ : (REQ, hash, [v0])

vℓi
→ ∗ : (REQ, hash, [v0, . . . , vℓi−1

, vℓi
],MACREQ

vℓi
)

Phase 2:
vℓx

→ vℓx−1
: (NLIST, hash,MACREQ

vℓx−1
, vℓx

,Encvℓx
(pathvℓx

,neighborlist vℓx
),MACNLIST

vℓx
)

Phase 3:
v0 → vℓ1 : (FTABLE, vℓ1 , hash,Encvℓ1

(ftablevℓ1
),MACFTABLE

vℓ1
)

Table 4: The operation and messages of INSENS.

Similarly to Thesis 2, the system state with a given configuration conf is represented
by a matrix T conf with size (k + 1) × (k + 2), which is called the routing topology with
configuration conf . In the following, I will omit the index conf of T when the configuration
can be unambiguously determined in a given context.

I show that INSENS has the following properties:

1. If an honest sensor node vi (1 ≤ i ≤ k) sets vj ∈ V (0 ≤ j ≤ n − 1) as its parent node
for data forwarding, then the base station has indeed computed vj as the parent node
for vi.

2. If the base station is aware of the fact that node vj is a neighbor of node vi, then node
vi can reach node vj by either a direct contact, or an adversarial relaying (one can also
imagine the adversarial relaying as a wormhole between some honest nodes).

Intuitively, if INSENS has these two properties, then it is ensured that each honest node has a
neighboring parent node that is computed by the base station. Moreover, it is also guaranteed
that this computation performed by the base station is based on, perhaps incomplete (the
adversary can always drop routing messages containing neighborlists, which we are unable to
defend against), but correct neighborhood information.

In order to formalize the above security objective, I introduce a matrix function G. G
models the centralized construction of the topology performed by the base station, where the
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argument of G with size (k +1)× (k +2), denoted by N, describes the neighborhood relations
among the sensor nodes that is believed by the base station to be correct (i.e., Ni,j = 1 if
the base station believes that vi is a neighbor of vj , otherwise Ni,j = 0. For any 0 ≤ i ≤ k,
Ni,k+1 = 1, if honest node vi has at least one adversarial neighbor, otherwise Ni,k+1 = 0). The
output of G is the ensemble of the routing entries (the routing topology) that should be set
by each node.

Definition 6 (Correct routing topology) A routing topology T is correct with respect to
configuration conf , if there exists a matrix E

′ such that for all i, j it holds that if Ti,j = 1,
then G(E′)i,j = 1, where E

′ is derived from E with size (k + 1) × (k + 2) and it is defined as
follows. For all 0 ≤ i, j ≤ k, E ′

i,j = 0, if vi and vj are neither direct nor pseudo neighbors.
For all 0 ≤ i ≤ k, E ′

i,k+1
= 0, if vi has no direct adversarial neighbor.

Let the security objective function F of secure link-state routing return 0 for all pairs of
system states and configurations where the system state (i.e., the routing topology) is incorrect
with respect to the configuration. Otherwise, F returns 1.

Theorem 5 INSENS is a secure link-state routing protocol for wireless sensor networks, if the
MAC scheme is secure against chosen message attack, and the symmetric encryption scheme
is secure against plaintext recovery attack.

The proof, which is detailed in the dissertation, strongly relies on the fact that INSENS en-
crypts the local neighborhood information that needs to be transferred to remote nodes. The
encryption of neighborlists used in INSENS is crucial; apart from providing confidentiality for
the neighborhood relations, the encryption of neighborlists prevents the adversary to imper-
sonate honest nodes that are not covered by the transmission range of any adversarial nodes.
For instance, if the neighborlists were not encrypted, an intermediate adversarial node could
easily retrieve the identities and corresponding MACREQs from NLIST messages, and then it
could re-broadcast fabricated REQ messages. Note that the adversary is not required to reach
the impersonated node directly. Apparently, this would also violate our security objective
detailed above, as the adversary could cause the base station to consider false neighborhood
relations. Furthermore, as MACREQs are correct, it can happen that neither the neighbors
of the adversary nor the base station could detect the misdeed. My formal analysis lead me
to the following observation: in case of link-state routing, all local neighborhood (routing)
information that is needed by remote nodes to authenticate neighborhood relations must be
transferred in an encrypted form.
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Thesis 7 [J6] I propose a novel secure decentralized label-switching routing protocol called
Secure-TinyLUNAR that is the secure variant of TinyLUNAR [Osipov, 2007] for wireless
sensor networks. Using label-switching routing and efficient symmetric key cryptography ex-
clusively, Secure-TinyLUNAR is more applicable in wireless sensor networks than existing
secure ad hoc network routing protocols like ARAN [Sanzgiri et al., 2002]. I adapt the general
security model of Thesis 1 to label-switching routing in wireless sensor networks, and I prove
that Secure-TinyLUNAR is secure with respect to the objective function which requires that if
a source node has a routing entry towards a destination node, then there exists a route in the
network that

• starts from the source node,

• ends at the destination node,

• has a delay that is not greater than the delay recorded in the entry, and

• all consecutive honest nodes v, v′ lying on the route have routing entries r, r′, resp., such
that the next-hop address and the outgoing label of r equals to identifier of v′ and the
incoming label of r′, resp., if v and v′ are direct but not pseudo neighbors. If v and v′ are
pseudo neighbors, then either the next-hop address and the outgoing label of r equals to
identifier of v′ and the incoming label of r′, resp., or v′ is an adversarial node. Moreover,
if v′ is the destination node, then the outgoing label of r′ is an application identifier.

Considering the variety of sensor applications, it is also clear that it is not possible to
propose a unique secure routing protocol that fits for all applications . An alternative solution
could be to apply some secure ad hoc network routing protocol like [Zapata and Asokan, 2002],
[Sanzgiri et al., 2002] [Hu et al., 2002]. However, these protocols are not primarily designed
for low-powered sensor nodes, and the applied asymmetric cryptographic primitives can result
in extensive communication, processing and memory costs. Therefore, I design a novel secure
routing protocol for wireless sensor networks, called Secure-TinyLUNAR, which takes into
consideration the resource constraints of the wireless sensor nodes and uses MAC exclusively
in the route discovery phase. Moreover, using the label-switching routing paradigm, Secure-
TinyLUNAR has only one byte addressing overhead per packet in the data forwarding phase,
which, considering the high communication costs in wireless environment, makes it an efficient
routing scheme in relatively static networks.

Similar to TinyLUNAR [Osipov, 2007], Secure-TinyLUNAR uses node identifiers to ad-
dress sensor nodes and assumes bidirectional links in the network. It is also assumed that
each pair of nodes share a symmetric pairwise key in the network. Any symmetric key pre-
distribution schemes proposed for wireless sensor networks (see [Çamtepe and Yener, 2005]
for a good overview) can be employed for this purpose. Additionally, each node is assumed to
be aware of its local (one-hop) neighborhood.

In the following, I only describe the main operational differences with respect to the original
(and insecure) TinyLUNAR [Osipov, 2007] protocol.

Route request: Let us denote the identifier of a neighboring node of node A by NA
x , where

x can have a value between 1 and the number of the neighboring nodes of A (e.g., if A has
neighbors J , T , P , then a potential notation is NA

1 = J , NA
2 = T , NA

3 = P , and 1 ≤ x ≤ 3).
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When a node S wishes to send a message to destination D, it broadcasts the following
route request message:

S → ∗ : (RREQ, rnd, S,D, addrS , label InS→S,MACS,D)

where rnd, S,D, addrS , label InS→S are the same as in the original TinyLUNAR protocol, and
MACS,D is the message authentication code generated by S on the elements of the message
excluding addrS and label InS→S using the pairwise key shared with D. Upon the reception of
this broadcast message, J checks whether S is a neighboring node. If so, node J unicasts the
following message to each neighbor except the node who sent the request to J earlier (here,
this is S):

for all x such that NJ
x 6= S, J → NJ

x : (RREQ, rnd, S,D, addr J , label InJ→S,MACS,D,MAC
prv

J,NJ
x
)

where MAC
prv

J,NJ
x

is the previous-hop MAC generated on all elements of the message using the

pairwise key shared between J and NJ
x . Each neighbor of S and all subsequent nodes receiving

a request follow the same steps that J did (except that they update the previous-hop MAC).
Finally, D receives a request message, let us assume, from node Z first.

During the propagation of a request, it is assumed that each node can send the unicast
request message to its immediate neighbors in an atomic manner (i.e., the sender does not
release the channel until all request messages are transmitted to each neighbor), and each
neighboring node does not begin to forward the request until all neighbors of the sender
receive that.

Route reply: Upon the reception of the request message, destination D verifies both MACS,D

and MAC
prv
Z,D. If the verifications are successful, D creates the following reply message and

sends this directly to node Z:

D → Z : (RREP, rnd, addrD, labelOut
Z→S, label InD→D,MACD,S)

where rnd is the request id received in the corresponding route request message, and MACD,S

is the message authentication code generated by D on the elements of the above message
excluding addrD, labelOut

Z→S, and label InD→D using the pairwise key shared with S. Receiving
this unicast message, Z first checks if D belongs to its neighborhood. If so, Z sends the message
directly to node K, from which Z received the corresponding request message identified by
rnd:

Z → K : (RREP, rnd, addrZ , labelOut
K→S, label InZ→D,MACD,S,MAC

prv
Z,K)

Here, MAC
prv
Z,K is the previous-hop MAC generated by Z on the elements of the message

including addrZ , labelOut
K→S, and label InZ→D. Following the same rules, all intermediate nodes

perform the same steps that Z did (except that each intermediate node updates the previous-
hop MAC). Finally, the reply reaches the source S, which then, after verifying the previous-hop
MAC and MACD,S in the reply message, can use the established route for data forwarding.

The reason that I do not use digital signatures to authenticate request and reply mes-
sages is that public key cryptography (PKC) incur a substantial computation overhead in
sensor networks. In particular, PKC still falls behind the standard symmetric cryptography
approaches in terms of computational performance; the verification of a digital signature is 3
orders of magnitude slower than MAC verification, while the signature generation is 4 orders
of magnitude slower.
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Let the cost function C : V → R assign the minimal delay of routing messages to each
node in the network (i.e., the minimal delay that the particular node can incur in the travel
of the message). We assume that C(v∗) = 0 for all v∗ ∈ V ∗.

Before introducing the security objective function of label-switching routing in sensor net-
works, I introduce some definitions in order to ease its formalization.

Definition 7 (Anchor entry) An anchor entry (vsrc , vdst , addrnxt , label
Out
vsrc→vdst

, delayvsrc ,vdst
)

is the representation of a routing entry at source vsrc, where the destination node is identified
by vdst ), the next-hop towards the destination has (local) address addrnxt , the outgoing label of
the source towards the destination is labelOut

vsrc→vdst
, and the delay of the quickest path through

addrnxt to the destination is delayvsrc ,vdst
.

Definition 8 (Intermediate entry) An intermediate entry (vim , addrnxt , label
In
vim→vdst

, labelOut
vim→vdst

)
is the representation of a routing entry at an intermediate node vim , where the next-hop to-
wards the destination has (local) address addrnxt , the incoming label and the outgoing label of
vim towards the destination are label Invim→vdst

and labelOut
vim→vdst

, respectively.

Definition 9 (Matching property) A routing entry r1 of node vi matches a routing entry
r2 of node vj (i 6= j), if

• the outgoing label of r1 equals to the incoming label of r2,

• the next-hop address of r1 is used by vj.

I recall that the state of the system is represented by the ensemble of all anchor and
intermediate entries of all honest nodes.

Definition 10 (Correct state) A state is correct with respect to configuration conf , if for
every anchor entry r0 = (vsrc , vdst , addrnxt , label

Out
vsrc→vdst

, delayvsrc ,vdst
), where vsrc , vdst ∈ V \V ∗,

there exists a sequence of intermediate entries ri = (vℓi
, addrnxt , label

In
vℓi

→vdst
, labelOut

vℓi
→vdst

)

(1 ≤ i ≤ d) of honest nodes such that

• vℓd
= vdst and labelOut

vdst→vdst
is an application identifier of vdst ,

• (vsrc , vℓ1 , . . . , vℓd−1
, vdst ) is a workable path,

• let vℓ0 = vsrc,

– if vℓi−1
and vℓi

are direct but not pseudo neighbors then ri−1 matches ri,

– if vℓi−1
and vℓi

are pseudo neighbors then either ri−1 matches ri, or the next-hop
address of ri−1 belongs to a neighboring adversarial node,

•
∑d−1

j=1
C(vℓj

) ≤ delayvsrc ,vdst
(i.e., the delay of the discovered route between vsrc and vdst

is not greater than the delay recorded in the routing (anchor) entry of vsrc)

Let the security objective function F of secure label-switching routing return 0 for all pairs
of system states and configurations that are incorrect, otherwise it returns 1.

Theorem 6 Secure-TinyLUNAR is a secure label-switching routing protocol for wireless sen-
sor networks, if the MAC scheme is secure against chosen message attacks.
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The proof is detailed in the dissertation. Note that intermediate nodes do not need to
check the authenticity of the message origin, which means that the source do not need to
use expensive global broadcast authentication methods based on asymmetric cryptography.
Instead, Secure-TinyLUNAR uses pairwise MACs based on the more-energy conserving sym-
metric key cryptography for previous-hop (neighbor) and message origin authentication. Of
course, the lack of a global broadcast authentication scheme exposes Secure-TinyLUNAR to
various DoS attacks. However, note that using a one-way hash chain to authenticate the
source is sufficient in this case. Moreover, hash chains have much less computational and
communication overhead than other broadcast authentication schemes like digital signatures,
one-time signatures, or µTesla [B1].

5 Application of New Results

The benefit of my work is twofold:

• First, I proposed a precise and general formal framework that has been proved to be
useful in validating various security objectives of secure ad-hoc and sensor network rout-
ing protocols. Although the validation process has not been automated yet, a protocol
designer can easily prove the security of any multi-hop routing protocols in wireless con-
text by using the given proof technique. If the protocol is insecure in my model, the
designer can find an attack by investigating where the proof fails.

• Second, I have identified several design principles of secure routing in wireless ad-hoc
and sensor networks by proving the security of various routing protocols in my model.
For instance, these include the requirements of route reply authentication in dynamic
source routing, the per-hop authentication in dynamic distance vector routing, or the
encryption of local topology information in link-state routing. Even if a protocol designer
did not use any formal methods to validate a newly proposed secure routing protocol,
following these principles he could avoid many potential vulnerabilities that are anyway
difficult to identify by using informal reasoning exclusively.

Some of my results were used within an European research project called UbiSec&Sens
(Ubiquitous Sensing and Security in the European Homeland, http://www.ist-ubisecsens.org/)
between 2005 and 2008. The project was an IST STReP and received research funding
from the European Community’s Sixth Framework Programme. The primary objective of
UbiSec&Sens was to provide a security and reliability architecture for medium and large-scale
wireless sensor networks acting in volatile environments. In particular, it provided a complete
toolbox of security and reliability aware components for sensor network application develop-
ment. UbiSec&Sens’ work is focused on the intersection of security, routing and in-network
processing to design and develop efficient and effective security solutions and to offer effec-
tive means for persistent and encrypted data storage for distributed (and tiny) data base
approaches. The solutions are prototyped and validated in the representative wireless sensor
application scenarios of agriculture, road services and homeland security.

Another European research project focusing on the security of critical infrastructures is
called WSAN4CIP (Wireless Sensor and Actuator Networks for Critical Infrastructure Pro-
tection, http://www.wsan4cip.eu/), which is started at the beginning of 2009 and lasts for
3 years. This project is also an IST STReP and receives research funding from the Euro-
pean Community’s Seventh Framework Programme. The project goals are to enhance the
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reliability of critical infrastructures by providing surveillance data for the management of the
critical infrastructure using wireless sensor and actuator networks (WSANs), and to increase
the dependability of critical infrastructures security by providing self-healing and dependabil-
ity modules for WSANs. The project also aims at providing appropriate tool support, and
demonstrating the feasibility of this approach using energy generation and distribution as a
representative of critical infrastructures. As such, the project will develop models for the
reliability and security analysis of routing protocols for WSANs, which will be used to analyse
various routing protocols both in terms of prevention of and reaction to attacks (the latter
means attack detection and efficient recovery by reorganization of the overlay network topol-
ogy). Here, prevention naturally includes the formal security validation of the route discovery
phase of routing protocols which is the focus of my dissertation.
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