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A whatis security?

A know your enemies!

A cybercrime and state sponsored targeted attacks
A course scope and outline
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INFORMATION
SECURITY
RISK MANAGEMENT

WHAT IS SECURITY?




A security = management of risk

A IT security is about the management of risk resulting from

I the loss ofconfidentiality, integrity, oravailability (CIA) of information
that is processed, stored, and transferred by IT systems

I the unauthorized accessorruption, ordenial of services and
resourceshat are provided by IT systems

(PORT ANT)
completely preventing such incidents is not possible in general
A the goal should be té Y A y A trieirisk®fégetting compromised
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Safety VS. security

A both try to optimize the risk resulting from undesirable
conditions, but ...

A safetyfocuses on risk resulting from random failures, accidents,
and natural disasters

A securityfocuses on risk resulting from deliberate attacks carried
out by intelligent attackers (malice)

security
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Risk = Likelihood x Impact
(of attacks)

factors affecting risk:
I threatsc peopleor entities who can do yobharm (a.k.a.attackerg
e skill level, motive, opportunity, resources, ...
I vulnerabilities¢ weaknessesghat allowfor successful attack
e ease of discovery, ease of exploit, awareness, ...
I potential loss; the loss you may experience
e nature of loss, business impact

I countermeasureg, precautionsyoutake
e technicalandnon-technical
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Business impact

A you shoulcknow how much younayloosein orderto controlhow much you
spend onsecurity

A estimating business impaotquires a deep understanding of whairsportant
to the organizationrunning thesystem

A business impact types:

i financial damage
e less than the cost of fixing the vulnerability?
e minor or significant effect on profit?
e bankruptcy?
I reputation damage
e minimal damage?
e some loss of reliability?
e brand damage?
I loss due to norcompliance
I loss due to privacy violation
e amount of PII disclosed?

A estimates may be
i difficult to quantify
I subject to change (may depend on the circumstences)
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Vulnerabilities

A four different types:

I technical:design flaws and implementation errors in systems, hardware,
software, and protocols

I physical:weaknesses allowing for physical access (e.g., unlocked door)
I operational:weaknesses in the procedures used to operate the system

I personnel:related to security awareness and trustworthiness of people
(e.g., employees, operators, contractors, ...)

A reasons for the existence of vulnerabilities

I systems are designed, implemented, and operated by humans
e humans are imperfect and sometimes irrational

I systems are increasingly complex
e easy to overlook flaws and mistakes (both in design and implementation)
e hard to test and reason about system properties

I business constraints
e pressure on development time (reduce tif@-market)
e limited resources (budget, work force)
e functionality vs. security tradeffs
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Vulnerabilities

-

all vulnerabilities

s - D

known vulnerabilitiesc publicly known vulnerabilities;
identified by someone made public
4 N
zero-day vulnerabilitiesc
vulnerabilities that are known
only to potential attackers

N J y
\\ / J
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Vulnerability management

A reported technical vulnerabilities get a globally recognized identifier
I CVHD ¢ CommonVulnerabilities andExposures (cve.mitre.org)

A information on reported technical vulnerabilities is stored in public
vulnerability databases
I structured vulnerability information in a searchable form

e technical details and descriptions, affected systems, impact, references to
advisories, solutions, and tools

I examples: US8lational Vulnerability Database (nvd.nist.gov)

A publicavailability of vulnerability informatiohelps keepingystems
free from, at least, known vulnerabilities
i this alone can dramatically decrease the risk tawes

I on the other hand, there may be systems where fixing known vulnerabilities
IS slow or even impossible

e introducing patches requires extensive testing or needs special authorizations
e but at least you can count with those vulnerabilities when calculating the risk

Introduction to IT security | 10/61



Vulnerability Summary for CVE-2014-5074

Original release date: 08/17/2014
Last revised: 08/28/2014
Source: US-CERT/NIST

Overview
Siemens SIMATIC S7-1500 CPU devices with firmware before 1.6 allow remote attackers to cause a denial of
service (device restart and STOP transition) via crafted TCP packets.

Impact

CVSS Severity (version 2.0):

CVSS v2 Base Score: 7.1 (HIGH) (AV:N/AC:M/Auw:N/C:N/I:N/A:C) (legend)
Impact Subscore: 6.9

Exploitability Subscore: §.6

CVSS Version 2 Metrics:

Access Vector: Network exploitable

Access Complexity: Medium

Authentication: Not required to exploit

Impact Type: Allows disruption of service

References to Advisories, Solutions, and Tools

By selecting these links. you will be leaving NIST webspace. We have provided these links to other web sites
because they may have information that would be of interest to you. No inferences should be drawn on account
of other sites being referenced. or not, from this page. There may be other web sites that are more appropriate for
your purpose. NIST does not necessarily endorse the views expressed. or concur with the facts presented on
these sites. Further. NIST does not endorse any comumercial products that may be mentioned on these sites.
Please address comments about this page to nvd@nist.gov.

Introduction to IT security | 11/61



Example

US-CERT Vulnerability Note: MISC

Name: hitps://ics-cert.us-cert. gov/advisories/ TCSA-14-226-01
Type: Patch Information

Hyperlink: https://ics-cert us-cert_ gov/advisornies/TCSA-14-226-01

External Source: CONFIRM

Name: hitp://www_ siemens com/../siemens security advisory ssa-310688 pdf
Type: Advisory; Patch Information

Hyperlmk: http://www _siemens com/__/siemens_security_advisory ssa-310688 pdf

Vulnerable software and versions
Configuration 1
AND

OR
* cpe/osiemens simatic_s7-1500 cpu_firmware:1.0.1
* cpe:/o:sitemens:simatic_s7-1500_cpu_firmware:1.1.0
* cpe:/o:siemens:simatic_s7-1500 cpu_firmware:1.1.1
* cpe:/o:sitemens simatic_s7-1500 cpu_firmware:1.1.2
* cpe:/o:siemens:simatic_s7-1500 cpu_firmware:1.5
* cpe:/orsiemens simatic_s7-1500 cpu_firmware:1.5.1 and previous versions
OF
* cper/hisitemens: simatic s7-1511-1 pn_cpu-
* cpe:/hisitemens simatic s7-1513-1_pn_cpu-
* cpe:/hisiemens simatic_s7-1515-2_pn_cpu-
* cpe/hrsiemens simatic s7-1516-3_pn%2fdp cpu:-
* cpe-/hisiemens:simatic_s7-1518-4 pn%e2fdp_cpu:-
* cper/hisitemens: simatic_s7-1516f-3 pn%2fdp cpu:-
* cpe/hisitemens simatic_s7-1518f4 pn%2fdp cpu:-

* Denotes Vulnerable Software

Changes related to vulnerability configurations

Technical Details

Vulnerability Type (View All)

Insufficient Information (NVD-CWE-noinfo)
CVE Standard Vulnerability Entry http://cve mitre org/cgi-bin/cvename cgi?name=CVE-2014-5074
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Zera-day vulnerabilities

A represent great advantage (hence value) for attackers
I exploitable by definition!

A they are hard to find (or expensive to buy)

I some companies make their living out of finding and selling-dayo
vulnerabilities (or exploits) to criminals and governments

e Zerodium (www.zerodium.com)
e ReVuln (revuln.com)

A typically used in targeted attacks
I successfully compromising a particular target is important

I risk of detection and exposure of the zatay vulnerability is small

e if a zereday vuln is exposed it becomes publicly known and gets fixed
A substantial loss for attackers
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Zera-day vulnerabilities

A what do they mean for the defend@r
I zeroday vulnerabilities are not counted in the risk equation!
e you are optimizing your system defences for the wrong objedtive

I could they be counted in somehow?
e how to estimate their likelihood
e how to determine the impact of an unknown attack?
e what countermeasures should you apply against an unknown vulnerability?

I Is this a lost game defendéra?

GOJS[Q twitker PayPal
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Countermeasures

A four different types:

I technical:hostandnetwork securitycontrols
e e.g., firewalls, antvirus software, authentication tokens, security protocols,
cryptographic algorithms, ...
I physical provide physicasecurity
e e.g.,locks, fences, security guardamper resistant hardware, ...
I operational policies and procedures related to the operation of the
system and management of the personnel

e e.g., access control policies, password changing policies, key management
procedures, regular security testing, ...

e e.g., hiring and firing procedures, separation of duties, vacation policies, ...
I personneliincrease security awareness and trustworthiness of people
e e.g., security education, increasing employee satisfaction
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A threats differ in their motivation and goals, technical
background, information gathering capabilities, and available
resources

A one cannot really counter a threat one should focus on
addressing vulnerabilities

A however,assumptions on the technical background
iInformation gathering capabilities, and availabésources of
the threat influence the selection of countermeasures deployed

I e.g., agiven vulnerability may be so unlikely to be exploited by the
plausible threats that we may not counter that vulnerability

A important; threats need to be r@ssessed continuously

I what was not plausible in the past may be plausible in the present due
to advancement of technology or change of circumstences
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Risk minimization vs. risk optimization

AgS alFAR (GKS 32Ff 2F aSOdzZNAGeé &z

where risk was defined as the likelihood of attacks multiplied with their

impact

A however, the goal is actually not risk minimization in an absolute sen:

that would requireto removeas muclriskas possibleno matter the costs

A rather, we want to optimize risk, by which we mean minimizing it
under some budget constraint

what are the plausible threats?
what are the known vulnerabilities?

what is the likelihood of those vulnerabilities being exploited by plausible
threats?

what is the expected loss? (likelihooflattackscombined withthe
potentially resultingoss

which countermeasureganreduce the expected loss incasteffectiveway?
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of a hundred battles. If you know yourself but not the enemy, for every
victory gained you will also suffer a defaag

¢ Sun TzuThe Art of War

THREATS




Aspects.of.classification

A motivations

A information gathering capabilities
A level of technical expertise

A amount of resources
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A attacker groups or organizations typically have financial, social,
or political motivations

A individual attackers are personally motivated
I to achieve fame and status in some (hacker) community
I revange against employer partner

A motivations influence
| strategicobjectives
e e.g, sabotage, information stealinggnsom, destroying reputation, ...
I targetselection

I specifictechnicalgoals
e e.g., stealing a password, disabling a service, defacement of a web site, ...
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Information gathering capabilities

A success ofinattack heavily depends on the amount of information
that the attacker has about the attacked system

A information can be gathered before and during the attack

A useful information include:

I general system architecture, available services, used hardware and software
components and their conflguratlon settings, network topology and
technology

I employed security mechanisms (firewall, antivirus, IDS, ...)
I known vulnerabilities of the used system elements and security solutions
I who are the users and what are their accaghts?

A outsider vs. insider attacker
I too simple model
I cannot distinguish between different levels of internal access
e e.g., secretary, engineer, sys admin
I does not capture the case when an outsider attacker becomes insider

e e.g., deploys a backdoor, obtains access credentials, bribes an employee, or
compromises a subcontractor, who has some access to the target system
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Level of technical expertise

A technical knowledge is used to transform public and gathered
iInformation into a successful attack

A can also be used to increase information gathering capabilities

A levels of technical expertise:
I understanding the operation of computer systems and networks
I being familiar with known vulnerabilities and exploit techniques
I ability to discover new vulnerabilities and construct exploits
|
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Amount of available resources

A financial resources can be used to

I Increase information gathering capabilities

e e.g., bribery, ransom, purchase of technical documentations, advanced
social engineering, or even use of intelligence approaches (OSINT, SIGINT)

I deepen technical expertise

e hiring experts

e improving own competencies and capabilities
I obtain advanced attack tools and methods

e zeroday exploits

e advanced cryptanalysis tools

e increased computing power

e ...
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Threat models

A script kiddie

A disgruntled employee

A hacktivist group

A terrorist organization

A cybercrime organization
A state sponsored attacker
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Script kiddie

A archetype of an individual attacker with limited technical expertise,
available information, and financial resources

A characteristics:

I motivations:
e selfexpression
e achieving some status
I technical expertiselimited
e uses tools and methods developed by others
e may minimally extend existing tools, or combine them in new ways
e may improve in the longerm (education, selstudy, practice)
i information gathering capabilityimited
e mainly publicly available information
e basic social engineering tricks
i financial resourcedimited

A no strategic planning, opportunistic target selection
I chooses targets that seem to be easy to compromlse

ALRGOGSYUAlIf &dz00S&aa RdzS (02 yS3ft A-:
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Disgruntled employee

A another type of individual attacker
A can be very determined, sometimes even irrational

A characteristics:
I motivations:
e revenge (typically after having been fired, or still as an employee)
e well defined objectives, concious target selection
i information gathering capabilitiegotentially advanced
e former employee or still empoyed internal access to information
e nature of available information depends on his (former) role
e may have very detailet®chnical knowledge about the system
e has personal connections to other employees (effective social engineering)
I technical expertisepotentially advanced
e depends on his (former) role in the company

T financial resourcedimited

A example: sabotage against tMaroochyShire(Australia)wvaste
manageme Nt SySte MAtp:/mww.theregister.co.uk/2001/10/31/hacker_jailed_for_revenge _sewage/
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Hacktivist group

A loosely organized group of amateurs with different levels of technical
background

A characteristics:

I motivations:
e spread or defense of some political or social ideology
e objectives are often related to actual events (visible response to the event)
e no long term strategy, ad hoc campaigns
I information gathering capabilitiedmited
e basically outsider
e has no resources to obtain internal information
e may try to gather information by technical means (hacking)
I technical expertisevariable

e few leaders who have potentially strong technical background
I may have connections to cyber criminal circles

e lot of followers who do what they are told to do
I financial resourcedimited

A examples: Anonymous, Syrian Electronic Army
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Terrorist organization

A increased use of computers, but mainly as an auxiliary tool
I searching and storing information, plans, designs
I using hacking to obtaimtelligencebefore physical attacks

I In the future, maybe simultaneous physical and cyber attacks (no
example yet)

A characteristics:

I motivations:
e spread or defense of political or religious ideology
e well defined objectives, strategic planning and target selection
I information gathering capabilitiesémited
I technical expertiseimited
e although, they may have links to cyber criminal organizations
i financial resourcegotentially large
A determined sometimes irrational behavior

A examples: no example yet
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Cybercrime-organization

A one of the largest threat today for ordinary users and
organizations

A characteristics:
I motivations:
e financial profit
e well-defined objectives
e large scale attack campaigmsspace andime
I information gathering capabilitiegotentially advanced

e mainly using technical approaches, such as spyware, hacking into servers,
phishing, and social engineering

I technical expertiseadvanced
e can employ expert hackers

e can buy exploits, malware, and other advanced attack toolsraterground
markets

I financial resourcedarge
A examples: many ...
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State sponsored attacker

A strongest attacker, a.k.a. Advanced Persistent Threat
A well organized and rich in resources

A hasclearobjectives (espionage or sabotggperformsstrategic
planning and carries oulongterm, targetedoperations

A characteristics

I motivations:
e aligned with motivations and objectives of the sponsoring state
e mainly political or economical
i information gathering capabilitiestdvanced
e cyber espionage and surveillance tools
e traditional intelligence gathering (e.g., SIGINT)
I technical expertiseadvanced
e complex research, development, and training programs
e canemployor train experthackers
e can buyzero-day exploits malware, and other advanced attack totdgitimately

i e.g.,www.finfisher.com
i e.g, www.hackingteam.it

) i financial resourcedarge
A examplesAPT1RLA 61398 TAO
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The cyber underground

A the biggest underground economy fostered by the Internet

RE U J UlN I p E R HOME - RESEARCHSTORE - SERVICES - SUBSCRIPTIONS - COMSULTAMCY - DATA - RESC

L e - - [ h Reuters e
Tl |- Home = Press = Press releases = Cybercrime will Cost Businesses Owver $2 Trillion by 2019
Mon Jun @, 2014 6:38am EDT Related: TECH, CYBERSECURITY

Cyber crime costs global economy $445 billion a year:
report

LONDON

A what makes this possible?

i large amount of available value on the Internet
e real money, data, services, and computing resources
i exploitable weaknesses
e poorly maintained systems, confused users
i laws and regulations are-tllefined and hard to enforce
i ad hoc,scriptkiddie attacks\ large-scale, organized crime
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