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Malware

� mal icious and software
� software designed to infiltrate or damage a computer system

without the owner's informed consent
– Computer virus
– Worm
– Trojan horse
– Rootkit, backdoor
– Spyware
– Keylogger
– Adware
– Zombie,bot
– etc.
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Virus – why the name?

A virus is:
� Not a full program, “cannot live alone”
� It reproduces itself, spreads. (“Infection”)
� Some transfer media, user interaction might be needed
� Makes nasty things (or not)
Most so-called viruses is not a virus by this definition.

Worm: Can  reproduce automatically (no user needed)
Trojan Horse: The user things that the code is o.k., but it isn’t.
Rootkit, backdoor: remains on the computer and hard to find
Bot: participates in a distributed network for malicious activity.
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Virus classification

� boot sector
� file infector
� macro virus
� encrypted virus
� stealth virus
� polymorphic virus (modifications to avoid identification: 

encryption, inserting dummy code)
� metamorphic virus (the same, but not inserting dummy code, 

instead, code-that-does-the-same)
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Old-school file virus

� Modifies executable files, appends own code into them 
(how? - .com:simple .exe:a bit more difficult)

� Whenever the executable is loaded, the virus is started
� Might instantly check for one-more-all other executables 

(only .com/only .exe/all) and infect them
� Or just load into the memory, stay resident (TSR), and infect 

whenever we execute any program
� Might modify or “encrypt” itself at every infection – some 

“decryption” part is still the same (opportunity to recognize 
the virus)  
– 20 byte is enough for a basic encryption scheme
– Tricky modifications can be done by the virus
(e.g. xor ax,ax ; mov ax,0 ; sub ax,ax are the same)
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Other viruses („virii”)

� Boot virus: infects boot sector (if you leave a floppy in the 
drive, it loads the code, and then,…)

� Macro virus: Word/Excel macros affected
� Hardware level destroying virus: E.g. CIH bios clearing, or 

cd-rom firmware bugs
� BIOS virus: Code is stored in the BIOS – disinfection might 

be hard (one of the latest tricks, difficult)
� Encrypting (ransom) malware: Encrypts all the files, 

decryption only when you pay.
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Goals of the virus-writers

� Old times: just to show it is possible to write such code
(first virus ~1982)
� Be famous (or to collect- „vxers”)
� For fun
� Do harmful activities
� To write a better virus: harder to identify, harder to disinfect, 

faster spreading, 
� Earn money (� spam, fake virus scanners, phishing, 

passoword and credit card no. collection, ransom (by 
encryption), fake/rogue security software, etc.
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Potyog ós virus - cascade

� Back from 1987 – the starting time of the new era
� 1071 byte
� First virus that caused  mass infection in Hungary
� Encrypts itself in some form (no, not AES, nor RSA)
� Nasty code: after some time, characters started to fall off the 

screen
� TSR code
� http://www.youtube.com/watch?v=UWLg6tTeQRg
� Also check:  http://kannan.jumbledthoughts.com/index.php/21-virus-and-other-

malware-payload-videos/
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Potyog ós – in action
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Binary version of polimer virus – only ~1000 bytes
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Part of disassembled virus “polimer”
polimer proc far

start::
jmp loc_4
db 00h, 3Fh
db 7 dup (3Fh)
db 43h, 4Fh, 4Dh, 00h, 02h, 00h
db 40h, 00h, 8Dh, 36h, 80h, 00h
db 03h, 00h
db 14 dup (0)

data_59 db 'A legjobb kazetta a POLIMER kaze'
db 'tta !   Vegye ezt !    ', 0Ah, 0Dh
db '$'
db 'ERROR', 0Ah, 0Dh, '$'

data_60 dw 5
data_61 dw 147Dh
loc_1::

mov si,data_46e
mov di,data_49e
mov cx,30h
cld ; Clear direction
rep movsb ; Rep when cx >0 Mov [si] to es:[di]
jmp $-0BAh

loc_2::
jmp loc_10

loc_3::
jmp loc_9

loc_4::
mov al,0
mov ah,0Eh
int 21h ; DOS Services ah=function 0Eh

;  set default drive dl  (0=a:)
mov dx,data_36e
mov ah,1Ah
int 21h ; DOS Services ah=function 1Ah

;  set DTA(disk xfer area) ds:dx
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Sample polymorphic code – the basis 

Start:
GOTO Decryption_Code
Encrypted:

...
lots of encrypted code
...

Decryption_Code:
A = Encrypted

Loop:
B = *A
B = B XOR CryptoKey
*A = B
A = A + 1
GOTO Loop IF NOT A = Decryption_Code
GOTO Encrypted

CryptoKey:
some_random_number

From wikipedia
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The polymorphic equivalent

Start:
GOTO Decryption_Code
Encrypted:

...
lots of encrypted code
...

Decryption_Code:
C = C + 1
A = Encrypted

Loop:
B = *A
C = 3214 * A
B = B XOR CryptoKey
*A = B
C = 1
C = A + B
A = A + 1
GOTO Loop IF NOT A = Decryption_Code
C = C^2
GOTO Encrypted

CryptoKey:
some_random_number
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Macro virus

� became very common in mid-1990s since
– platform independent
– infect documents
– easily spread

� exploit macro capability of office apps
– executable program embedded in office doc
– often a form of Basic

� more recent releases include protection
� recognized by many anti-virus programs
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Rogue security software -wiki

I guess You expected a shorter list,…
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Limits of the malware

� A malware can fully control a computer
� Read memory, files
� Record keyboard, mouse, monitor activity
� Use webcam, microphone of the computer
� Find all archived information (emails, stored passwords, email, web 

history, stored files, etc.)
� A malware can hide itself very efficiently, currently it is almost always 

identifiable, but later…?  

� Security schemes with additional hardware needed (smart card, token, 
OTP generator –with/without challenge) – remember: the computer is still 
controlled by the attacker

� No easy solution on untrusted terminal problem
� Therefore it is essential to avoid malware infections
� Of course, in practice, malwares are not perfect,but: expect the worst 

case scenario.
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Worms

� replicating program that propagates over net
– using email, remote exec, remote login 

� has phases like a virus:
– dormant, propagation, triggering, execution
– propagation phase: searches for other systems, connects to it, copies 

self to it and runs

� may disguise itself as a system process
� concept seen in Brunner’s “Shockwave Rider”
� implemented by Xerox Palo Alto labs in 1980’s
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Worm propagation model
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Famous Worm Attacks

� Code Red
– July 2001 exploiting MS IIS bug
– probes random IP address, does DDoS attack
– consumes significant net capacity when active

� Code Red II variant includes backdoor
� SQL Slammer

– early 2003, attacks MS SQL Server
– compact and very rapid spread

� Mydoom
– mass-mailing e-mail worm that appeared in 2004
– installed remote access backdoor in infected systems

� Nowtimes: One after the other, hard to keep-up with new
worms/botnets
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Identification of malware

� Based on signatures (hard to make for polymorphic or
metamorphic code)
– In files (virus)
– In network traffic (worms, email viruses)
– In memory (infected hosts, e.g. botnet)
– Highly optimized (thousands of signatures should be detected)

� Based on behavior (anomaly detection, checking code (e.g. 
for unpacking), heuristic algorithms – scoring)
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Removal of malware

� First step: terminate running malware 
– As the malware might stop the removal tool
– The malware might detect our plans and do bad things (e.g. delete files) – unusual
– Some malware run in multiple tasks to avoid stopping
– Some malware are specially designed to download more malware – all should be 

removed

� The files of the malware should be identified 
– Based on signatures
– Check auto-start applications 
– Can be deep in the OS (modified kernel, modified BIOS)
– For traditional viruses: the code is injected into a binary executable

� Remove the malware
– Nowtimes, generally a simple file deletion is enough
– In traditional virus, the code should be extracted from the host software: hard task, virus

„killers” exist, but not for all virus
– Backdoors, or re-infection trick made by the malware should also be cleared (not very

common)
– The vulnerability should also be handled to avoid re-infection
– Some “junk” might remain

• including text files with collected passwords!)
• Most malware has a mechanism to avoid multiple infections – might be a trick to protect hosts
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Botnet

� RoBOT NETwork
� Gépek megfertőzése
� Fertőzött gépekből hálózat kialakítása
� Vezérlésre várakozás
� Támadás, vezérlésre (DDoS, spam, etc.)
� Frissítés
� További fertőzések stb.

� Legnagyobb botnetek mérete milliós nagyságrendű
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Botnet history
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DDoS – Botnet with IRC

Attacker

IRC server 1 IRC server n

Target

Internet

Attacking 
computers, 

zombies
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IRC-Internet Relay Chat

censored
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IRC botnets

� IRC botnets: A controller can send messages to a channel
� The messages are received by the bots on the same 

channel 
� (the servers relay the messages)
� The channel might be protected e.g. with password 
� (of course, this can be recovered from active bots or by 

sniffing network activity: IRC is a cleartext protocol)
� The messages contain the commands of the 

controller/owner
� Bots can test the authenticity of the messages in some 

fashion
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centralized vs. P2P botnet

hard (3)good (3)medium (2)hard (3)hard (3)P2P

easy (1)bad (1)small (3)easy (1)easy (1)centralized

Identification of the 
controller/ 

owner
SurvivabilityDelayBotnet detectionPlanning

•IRC-based and other centralized botnets have drawbacks
•A new trend for botnets is using P2P technologies 
•DHT (distributed hash tables) based techniques are common
•However, e.g. delay might be higher for P2P botnets
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How to determine the size of the botnet?

� The size of the botnet is an important parameter. A large 
botnet can be more dangerous

� Counting individual IP addresses can give false results (e.g. 
bots behind NAT)

� The size of the botnet constantly changes – counting can 
also take time -> error

� IRC based botnets: activity of the bots might be visible, easy 
to count

� P2P botnets: e.g. doing queries in the DHT; sometimes the 
botnet uses IDs to identify individual bots – last ID might be 
queried
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What to do against botnets

� Identification, size estimation
� Upgrade, patch against vulnerabilities (sometimes the patch 

gives hints to the attackers)
� Patch the vulnerable hosts remotely: illegal
� Find the owner of the botnet (hard task)
� Get control over the botnet (better botnets, harder to do)
� Support removal (by tools, knowledge): slow
� Eliminate upgrade possibilities (e.g domains, web pages) or 

control mechanism (disable communication, injecting code): 
harder and harder
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Conficker botnet

� MS08-067 vulnerability is used
� A,B and C variants exist
� Conficker is a DLL
� Using the vulnerability it inserts itself into the system as a 

system service
� Also uses USB drives to infect – DLL + rundll32.exe (turn off 

auto-run for USB drives!)
� Update: Time-seeded random domain names are used to 

download encrypted binaries by HTTP.

� Source: Analysis of honeynet.org
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Vulnerability used by Conficker

� Vulnerability: NetpwPathCanonicalize() in netapi32.dll. On 
an established SMB channel (port 445), a path string is 
canonicalized. E.g. aaa\bbb\..\ccc -> aaa\bbb

� With a specially crafted path string it is possible to move 
beyond the start of a stack buffer and overwrite return 
address (not a classical buffer overflow, but similar)

� PEB shellcode is used, “00” bytes are avoided with an xor
encryption routine
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� Conficker hooks some system calls
� E.g. DNS: to filter out for antivirus websites
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NetpwCanonicalize hook

� First of all: no other botnets should be able to infect this 
computer

� Conficker: if “\..\” is found, then the “shellcode” is checked.
� Can decide if the exploit is coming from another conficker

instance
� If a special “http://..” string is found in the data, conficker tries 

to use this to update itself.
� The behavior of the function is slightly modified ->ability to 

detect the bot
� Update checking: if RSA signature does not exist -> no 

update (SHA-1, 1024 bit RSA -> latest Conficker 4096 bit 
RSA + unknown hash)

� SHA-1 is from OpenSSL library
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Upgrade mechanism

� Domain flux: For the update, conficker A/B generates 250-
250 random domain names, daily.

� Antivirus companies tried to preregister them
� Conficker.C uses 50.000 domain names, daily
� The PRNG is seeded by the current time 
� Time synchronization: downloads web pages (google, 

yahoo,…) and uses the time data (day, month, year) in the 
HTTP response
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Conficker domain generation algorithm



Malware and botnet 36

Conficker upgrade

� The generated domain name is checked for updates
� Updates are protected with RSA signatures 

– public key is in the bot itself
– 1024 bit long in Conficker.A, 4096 bits for the other variants
– The public key is a good signature to search for (bot identification)
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Conficker blacklists

� Blacklist of network addresses is used by conficker
– To avoid identification by these targets
– To avoid scanning low-yield networks (expecting that most of the

computers are patched here)

� E.g. IP addresses of  the following companies are included:
Kaspersky
Trend Micro
Symantec
McAfee
F-Secure
Avira
Bitdefender
Microsoft Corp.
Microsoft Education
Microsoft License
Microsoft Visual Studios
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Removal of Conficker

� Conficker detects removal tools and tries to avoid removal
� Conficker code is packed (polymorphic) on the network or in

the file system
� However, on the target computer the code is unpacked while

running
– Easier to detect running processes

� The code is stored under random file names 
– not fully random (depends on the variant)

� Special flags and security settings on the file is used
� Every instance should be removed to avoid re-infection
� A trick: Conficker uses OS mutexes to avoid running multiple instances. 

The mutex generation is based on CRC. Might be used to avoid re-
infections.
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Hidden Conficker file
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How to identify bots in Conficker

� DNS sinkhole – antivirus countermeasure
� Update DNS names (getting queries from infected 

computers): although cannot inject any code as RSA 
signature might fail, the querying computer can be identified.

� Scanning on infected computers, removal tools –
problematic

� Using the P2P approach of conficker
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Conficker.C

http://mtc.sri.com/Conficker/addendumC/



Malware and botnet 42

Summary

� It was a long road from a single virus to the current 
sophisticated malware and botnet

� Every malware is different
� We must understand how they work to be able to protect 

against them
� Although lot of things has been shown, still only a small 

fraction of the knowledge about malware was included in the 
current slides

� No perfect protection exists currently
� Infrastructural changes might be needed in the future


