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)} Security is risk management

!l risk management:

Wikipedia: risk management is the identification,
assessment, and prioritization of risks followed by
coordinated and economical application of resources to
minimize, monitor, and control the probability and/or
impact of unfortunate events or to maximize the
realization of opportunities.

CISA Review Manual: Risk management is the process of
identifying vulnerabilities and threats to the information
resources used by an organization in achieving business
objectives, and deciding what countermeasures, if any,
to take in reducing risk to an acceptable level, based on
the value of the information resource to the organization.
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:}. Security is risk management

I'risk:
¥ Merriam-Webster (1): possibility of loss or injury

¥ Dictionary (1): exposure to the chance of injury or
loss; a hazard or dangerous chance:

¥ Wikipedia: Risk is the potential that a chosen action
or activity (including the choice of inaction) will lead
to a loss (an undesirable outcome). The notion
implies that a choice having an influence on the
outcome exists (or existed).
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. More concepts

11 vulnerability = a possibility to attack
¥ flaw or weakness in the hardware, software or design
¥ ex: software bugs
!l threat agent (= attacker)
!l threat = potential for a threat agent to exploit a vulnerability
¥ ex: disk is not encrypted, but the device is fixed anyway
¥ also need motivation for an attacker

11 risk = threat realization with considered impact
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ék Risk management (simplified)

risk manager
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él\ Goal of risk management

11 vulnerabilities = threats m incidents = losses

[ Goal: Minimize the costs associated with risks (threats) }
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Plan
(What, when,

Monitor \ , Assess
and Report J b (Identify and
\ analyze)
Handle

(Mitigate the
risk)

source: Systems Engineering Fundamentals. Defense Acquisition University Press, 2001
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:}. Risk management standards

11 ISO/IEC 27000 series - Information security management
systems

¥ 27005:2011 - Information security risk management

¥ generally accepted guidelines of implementing information
management systems and also serves to perform audits

¥ open source support: Enterprise Security Information System
(ESIS)

I NIST SP 800-30
11 ISACA Risk IT
!l Open Source Security Testing Methodology Manual (OSSTMM)

11 ISO/IEC 15408 - Common Criteria for Information Technology
Security Evaluation (abbreviated as Common Criteria or CC)
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ék Risk Management process (ENISA)

Interface to other operational and product processes ‘
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European Network and Information Security Agency (ENISA), ORisk Management: Implementation
principles and Inventories for Risk Management/Risk Assessment methods and tools,O June 2006
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‘}. Risk management phases

I'l risk governance (RG) | !!risk assessment (RA)
¥ risk mgmt context ¥ risk analysis
¥ define criteria ‘ -lidentification
~!profile definition ~lestimation
-Irequirements
N ¥ resources

f ¥ risk evaluation

{11 risk monitoring and
review (RM)

¥ monitoring

¥ communication

¥ awareness
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ék Risk Management process (Risk-IT)

Risk Governance

ISACA, ORisk-IT framework,0 2009
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. - RG
%}\ Decision-makers

I'l senior management

I'l chief information officer (CIO)

I'linformation system security officer (ISSO)

I'l system and information owners

I'l security practitioners (sysadmins, security specialists)

I'l security awareness trainers

ISACA, ORisk-IT framework,O 2009
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}\ Risk management planning and governance

/
I'l develop an enterprise risk management strategy
I'l establish and maintain a risk management plan
¥ risk appetite
¥ risk tolerance

I'l ensure that IT risk management is embedded in
the system

¥ integrate with business processes
I'l provide resources for risk management
I'l establish responsibilities and accountability

[ generic control of risk management }
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4 RG
: }\ Key factors to success

I continuous support from top management

I central management B common strategy

I successful integration with business processes

I optimize tasks and controls (avoid over-control)

I compliant with companyOs business philosophy

I continuous training

I never-ending process!

ENISA, ORisk Management: Implementation principles and Inventories
for Risk Management/Risk Assessment methods and tools,O June 2006
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i . . RG
m}\ Behavior towards risks

’ ISACA, ORisk-IT framework,® 2009

11 risk appetite: the property of engaging with risks
¥ risk-averse B risk-neutral B risk-taking

11 risk tolerance: tolerance towards the difference from the
risk level as defined in risk appetite

Figure 7—Risk Map Indicating Risk Appetite Bands
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" _ RA
%}\ Risk assessment
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NIST SP800-30, ORisk Management Guide for Information Technology Systems,0 July 2002
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}\ Risk assessment RA }\ Risk analysis — flowchart

/ /

Il Risk assessment
¥ identification

-Ipersons, assets and system info

3:$,33@8;
1C7232

-Itechnical / mgmt / operational controls
-linformation gathering B info sources
-Ithreat sources D attacker model

-lvulnerability identification

¥ analysis / estimation
-Icontrol analysis D security options (ROSI)
-Icategorize threats by likelihood

-limpact analysis B system critical incidents i 2
¥ evaluation (%72;&5549 (%72;:5,5549
-Irisk determination

NIST SP800-30, ORisk Management Guide for Information Technology Systems,0 July 2002
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s . . . . RA y . e RA
%}\ Measuring risks: simplified %}\ Percieved composite risk (PCR)
/ / L.D. Bodin, L.A. Gordon, M.P. Loeb,
I Annualized Loss Expectancy (ALE) assume ’ o ey ok maragemen.{
¥ ALE = ARO * SLE = ARO * AV * EF PX=]=.1 forx=01,2E,9

here x is in $ million
-IARO B Annualized Rate of Occurrence (likelihood) W xis in $ millions

) Il expected loss
-1AV b Asset Value (impact) P

9
E[X]=) x-PX=x]
x=0
- Problems Il expected severe loss
9
E[severe loss] : x P[X x]

-1EF D Exposure Factor
Il example:
¥ prob. of a server failing 0.01
¥ data worth $500.000
¥ most probably 30% destroyed
ALE = 0.01 *$500000 * 0.3 = $15000

x 8
Il standard deviation of the loss
9
Vil e EXTPE xI
x 0

{ PCR=E[X]+[Bl 4 -Hsevereloss} [ /4}o ]
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ék PCR: calculate weights RA

11 CISO decides about the importance of these factors
¥MA+B+C=1and AB,C>0
¥ weights calculated using Analytic Hierarchy Process (AHP)
(check on Wikipedia, itOs quite interesting)
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‘}. ALE method’s “failure” RA

Il ALE method®s OfailureO
¥ too many details
-ldifficult to implement
-Inumber of scenarios is too high
¥ technology view on risk
-Ideterministic rather than probabilistic
¥ dependence on information
'l new methods
¥ simplify risk analysis
¥ mostly short-term

K. Soo Hoo, OHow Much Is Enough? A Risk-

Management Approach to Computer
Security,O PhD thesis, Stanford 2000
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:}. PCR example

|'A 04,B=04,C=0.2

Losses from an infmation security bach (in $ millions)

_HIIIHHIHH

1 Probability of Loss Proposal 1

| Probability of Loss Proposal 2 0 0 Zlolw]l B0 ] 2]© 0
] Probability of Loss Proposal 3 3 2 0 0 0 O .05 .0 .1 3 0
Probability of Loss Proposal 4 0O 0 0 0O O O O 45 45 1 0
- Standard Perceived
Loss E[X] Sewere Loss | Deviation of Composite Risk
E[X|X Ej Loss & PCR
Proposal 1 2.872 7.636
- Proposal 2 52 1.6 1.990 7.79%
) Proposal 3 4.35 35 4.028 9.864
; Proposal 4 7.65 45 0.654 12.477
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RA

‘}. Improved methods

{ simplify B tractable way to analyze risks ]

I'l Integrated Business Risk management framework
¥ focuses on impact and added value
¥ security like other business risks
¥ simplifies management
I'l valuation-driven methods
¥ no data
¥ ignore incident likelihoods and focus on asset value

¥ suffer the simplification
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}\ Improved methods (cont’d)

7/

Il scenario analysis
¥ often used to dramatize impact (by consultants)
¥ limited scope

'l good practices
¥ common engineering response
¥ conformance to policies results in (some) protection
¥ also protects against liability claims
¥ de-coupled from data collection and analysis
¥ efficiency depends on

-Icompliance costs

-Iprocess to define practices / rules

© Mark Felegyhazi, CrySyS Lab,
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4 . . RT
%}\ Risk treatment — options
7/
!l avoidance
!l mitigation :
¥ eliminate incidents D testing detel:mlne the 1
¥ reduce impact appropriate controls

!l sharing / transfer
¥ disclaimer: no party is responsible
¥ agreement: responsibility transferred
¥ compensation
-Irisk pooling: share losses
-Irisk hedging: bet for losses
Il acceptance / retention

¥ self-insure partially from:

Blakley, B. and McDermott, E. and Geer, D., Olnformation
¥ accept losses security is information risk management,O Proceedings of
the 2001 workshop on New security paradigms, 2001
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:}. Quantitative risk management

!l qualitative ) quantitative methods =) share information
1 Key enabler: information = data (potentially historic)
¥ vulnerabilities
¥ incidents
¥ losses
¥ effectiveness of countermeasures
Il steps
¥ register incidents B proper forensics
¥ report
¥ summarize in a central(ized) database
!l driving force
¥ insurance ??? (more in Chapter 10)
¥ governments ?
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51\ Risk treatment — controls

11 select risk treatment controls
¥ prevention
-Ifirewall, authentication, locks
¥ detection
-1IDS
¥ recovery
-lbackup, forensics
¥ management
-lbetter data center for security information collection
-linformation sharing (more in Chapter 6)
¥ training / awareness
-lemployee training sessions
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ék Risk treatment — action plan -

{action plan = prioritize + implement actions / controls J

!'l prioritize controls / actions
¥ cost-benefit analysis (more in Chapter 4)
¥ importance of risk (impact)

¥ effectiveness b difficult quantify benefit of unrealized losses
(ROSI)

I get approval for the action plan B top mgmt support is essential
'l implement the action plan

¥ develop a policy w/ security policy

¥ assign responsibility

¥ performance measures and reporting
!l residual risks and acceptance
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s . T . RM
%}\ Risk monitoring and review

I'l review and update processes and policies
I'l document each stage of the risk management process
¥ development and action plan (reasons and analysis)
¥ changes and efficiency
¥ legal basis
¥ reuse of information
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3}\ Risk communication

Figure 9NIT Risk Communication Components

Expectation
Strategy, Policies,
' Procedures,
Awareness,
Training, etc.
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Risk Profile, Capability: |

Key Risk Indicato © Risk Management

Loss Data, etc. ', Process Maturity:

ISACA, ORisk-IT framework,0 2009
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:}. Reading for next time

Il Gordon, L.A. and Loeb, M.P.,
The economics of information security investment, ACM
Transactions on Information and System Security
(TISSEC), vol 5 nr 4, 2002

optional:

1l Gordon, L.A. and Loeb, M.P. and Lucyshyn, W.,
Information Security Expenditures and Real Options: A
Wait-and-See Approach, Computer Security Journal, vol.
19 nr. 2, 2003

11 BShme, R. and Moore, T., The iterated weakest link, IEEE
Security and Privacy vol 8 nr 1, 2010
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