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: k Denial of Service Attacks

The Denial of Service (DoS) is an action that prevents or
iImpairs the authorized (normal) use of networks, systems
or applications

Typically by exhausting resources such as CPU, memory,
bandwidth, and disk space

,Magic packet " DoS attacks: A simple error in a software
component can be used for DoS. A single packet might
cause DosS.

Always an active attack

Accidental ,hangs” of the system are not considered as
attacks.

Distributed DoS = multiple (often zombie, relay) sources
used for the attack
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§/,\ Unintentional DoS

A DoS condition, when there is no attacker

E.g. “slashdot”(.org), digg(.com) effect; special events
(WTC, ticket sites, etc.)

Television-URL effect (e.g. http://www.realgravy.co.uk/)

From the administrator’s point of view, hard to distinguish if
there is an attack or there is a software/hardware failure or

just too much traffic — even detection of a DoS attack is
problematic

DoS is a problem that is very hard to handle

In the nature, DoS is generally not a problem, multiple
“servers”, physical separation

In the world of computers, every resource is individual and
thus attackable
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§k Examples for DoS

Ping of death (,magic OS Result of PoD
packet”) / an IP packet larger Win 95 crash

than 216 by_tes by AIX 0S dump
fragmentatl.on Linux Reboot / kernel

A malformed, single ICMP packet <2.0.13 |panic
could freeze a computer.

Solution: Upgrading to a corrected Win NT | Mixed results
version of the software HPUX crash
component (IP stack in this
case)

Flooding attack
SYN Flood
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§k “Normal” Client-server model

Client-server model

E.g. HTTP query: answer is a web page. SMTP connection:
guery is a mail, answer is “ok, received”

Typically multiple steps
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: k DoS-Denial-of-Service

Many queries from one source: slower answer, overloading

Above a limit, users do not accept the service quality
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% k DDoS — Distributed Denial-of-Service

/

Many attacking sources, huges traffic:DoS
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§k Flooding attack

Flooding attack
Lot of packets (typically ICMP, UDP) are sent to a destination

Bandwidth depletion, usually spoofed addresses and distributed (botnet,
zombie network)

A typical case is drawn below.

Filtering, as a solution against flooding attacks:
* Not possible at gateway B (already in trouble)
 Who manages Gateway A?

* Not easy to filter out spoofed sources — Filtering m ight cause another
DoS attack (spoofed legitimate host might result fil tered legitimate
clients)

» Filtering is not easy if the attack is highly distr ibuted
Huge bandwidth here

Lower bandwidth here:
/ Bandwidth problems first appear at this point
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§k SYN flooding

TCP 3-way handshake, normal communication
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.. SYN Flood (2.)

The attacker sends thousands of SYN messages from a (possibly)
spoofed source address

The server (S) answers with SYN-ACK messages to the spoofed
sources

This depletes the bandwidth at the server (S)

More important:
* The server (S) should maintain the status for those half-open
connections.
« This will only be deleted after a number of resend attempts
» The server will be loaded with half-open connetions
. Isgistimate users might not be able to establish new connections. ->
0

Backscatter/reflection attack : The answers sent from the server (S) to
the “spoofed” source addresses might deplete bandwidth at remote
targets

These third parties might think that the attack is originating from the
server (S)

Also possible with spoofed e-mails, ICMP packets, DNS gueries, etc.

Example: Squid web proxy: Even if access is denied, an unauthorized
connection might result in a DNS query to remote hosts
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-}, DoS ampilification
“Two basic ideas

« Multiple replies to a single query

[ ] [ ]
- -

* Reply is much larger than the query

[ ] [ ]
- -
!ll
—
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§k DoS Amplification with DNS

[ ] [ ]
- -
" +
—

Query: ~60 bytes

Answer: possibly 4000 bytes, e.g.
“xxx.special-domain.sthg IN TXT AAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

Amplification: 66x-73x
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§k DoS - DNS amplification

[ ]

DNS server 1

] " ]
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, DNS server 2
I:I \
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DNS server 3 —=

—
DNS server 4

Victim

*The attacker sends spoofed queries

*The servers answer to the spoofed source address, to the Victim

*The victim receives huge traffic

«Countermeasure: Do not allow recursive queries to DNS servers to anyone
(the DNS server would deny to answer the query,

sends only a small packet back to the Victim
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§k DDo0S — Botnet with IRC

Attacker

Internet

IRC server 1 IRC server n

Attacking
computers,
zombies
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2 / Example : DDoS attack agains root
/™~ DNS servers

There are 13 root DNS servers
Some of them represent multiple physical hosts (205 “sites” total)
Largest attacks: 21/0Oct/2002, 6/Feb/2007, 8/Feb/2007
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= k Attacks against the root DNS servers
/

There are a number of examples of large-scale DDoS
attacks

Serious threat for many services
An example is the 2007-2008 DDoS on root DNS servers

The root DNS servers could withstand the attacks in 2007
and 2008. They still have enough capacity to survive.

There are 13 root servers due to the limit of ,compatibility
mode” 512 bytes DNS query

The capacities are further expanded, but new botnets have
multi-million nodes.

If root servers stop = internet hangs
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EI/\ Future DoS threats

Flooding attacks are just the beginning

More sophisticated, higher level attacks to come

 The computation power needed for some crypto protocols
can be used for a DoS attack

 Downloading some special pages from a web server could
make much higher load than other pages (a single keep-alive
HTTP connection can eat up 20Mb (for a PHP script))

Possible countermeasures:

« Stateless protocols — helps avoid memory consumption
during the start of the protocol

e Client-side puzzle — The client should solve a puzzle (takes
CPU time or memory) before participating in the protocol
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-}, Handling DoS problems is hard

The current infrastructure of the Internet does not allow us to handle
these problems:

-Spoofing is possible, no mandatory authentication, no possibility to
trace back spoofed packets

-Zombie, unsafe computers: no possibility to filter out computers
permanently, no penalty on owners of attacking zombies

-Routing protocols etc. have strict hierarchy and do not support special
methods, e.g. end party cannot ask ISP’s router to filter out
something

-Law enforcement is not global: In some countries, DDoS is not a sin.
(Estonia 2007):

it's not the fault of some people who want to crash it but instead
the systems' for blocking their users due to technical limitations.
So if | shot someone to death it's not my fault for shooting them,
but theirs instead because of technical limitations of their body.

-Still, there are possibilities, but not a universal “silver bullet” solution
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§k Handling DoS — main options

Attack prevention

backup resources (HA systems, anycast-multicast, mirror networks), special
protocols, resource contraints

Attack detection and filtering (during the attack)

Statistical methods to identify attacks, attackers, filtering out attackers, changing
system behavior during attacks

Attack source traceback and identification (during and after
the attack)

Identify spoofers or networks where attackers reside, etc.
e.g. probabilistic packet marking
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= Protection against DoS based on traffic level

=
/- _measurements

Basic idea: attackers have higher traffic intensity than
normal users, If otherwise the packets are
undistinguishable

If it IS not true: There is no chance to protect against DoS

> > Server

DoS front end
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BME

k SMTP server performance — DoS and SPAM

/

Don’t think that e-mail delivery is so fast!

MTA Avg, throughput | 5td, Dev
(email/'sec)
Qmail 3637 | 35
[ Exim 30.06 029
[ Postfix 6333 [ 46
Sendmail 27 62 0353
MS Exchange 727 049

With virus scanning

setup Total time | Std Avg. de- | S
to delver | dev livery rate | dev
(5) (e-mail /
sec)
Exim, amavisd-new, | 3723 177 403 (.08
clamscan
Exim, amavisd-new, | 2205 6.36 6.81 0.19
clamd

© Dr. Bencsath Boldizsar, Hiradastechnikai Tanszék

Budapesti M szaki és Gazdasagtudomanyi Egyetem



§k Spam filtering is slow

Speed with spam filtering

setup Avg. total | Std Avg.  de- | 5iud
time  to | dev livery rate | dev.
deliver

Spamassassin, 294.0 14.1 5.11 02

razor, bayes and fix

message _

Spamassassin, ra- | 9450 7.0 1.59 0.1

zor, baves and ran-
dom message
Spamassassin,  lo- | 4480 155 3.38 02
cal_tests_only, ran-
dom message
Spamassassin, 4580 ) 327 01
no razor, bayes, ran-
dom message
Spamassassin, 9751 74 154 01
razor, no bayes, ran-
dom message
Spamassassin, 7895 9.6 1.90 0.1
razor, mysql-
bayves, and random
message
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§k That means: very vulnerable

Test messages: body size of 4kb, random text
Exim, virus+spam filtering = 1.58 e-mails/sec

1.58e-mails/sec*4kb=6.32 kb/sec payload, ~50kbps, with
overhead ~64kbps

Using only 64kbps we can overload an SMTP server with
content filtering!
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:}. SPAM

Spam is the abuse of electronic messaging systems to
send unsolicited bulk messages

Spamming remains economically viable because
advertisers have no operating costs beyond the
management of their mailing lists, and it is difficult to hold
senders accountable for their mass mailings.

Ham: a message that is not spam
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%k SPAM background in the Hungarian law

E-mail cim: Ha személyhez kothet , akkor személyes adat

Személyes adat csak a tulajdonos engedélye alapjan kezelhet (célhoz
kototten, pontosnak kell lennie, gondoskodni kell a tarolas vedelmér |,
stb. -> Adatvédelmi Torvény)

Reklam: olyan tajékoztatas, amely termék, szolgaltatas, ingatlan, jog és kotelezettség
(a tovabbiakban: aru) értékesitését vagy mas modon tortén igénybevételét és a
vallalkozas nevének, megjellésének, tevékenységének népszer sitését, tovabba aru
vagy arujelz megismertetését mozditja el (a tovabbiakban: reklam)

Az elektronikus hirdetesekre vonatkoz6 magyar jogi szabalyozas
szerint [2001. evi CVIII. térvény (Ekertv.) €s 2008. evi XLVIII. térvény
(Grt.)] csak annak kuldhet elektronikus levelezés vagy azzal
egyenerték egyéni kommunikacios eszkoz (pl.: SMS, MMS, fax) utjan
elektronikus hirdetes, aki ehhez el zetesen, egyértelm en és
kifejezetten hozzajarult. A térvény 2008. szeptember 1-jét kdvet en
hatalyos modositasa alapjan ez a kritérium csak a term észetes
szemeélyek esetében alkalmazandd
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%k SPAM: Background in the Hungarian law
/

(2) Hozzajaruld nyilatkozat barmely olyan médon tehet , amely tartalmazza a
nyilatkozo nevét és lakcimét, illetve - amennyiben a reklam, amelyre a
hozzajarulas vonatkozik, csak meghatarozott életkoru szemeélyek szamara
kozo6lhet - sziiletési helyét és idejét, tovabba azoknak a személyes adatoknak
a koret, amelyek kezeléséhez a nyilatkoz6 hozzajarul, valamint a hozzajarulas
onkentes eés a megfelel tajékoztatas birtokaban torten kifejezéset.

Hozzajarulas nélkil tehat a reklamlevel alapvet en tilos.

Fontos: Nem szemelyhez kotott e-mail cimre kildott reklam
ktlonleges eset lehet. (info@cegnev)
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= /,\ A teljes paragrafus

6. 8§ (1) Ha kulon torvény eltér en nem rendelkezik, reklam természetes személynek mint reklam cimzettjének kozvetlen
megkeresése modszerével (a tovabbiakban: kdzvetlen Uzletszerzés), igy kuléndsen elektronikus levelezés vagy azzal
egyenérték mas egyéni kommunikacios eszkdz utjan - a (4) bekezdésben meghatarozott kivétellel - kizarélag akkor
kozdélhet , ha ahhoz a reklam cimzettje el zetesen egyértelm en és kifejezetten hozzajarult.

(2) Hozzajarulo nyilatkozat barmely olyan modon tehet , amely tartalmazza a nyilatkozo nevet, illetve - amennyiben a reklam,
amelyre a hozzajarulas vonatkozik, csak meghatarozott életkord személyek szadmara kézélhet - sziletési helyét és idejét,
tovabba azoknak a személyes adatoknak a korét, amelyek kezeléséhez a nyilatkoz6 hozzajarul, valamint a hozzajarulas
onkéntes és a megfelel tajékoztatas birtokadban tortén kifejezéseét.

(3) Az (1) bekezdés szerinti hozzajaruld nyilatkozat barmikor korlatozas és indokolas nélkil, ingyenesen visszavonhatd. Ebben
az esetben a nyilatkozé nevét és minden egyéb személyes adatat az (5) bekezdésben meghatarozott nyilvantartasbol
haladéktalanul torélni kell, és részére reklam az (1) bekezdésben meghatarozott médon a tovabbiakban nem kozolhet .

(4) A postardl szolé 2003. évi Cl. térvényben meghatarozott cimzett reklamktldemeényben reklam természetes személy mint a
reklam cimzettje részére kdzvetlen Uzletszerzés Utjan a cimzett el zetes és kifejezett hozzajarulasanak hianyaban is
kuldhet , a reklamozé és a reklamszolgaltaté azonban koteles biztositani, hogy a reklam cimzettje a reklam kildését
barmikor ingyenesen és korlatozas nélkil megtilthassa. Megtiltas esetén az érintett személy részére reklam kdzvetlen
Uzletszerzés utjan a tovabbiakban nem kuldhet .

(5) A reklamozd, a reklamszolgaltato, illetve a reklam kdzzétev je - az (1) bekezdés szerinti hozz§jarulasban meghatarozott
kérben - a naluk hozzajaruld nyilatkozatot tev személyek személyes adatairdl nyilvantartast vezet. Az ebben a
nyilvantartasban rogzitett - a reklam cimzettjére vonatkozo - adat csak a hozzajarulé nyilatkozatban foglaltaknak
megfelel en, annak visszavonasaig kezelhet , és harmadik fél szamara kizarélag az érintett személy el zetes
hozzajarulasaval adhato at.

(6) A (3) bekezdeés szerinti visszavond nyilatkozat megtételére, illetve a reklam kildésének (4) bekezdés szerinti megtiltasara
mind postai uton, mind pedig elektronikus levél Gtjan lehet séget kell biztositani Ugy, hogy a nyilatkozatot tev személy
egyeértelm en azonosithato legyen.

(7) Az (1), illetve a (4) bekezdésben meghatarozott médon k6zoélt reklamhoz kapcsolédoan egyértelm en és szembet n en
tajékoztatni kell a cimzettet arrdl a cimr | és egyéb elérhet ségr |, ahol az ilyen reklamok részére tortén kodzléséhez vald
hozz4jarul6 nyilatkozatanak visszavonasa, illetve a reklam kildésének megtiltasa iranti igényét bejelentheti, tovabba - a
(4) bekezdés szerinti esetben - ebb | a célbdl az ugyanazon reklamozé érdekében ugyanazon cimzett részére 2009.
oktéber 1-jét kdvet en els alkalommal kildott reklamkildeménynek tartalmaznia kell a lemondést lehet veé tev , postai
aton cimzett, téritesmentesen feladhato és konyvelt kildeményként, igazolhaté médon kézbesitett valaszlevelet.

(8) Az (1) bekezdés szerinti hozzajarulo nyilatkozat kérésére vonatkozé kdzvetlen megkeresés reklamot nem tartalmazhat, ide
nem értve a vallalkozas nevét és megjeldlését.
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§k The first e-mail SPAM - history

Mail-from: DEC-MARLBORO rcvd at 3-May-78 0955-PDT
Date: 1 May 1978 1233-EDT

From: THUERK at DEC-MARLBORO

Subject: ADRIAN@SRI-KL

To: DDAY at SRI-KL, DAY at SRI-KL, DEBOER at UCLA-CCN,

ZOSEL@LLL-COMP

DIGITAL WILL BE GIVING A PRODUCT PRESENTATION OF THE NEWEST MEMBERS OF THE
DECSYSTEM-20 FAMILY; THE DECSYSTEM-2020, 2020T, 2060, AND 2060T. THE

DECSYSTEM-20 FAMILY OF COMPUTERS HAS EVOLVED FROM THE TENEX OPERATING SYSTEM
AND THE DECSYSTEM-10 <PDP-10> COMPUTER ARCHITECTURE. BOTH THE DECSYSTEM-2060T
AND 2020T OFFER FULL ARPANET SUPPORT UNDER THE TOPS-20 OPERATING SYSTEM.

THE DECSYSTEM-2060 IS AN UPWARD EXTENSION OF THE CURRENT DECSYSTEM 2040

AND 2050 FAMILY. THE DECSYSTEM-2020 IS A NEW LOW END MEMBER OF THE

DECSYSTEM-20 FAMILY AND FULLY SOFTWARE COMPATIBLE WITH ALL OF THE OTHER
DECSYSTEM-20 MODELS.

WE INVITE YOU TO COME SEE THE 2020 AND HEAR ABOUT THE DECSYSTEM-20 FAMILY
AT THE TWO PRODUCT PRESENTATIONS WE WILL BE GIVING IN CALIFORNIA THIS
MONTH. THE LOCATIONS WILL BE:

TUESDAY, MAY 9, 1978 - 2 PM
HYATT HOUSE (NEAR THE L.A. AIRPORT)
LOS ANGELES, CA

THURSDAY, MAY 11, 1978 - 2 PM

DUNFEY'S ROYAL COACH

SAN MATEO, CA

(4 MILES SOUTH OF S.F. AIRPORT AT BAYSHORE, RT 101 AND RT 92)

A 2020 WILL BE THERE FOR YOU TO VIEW. ALSO TERMINALS ON-LINE TO OTHER
DECSYSTEM-20 SYSTEMS THROUGH THE ARPANET. IF YOU ARE UNABLE TO ATTEND,
PLEASE FEEL FREE TO CONTACT THE NEAREST DEC OFFICE

FOR MORE INFORMATION ABOUT THE EXCITING DECSYSTEM-20 FAMILY.
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-}, SPAM - importance
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§k Full header of an emaiil

Return-path: <nlaw518@gmail.com>

Envelope-to: boldi@crysys.hu

Delivery-date: Wed, 11 Mar 2009 08:18:14 +0100

X-Spam-Flag: YES

X-Spam-Score: 72.787

x_ S p am- Level *kkkkkkkkkkkkkkkkhkkkhkhkkkhkhkkkhhkkkhkhkkkhhkhkhhkkhkhhkhkhhkkhkhhkkhhkkhhkkhkhkkkhixk

X-Spam-Status: Yes, score=72.787 tagged_above=0.1 required=6.3 tests=[AWL=8.853, BAYES_ 99=10, DCC_CHECK=2.17,
DRUGS_ANXIETY=0.343, DRUGS_ANXIETY_EREC=0.001, DRUGS_ANXIETY_OBFU=0.155, DRUGS_DIET=0.001,

DRUGS _DIET_OBFU=0, DRUGS_ERECTILE=2.2, DRUGS_ERECTILE_OBFU=1.229, DRUGS_MANYKINDS=0.13,
DRUGS_SLEEP_EREC=1.09, FB_CIALIS_LEO3=1.441, FB_MED1CAT=1, FRT_DISCOUNT=1.81, FRT_VALIUM1=1.59,
FRT_VALIUM2=1.301, FRT_WEIGHT2=2.121, FUZZY_AMBIEN=1.026, FUZZY_CPILL=0.001, FUZZY_MEDICATION=2.717,
FUZZY_MERIDIA=2.374, FUZZY_VLIUM=0.001, OBFU_1=0.5, OBFU_BAYES=5, RCVD_IN_BL_SPAMCOP_NET=1.96,
RCVD_IN_NOMOREFUNN=1.3, SARE_OBFU_CODEINE=0.833, SARE_OBFU_MEDS=2.777, SARE_OBFU_PART_IUM=0.978,
SARE_OBFU_PHARM=2.222, SARE_OBFU_PHARM_POX=1.666, SARE_OBFU_VALIUM=1.666, SARE_OBFU_XANAX=2.222,
SARE_SUB_MEDS LEO=2.222, SPF_NEUTRAL=0.686, TVD_VISIT_PHARMA=0.001, URIBL_BLACK=4.2,
URIBL_JP_SURBL=1.501, URIBL_SBL=1.499]

Received: from shamir.crysys.hit.ome.hu ([10.105.1.254]) by localhost (ss.crysys.hu [10.105.1.55]) (amavisd-new, port 10023) with
ESMTP id wax56cZmEL2r; Wed, 11 Mar 2009 08:18:11 +0100 (CET)

Received: from 80-218-100-154.dclient.hispeed.ch ([80.218.100.154]) by shamir.crysys.hit.ome.hu with smtp (Exim 4.63)
(envelope-from <nlaw518@gmail.com>) id 1Lhlhd-0001V8-Ti; Wed, 11 Mar 2009 08:18:10 +0100

From: "Trinidad Pickett" <boldi@crysys.hit.ome.hu>

To: "Shelly Bullock™" <boldi@crysys.hit.ome.hu>

Message-ID: <SXCcunj52fmunmboldi@crysys.hit.ome.hu>

Content-Type: text/plain;

Content-Transfer-Encoding: 7Bit

Date: Wed, 11 Mar 2009 00:17:56 -0800

Subject: **SPAM*** **SPAM*** The only medlcation for welght IOss that does work
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SPAM and antl-SPAM technigues

Evolution of the spam:

Original spam: Normal email with advertisement

Anti-spam technique: discard emails from particular senders
Spammer: sender address is spoofed

Anti-spam: sender mail servers are blacklisted

Spammer:: open relays are used to send

Anti-spam: specific words are prohibited in subject/body
(VIAGRA, etc.)

Spammer: Obfuscating words (V1AGRA)

. and the war is not over ...
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:}. SPAM filtering

From filter rules to heuristic, “scoring” methods — decision
after multiple tests.

Discarding errorous e-mails and connections (sometimes
direct filtering, no additional tests):

Missing (mandatory) “Date:” field in header, missing FQDN
after HELO in SMTP connection, bad reverse-DNS for the
host, etc.

Special rules for most common spams
Filtering words like “VIAGRA”, identifying obfuscations

© Dr. Bencsath Boldizsar, Hiradastechnikai Tanszék
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-} Proper spam filtering

Introduction of mandatory reverse DNS, proper HELO and
greylisting

65 .0

51.0

34 .0

nio. HAM . SPAM

17.0

0,0 S ' : -
Apr Mar Feb Jan Oec Mow 0Oct Sep Aug  Jul  Jun May  Apr
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> / Statistical filtering: The bayesian method

/

Bayes’ theorem p 4 ) — P(BI*?) TH)'
P(B) -

In case of spam:
Pr(W|S).Pr(S) |
(W|S).Pr(S) + Pr(W|H).Pr(H)

W: a word is in the email e.g. “Viagra”

Pr(S|W) = -

S: the email is spam
H: the email is ham (good message, not spam)
Pr(S|W): The message is spam, if it contains the word W.

Pr(W|S): In a spam message, the probability of the existance of the particular word
etc.

© Dr. Bencsath Boldizsar, Hiradastechnikai Tanszék
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g Computing the probability that a message containing
mk a given word Is spam
/

About 80% of the internet e-mails are spam
Pr(S)=0.8;Pr(H) =02

However, many bayesian spam filter make the assumption
Pr(S) = 0.5;Pr(H) = 0.5

Pr(W]S)

PrSIW) = 5rvTe) T W)

In this case
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-}, Combining individual probabilities

We can assume that the appearance of individual words
are independent event.(this is generally not true, but still,
we can assume that)

In this case:

plp2.--- pN
p= 3 3 ]I
plp2.--- pN 4+ (1 =pl)(1 —p2).--- (1 = pN)

p: probability that the suspect message is spam
pP1l:Pr(S|W1), p2: Pr(S|W2)
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:}. Bayesian filtering

We collect statistics about individual words in spam and
ham messages into a database

During filtering, retrieve Pr(S|W) Pr(H|W) for every word in
the emall

Calculate the probability of the event that the e-mail is
spam

A separate database can be used for every user (different
e-mails, different statistics)

Spammers can attempt to decrease effectiveness:
* Adding common words to the e-mall
* Poisioning the database

Bayesian filtering is one of the most usable methods
currently
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§k RBL (Real-Time Blacklist)

RBL: Originally a list that contained the blacklisted SMTP servers

Now: dozens of RBLs available, from different organizations and
providing different information

Some specialties:
-Computers with dialup IP address (DUL)
-RFC ignorant hosts
-URIBL: Blacklisted URIs
DNSBL: Most of the RBLs use DNS to communicate.

Advantage: DNS is a distributed service, caching is possible, easy to
transfer through firewalls, easy to implement

Example:
“dig lowlyenjoy.com.multi.uribl.com in a”:
Answer “lowlyenjoy.com.multi.uribl.com. 1762 IN A 127.0.0.2”
Understanding: 127.0.0.2 means “black”, URI (URL) u  sed by spammer.
(http://www.uribl.com/about.shtml )
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Other techniques

Greylisting

(From, To, IP address)

Do not let the first ‘trial’ (temporary reject the mail)
Second SMTP session is accepted

Rationale: Most spammers don't try twice

Authenticating senders (SPF, DKIM)

The sender proves that the message is not spoofed

SPF: The domain DNS record contains valid SMTP servers
(as sending host)

Lot of problems, e.g. forwarding

DKIM: The DNS record contains public key to check signature
on email.

* The signature is generally put by the mail server
Wide deployment would be crucial
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2 k Lessons learned

SPAM and DoS are examples of unwanted traffic
Very hard to protect our systems against these attacks
Architectural changes would be necessary

Attacks and countermeasures get better and better, but
there is no clear vision to end those attacks

No clear view on the actual status of the internet (who is
attacker — who is not)

No international, organized law and enforcement

A hope: The Internet is still up and running many years
after the introduction of those attacks, let’s be optimistic.
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2 k Malware

malicious and software
software designed to infiltrate or damage a computer
system without the owner's informed consent
 Computer virus
« Worm
 Trojan horse
* Rootkit, backdoor
e Spyware
« Keylogger
 Adware
e« Zombie,bot
* Fake antivirus product
¢ eftc.
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§k Computer Virus — why the name?

A Virus Is:

Not a full program, “cannot live alone”
It reproduces itself, spreads. (“Infection”)

Some transfer media, user interaction might be needed
Makes nasty things (or not)

Most so-called viruses is not a virus by this definition.

Worm: Can reproduce automatically (no user needed)
Trojan Horse: The user thinks that the code is 0.k., but it isn't.
Rootkit, backdoor: remains on the computer and hard to find
Bot: participates in a distributed network for malicious activity.
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2 /,\ Virus classification

boot sector

file infector
macro virus
encrypted virus
stealth virus

polymorphic virus (modifications to avoid identification:
encryption, inserting dummy code)

metamorphic virus (the same, but not inserting dummy
code, instead, a-code-that-does-the-same)
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-}, Old-school file virus

Modifies executable files, appends own code into them
(how? - .com:simple .exe:a bit more difficult)

Whenever the executable is loaded, the virus Is started

Might instantly check for one/more/all other executables
(only .com/only .exe/all) and infect them

Or just load into the memory, stay resident (TSR), and
Infect whenever we execute any program

Might modify or “encrypt” itself at every infection — some
“decryption” part is still the same (opportunity to recognize
the virus)

« 20 byte is enough for a basic encryption scheme

« Tricky modifications can be done by the virus

(e.g. xor ax,ax ; mov ax,0 ; sub ax,ax are the same)
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= k Other viruses (,virii")

Boot virus: infects boot sector (if you leave a floppy in the
drive, it loads the code, and then,...)

(now: USB autorun malware)
Macro virus: Word/Excel macros affected

Hardware level destroying virus: E.g. CIH bios clearing, or
cd-rom firmware bugs

BIOS virus: Part of the code is stored in the BIOS —
disinfection might be hard (one of the latest tricks, difficult)

Encrypting (ransom) malware: Encrypts all the files,
decryption only when you pay.

Bencsath Boldizsar, Hiradastechnikai Tanszék
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= k Goals of the virus -writers

Old times: just to show it is possible to write such code
“proof of concept”

(first virus ~1982)
Be famous (or to collect- ,vxers”)
For fun
Do harmful activities

To write a better virus: harder to identify, harder to disinfect,
faster spreading,

Earn money (  spam, fake virus scanners, phishing,
passoword and credit card no. collection, ransom (by
encryption), fake-rogue security software, etc.
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:J. Potyog 6s virus - cascade

Back from 1987 — the starting time of the new era for
viruses

1071 byte
First virus that caused mass infection in Hungary
Encrypts itself in some form (no, not AES, nor RSA)

Nasty code: after some time, characters started to fall off
the screen

TSR code
http://www.youtube.com/watch?v=UWLgb6tTeORQq

Also check: http://kannan.jumbledthoughts.com/index.php/21-virus-and-other-
malware-payload-videos/
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5/,\ Potyog 6s — in action

COUNTRY .5 3
FDISK .EXEY
NETWORKS . X
SCANDISK. X
DEFRAG.H T
.CP1 E T
.SYSLP E
DISKCOMP. O
DRVSFPACE .CL
SsTORE. H
STOPENEXE
LF. OH.EX

COUNTRY . TAT
FORMAT. OHM
NLSFUNCC XE
3Y5.COM.E
DELOLDOS .E E
EMM386 .EXE
APPEND .E E
DISKCO M
DRUSFPAPYX F
HELP .HCE.C
FC.EXELP X
HIMEH.5Y. I0
E MAKERS NE

E.COM.

DR VE.

R N.

0

M x4 ,300

DEBUG .EXE
KEYH .COM

0352 .TXT
ACOPY .EXE
DOSHELP .HLP
KEYBRDZ . ¥3
CHEKSTATESSYS
DISPLAY. .Y
DRVSPACE 3
DRIVER.55 3
FIND .EXE.3Y5S
INTERLNKYE E
MEMMAKER
MOVE E H
SE E E

M H

F x
0 b

MM Y9 @ 4 TUER

ROR X
sAM I T 0O
UMA THAC. M
ANFORHMES, 01

ARTHXEX
INTD.N.
3 NFIGO38 L
Ubytes .UMBLT

C:5\DD3>930fi e =)UTOEX30,84 , 2 Cbytes.freef

EDIT.COM
KEYBOARD . 3Y5
QBASIC.EXE
CHOICE.C M
EGA.CPI O
MSCDEX.E E
DBLWIN.H
DOSKEY. X
MSD .EXECLP
EDIT.HLPOM
GRAPHICS COM
I TER VR. XE
M MMA ER N
0o L
E

N 3

E K .
M3T LS5..
3HAR .EXDE
SO0RT.EXEEI
PRINT.EXEL F
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ExXPAND .
MEM.EXEEXE
READHME . T
DEFRAG.EXT
EGAZ .CPIXE
SCANDISK. INI
DELTREE .EXE
DRUSPACE EX
REFL CE..XEE
FAST ELPE X
GR P IS

A H

ABEL

ODE.

OWER

IZER.
UBST.EXEPRD
UNDELETE . EXE




Binary version of polimer virus —

AS aVa ATATAN - a

#* mc - Idata/home/boldifv/dL/1 5/newcollfarchives/T he_Collection/live_vir/polimer,

L
=
o2

00000004 EF 3F 3F 3F | 3F 3F 3F 3F | 43 4F 4D 00 | OB 00 4F 00
00000020 00 00 00 OO | 00 OO0 OO 00 | 41 20 6C 65 | 67 6L 6F 62 1 legiobh kazetta a

0000003C 50 4F 4C 49 | 4D 45 52 20 | 6B 61 74 65 | 74 74 61 20 FOLIMER kazetta |  Wegye ez
00000058 74 20 21 20 | 20 20 20 O&L | OD 24 45 52 | 52 4F 52 0O& £ ! ..3ERROR..§..d.23. 2R,
00000074 B9 30 00 FC | F3 &4 E9 43 | FF E9 16 01 | E9 0OC 01 EO B0.iAHEC &, &, .7, L I1gR. .11
00000090 Ei 28 01 B4 | 09 CD 21 BA | 03 O1 B4 11 | CD 21 84 cO si. .fvg. .10 Rulig.E.§4AE.4
000000AC CE OO0 A1 C& | 00 BO 2E A3 | €59 00 BO 02 | BA C1 OO E4 E.4C.%.LE.%.gh. =I'rziy... 3

000000CE B9 00 00 EL | 00 00 EO OZ | B4 42 CD 21 | 72 Ak A3 6C ..5..°.BI'r3tl...3.5..5..°
O00000E4 00 B4 42 CD | 21 72 95 8E | 1E 64 01 B9 | OO 0Z BAL 0O D R L -V U~ IS~ DS <SS S5
00000100 B9 80 00 FC | BE 00 O1 BF | 00 02 F3 A6 | 74 70 ZE BE T S ST 1. U T, N S
0000011C Ei 00 02 E4 | 3F CD 21 8C | D8 2D 00 10 | BE DE 8E 1E AU D - RS - IF- - .-
00000138 CD 21 8B 1E | A 01 EL OO | 01 E9 00 02 | E4 40 CD 21 L - O~ PR s I S~ D I
00000154 DE 05 00 10 | SE DS E4 40 | CD 21 8C D& | 2D 00 10 BE e WBORIV.B-L L LBLLGL T 2TIrEY.
00000170 Ei 03 01 B4 | 12 CD 21 84 | €O 75 1E E9 | 24 FF 8C D& BRI T S : T DS
0000018C 21 EBE E1 EL | 62 01 E4 09 | CD 21 B4 19 | CD 21 84 O ) TR AR S -1 DR R
00000145 54 CO 74 03 | E9 ES FE BL | 80 OO B4 11 | D 21 E9 ES JBt.édta. oL IlEIEE. L2, &L i
000001C4 A4 EE 32 90 | 00 00 00 OO | 00 OO OO OO0 | OO OO OO OO0
000001ED OO0 00 00 00 | 00 00 00 OO0 | 00 00 OO0 00 | OO OO0 OO0 00
000001FC 00 00 00 00 | E9 20 01 OO | 00 OO OO OO0 | OO OO OO OO0
00000218 00 00 00 00 | OO0 00 00 OO | 00 OO0 OO OO0 | OO OO OO0 00
00000234 00 00 00 OO0 | OO0 00 OO0 OO | OO0 OO0 OO0 OO0 | OO OO OO0 OO0
00000250 00 00 00 00 | 00 00 00 OO | 00 00 OO OO0 | OO OO0 OO0 00
00000Z6C 00 00 00 00 | OO0 00 00 OO | 00 OO0 OO OO0 | OO OO OO0 00
000002Z&E 00 00 00 00 | OO0 00 00 OO | 00 00 OO OO0 | OO OO OO0 00
00000ZA4 00 00 00 OO | OO0 00 OO0 OO | 00 OO OO OO0 | OO OO OO0 00
000002C0 00 00 00 00 | 00 00 00 OO0 | 00 00 OO OO0 | OO OO0 OO0 00
0000020 00 00 00 00 | 00 00 00 OO0 | 00 00 OO 00 | OO OO0 OO0 00
00000ZFE 00 00 00 00 | 00 00 00 OO | 00 OO0 OO OO0 | OO OO OO0 00
00000314 00 00 00 OO | 00 00 OO OO0 | OO0 OO OO0 OO0 | OO OO0 00 B2
00000330 4% 29 20 31 | 39 39 33 20 | 41 6D 65 72 | 69 63 61 GE €] 1993 lmerican Eagle Publi
0000034C 63 61 74 69 | 6F 6E 73 20 | 49 6E 63 ZE | 2C 20 41 &C cations Inc., All Rights Res
00000368 65 72 76 65 | 64 ZE 20 55 | 6E 61 75 74 | 68 6F 72 69 erved. Unauthorized ..use wi
00000384 6C 6C 20 62 | 65 20 70 72 | 6F 73 65 63 | 75 74 65 64 11 ke prosecuted under appli
00000340 63 61 62 6C | 65 20 63 6F | 70 79 72 69 | 67 68 74 Z0 cahle copyright and software
000003BC 20 70 69 72 | 61 63 79 20 | 6C 61 77 73 | ZE OD 0L 48 piracy laws...HOST #6 - You
000003DE 20 68 61 76 | 65 20 6L 75 | 73 74 20 72 | 65 6C 65 61 have just released & virus!
000003F4 24 §




%k Part of disassembled virus “polimer”

polin‘(er

start::

data_59

data_60
data_61
loc_1::

loc_2:
loc_3:

loc_4::

jmp
db
db
db
db
db
db

db
db
db

mov
mov
mov
cld
rep
jmp
jmp
jmp
mov
mov
int
mov

mov
int

proc

loc_4
00h, 3Fh
7 dup (3Fh)

far

43h, 4Fh, 4Dh, 00h, 02h, 00h
40h, 00h, 8Dh, 36h, 80h, 00h

03h, 00h
14 dup (0)
db

$

'A legjobb kazetta a POLIMER kaze'

'tta! Vegyeezt! ', 0Ah, ODh

'ERROR’, OAh, ODh, '$'

dw
dw

si,data_46e
di,data_49e
cx,30h

movsb
$-0BAh

loc_10
loc_ 9
al,0

ah,0Eh
21h

dx,data_36e

ah,1Ah
21h

5
147Dh

; Clear direction
; Rep when cx >0 Mov [si] to es:[di]

: DOS Services ah=function OEh
; set default drive dl (0=a:)

; DOS Services ah=function 1Ah
; set DTA(disk xfer area) ds:dx
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Ek Sample polymorphic code — the basis
/

Staurt:
GOTO Decryption_Code
Encrypted:

lots of encrypted code

Decryption_Code:
A = Encrypted
Loop:
B=*A
B = B XOR CryptoKey
*A=B
A=A+1
GOTO Loop IF NOT A = Decryption_Code
GOTO Encrypted
CryptoKey:

some random number L
— — From wikipedia
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:J. The polymorphic equivalent

Start:
GOTO Decryption_Code
Encrypted:

lots of encrypted code

Decryption_Code:

C=C+1

A = Encrypted
Loop:

B=*A

C=3214*A

B = B XOR CryptoKey

*A=B

CcC=1

C=A+B

A=A+1

GOTO Loop IF NOT A = Decryption_Code

C=C"2

GOTO Encrypted
CryptoKey:

some_random_number
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2 k Macro virus

became very common in mid-1990s since
« platform independent
 Infect documents
» easily spread
exploit macro capability of office apps
e executable program embedded in office doc
« often a form of Basic
more recent releases include protection

recognized by many anti-virus programs
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§k Rogue security software -wiki

Partial list of rogue security software

The following is a partial list of rogue securty software, most of which can be grouped into famifes. These are functionally-identical wersions of the same program repackaged as successive new products by the same wendor H'TIE

Advanced Cleanart ™
AfaCleaned
Aot Spy Check 2,19

At Spy Storm =1

Aot Spyware 20090
PotiSpwware Expert 3

Aot Spywarehstert®

it Spyware Suite=
AntiSpyware Shield=H
Potivermins
Aritivirgear=

Aetivirus 20080

Aeitivirus 200900

Anitiviruz 2010 alse known az Anti-wines- 19 143
Aetivinus 36009

Aetiviruz Pro 200904
Aativdrus Gold B3
Aeitivirs hster ™
Aetiviuz ¥P 2008 BT
Furatod Aetispyware 8.0 B9
Auolal¥

Brave Sentryl*
BestsellerAntivinus*1
Cleanator*3
Coritratdruzt+

Doctor Artivirost+4

Doctor Ativirus 2005014
Drrive Cleaner [

Easi Spymare Cleaner !
Emorsafel*

Green &20000+

IE Artiviruz (aka |E Antivinug 2.2
IEDefender="

Infe Stopl>1

Intemet Antivirus (aka Intemet Antivines Pro, distibuted by plusdzcan com)d
Kutilgecunel™

W Sweeper

hilware Crush ¥

hitalwarne Coret71

halnara darml==]

= Malware Defender (not to be confused with the HIPS firewall of the same name >

higlware Bell (3.k.a. ialwane Bell 3 3

M5 Antivinst1

b At Spryware 200als3
it 2t Spy 53

Metcom3 Cleaner™

PC Secure System B9

P Antizpy

P Clean Pro &7

PC Privacy Cleaner™
PC SpeedScan Pro (distributed by FinallyFast.com, Rogueness is questionable)
PestTrap B4

Perfect Cleaner® ™

Parfect Defender 20090 1
Perzonal AntiSpy Freel
PAL Spyware Remowerl 1
PCPrivacy Tools[ 4

P Antizpywarel S

PS5 Guard

Rapid 2ntitdrnstT

Real AtitdnizCE

Registry Gragtl™

Safety Merter 200601
Saliarar="
Zecure P Cleaner®
Security Toolbar 7,153
Smart Artivins 2009654
Spy e B

Spy Ay

Spy CrushE71

Spydaunt=
Sp;rGuan:Ier[W]

SpyHeal (ak.a SpyHeals & irus Heal P
Spyharzhalt™ !

Spylocked 9

Spy Fhanf

Spy Spotter®
SpymwareBot (Spybot - Search & Destroy knockoff =
Spyware Claaner™

Spyware Guard 20057

Spymare Protect 2009551

Spyware Quake B

Spyware Sherff (aften confuzed with Spy Shentff' ™0
Spyware Stormer 21

Spyware Striker Pro (distributed by Finally Fast comf %=
Spyware Protect 2000053

Super Ad Blocker

Spymare Strikel 194

Spy Rig

Spyiiiper '

System Antivines 2008097

System Live Protect [159

System Doctort ®

System Securityl! 5

Total Secure 2009011

Trusted éntivirust! 131

TheSpy Bot (Spybot - Seanch & Destroy knockoffF! 13
Ultimate Cleaner' 4

iz Heat!!'=1

“druz lzolatort ! 19

rus Lockert! 171

“dnus Frotect Prol! 131

“druz Remowerzoost! 191

‘s Rermowerzangt =1

“rushiettt =]

“Arus Ranger! =1

“irus Responze Lab 20090133

s Triggert 124

“dsta Aetivirus 20080123

iin itz Pro 2006012

Miin Defender (not to be confused with the legitimate Windc
‘llin Fiert =51

‘i Howrd 1251

‘i Spywwarne Protect! 3

WinWal Sacurity 2008 [131

iarld 2eiti Speyt 13

HP Artivirst '3

P Anti Spyware 2000134

¥R, Shiald[133]

| guess You expected a shorter list, ...

The number of Rogue security software rose atanin  sane rate in the last few years

© Dr. Bencsath Boldizsar, Hiradastechnikai Tanszék

Budapesti M szaki és Gazdasagtudomanyi Egyetem




§k Limits of the malware

A malware can fully control a computer
Read memory, files

Record keyboard, mouse, monitor activity
Use webcam, microphone of the computer

Find all archived information (emails, stored passwords, email, web
history, stored files, etc.)

A malware can hide itself very efficiently, currently it is almost always
identifiable, but later...?

Security schemes with additional hardware needed (smart card, token,
OTP generator —with/without challenge) — remember: the computer is
still controlled by the attacker

No easy solution on untrusted terminal problem
Therefore it is essential to avoid malware infections

Of course, in practice, malware is not perfect, but. expect the worst
case.

© Dr. Bencsath Boldizsar, Hiradastechnikai Tanszék
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§k Worms

replicating program that propagates over net
e using email, remote exec, remote login

has phases like a virus:
e dormant, propagation, triggering, execution

e propagation phase: searches for other systems, connects to
It, copies self to it and runs

may disguise itself as a system process
concept seen in Brunner’s “Shockwave Rider”
Implemented by Xerox Palo Alto labs in 1980’s

© Dr. Bencsath Boldizsar, Hiradastechnikai Tanszék
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-}, Worm propagation model
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: k Famous Worm Attacks

Code Red
» July 2001 exploiting MS 1IS bug
» probes random IP address, does DDoS attack
e consumes significant net capacity when active
Code Red Il variant includes backdoor
SQL Slammer
« early 2003, attacks MS SQL Server
e compact and very rapid spread
Mydoom
* mass-mailing e-mail worm that appeared in 2004
 installed remote access backdoor in infected systems

Nowtimes: One after the other, hard to keep-up with new
worms/botnets

© Dr. Bencsath Boldizsar, Hiradastechnikai Tanszék
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§k Identification of malware

Based on signhatures (hard to make for polymorphic or
metamorphic code)

 In files (virus)
 In network traffic (worms, email viruses)
* In memory (infected hosts, e.g. botnet)

« Highly optimized (thousands of signatures should be
detected)

Based on behavior (anomaly detection, checking code (e.qg.
for unpacking), heuristic algorithms — scoring)

© Dr. Bencsath Boldizsar, Hiradastechnikai Tanszék
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2 /,\ Removal of malware

“First step: terminate running malware (not possible at every time...)
 The malware might stop the removal tool
 The malware might detect our plans and do bad things (e.g. delete files)
 Some malware run in multiple tasks to avoid stopping

« Some malware are specially designed to download more malware — all should be
removed

The files of the malware should be identified

« Based on signatures

» Check auto-start applications

 Can be deep in the OS (modified kernel, modified BIOS)

» For traditional viruses: the code is injected into a binary executable
Remove the malware

» Generally a simple file deletion is enough

e |n traditional virus, the code should be extracted from the host software: hard task, virus
JKillers” exist, but not for all virus

« Backdoors, or re-infection trick made by the malware should also be cleared (not very
common)

* The vulnerability should also be handled to avoid re-infection
e Some “junk” might remain
* including text files with collected passwords!)

* Most malware has a mechanism to avoid multiple infections — might be a trick to
protect hosts (e.g. modify exe header / might corrupt some files and others remain
unaffected)

© Dr. Bencsath Boldizsar, Hiradastechnikai Tanszék
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2 /,\ Future of malware

Stuxnet is a great example for targeted attacks , where the
goal of the adversary is to attack a very specific target

In this case, the target was some industrial facilities (related
to nuclear power) in Iran

Advanced persistent threat (APT) usually refers to a
group, such as a foreign nation state government, with both
the capability and the intent to persistently and effectively
target a specific entity.

Virtualization, malware analysis, collaborative
countermeasures, mobile phones, embedded systems: Lot
of open questions in the field of malware...
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2 k Botnet

RoBOT NETwork

Gépek megfert zése

Fert zOtt gépekb | haldzat kialakitasa
Vezerlesre varakozas

Tamadas, vezeérlesre (DDoS, spam, etc.)
Frissités

Tovabbi fert zések stb.

Legnagyobb botnetek meérete milliés nagysagrend
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= k Botnet history

2002 152[3'5‘[!3
S ot
SDBot, written in C++ Spywa rﬁupubilities
Source code available (keylogging,
fo hacker community  datq mining?ar email ad dresses EFM
1999 Small single binary ists of URLS, etc.), , . PolyBot :
_ Pretty Park discovered . '. A derivative of AgoBot with
Invention of IRC first worm o use an IRC server AN | Polymorphic abilty. Changes the
as a means of remote control e | look of its code on every infection
--“"'“--q_____h_h___-_k \\\\ I|II ///
- ---_“'“---_h__q_h__ ‘.L\: |I /./
1989 3990 1991 1992 1993 1994 1995 1996 1997 1998 1999| 20000 2001 2002 003 [2004 :m% 2006
1988\ ) T 2006
1989 e / / N
Greg Lindahl invents GM the first Bot, P / / AN sl !u;'-y Dog
GM plays “Hunt the Wumpus” with IRC users Suhﬂeuer]?r%?u o/bot /./ 2002 5 mu;sit;rgiltlﬂzg(xg;n
A remote control trojan / AgoBot, Goobot . [%EE?
added control via IRC 2000 |“"°sdT"‘“ modulor design ot Preyalent Bot today

GT Bot mIRC based 1¥'module brgukin Spreads through

Runs scripts in response to downloads 2nd module sk usswc-rt?s

IRCserver events  2ndmodule turns off antivirus "o difiable.

‘-"'JIJ'F'E"TE""-‘-’m:'”!‘d UDP Hides from detection euﬂlymo_ua e,

Socket connedtions ' Uses packaging software
downloads 3 module
Module 3 has attack

engines/paylond
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§k DDo0S — Botnet with IRC

Attacker

Internet

IRC server 1 IRC server n

Attacking
computers,
zombies
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§k IRC-Internet Relay Chat

File ‘Wiew Favorites Tools Commands window Help

|l @ 8N LR 2w BEOB 2
4 IRChet haldi | H#magyar | (5] #thorozo [E1] Hdebian bu [E] #vice (] #warldChat =] ttddos

[Z2] Benisman24

i=_=?"| inteligent_guy

|5 Channels List

&H #magyar [50] [+inst]: hitp:/fwww. bringazzmunkaba. hufindex. phpZoption=com_contentfview-articleftid=50&Itemid=70

* 201li has quit IRC {(Ping timeout) ﬁ;[C?ke]_ A |
* Z2oli_ has quit IRC {(Ping timeout) [T1TaN1C]
# szegedi has quit IRC (") BigSmoke
= 20li has joined #magyar boldi
* Zo0li has quit IRC {(Ping timeout) Cl?ka
= Gbeatrix has joined #magyar csibra
= Sebik has joined #magyar Depeche_
= Zoli has joined #magyar deuce_
=® Ketvirag is now known as Ketwir(SB DoRc?
# KetvirQSB is now known as Ketwirag Dudkin
= Zoli is now known as tanksegg Free—QOh
# vuk sets mode: -o+b tanksegg *!=*@apn-88-244-109-112.vodafone.hu Garbajosa
bt BN i A O T = QEE:F
<homeryz god1-
aomery> CENSOred gorgo
= frakkk Gryzly
= yuk changes topic to ‘http://www.bringazzmunkaba.hu/index.php?option=com_content&view=article&kid=58&Itenid=708 * Home_Boy
= Zoli__ has joined #magyar homery
* Bbeatrix has quit IRC (EOF From client) Horasz
» Sebik has quit IRC (Ping timeout) htmn
* Ketvirag sets mode: -b =t=@apn-88-244-189-112_vodafone.hu kaUlfC
* 201li__ has quit IRC {Ping timeout) Hombi L
* Z2oli has joined #magyar lordpyre
* Z201li has quit IRC (Ping timeout) Malacka
# 20li has joined #magyar MaYaa
* Z2o0li has quit IRC {Ping timeout) Heou-
*# Zoli has joined #magyar HetPHAWAT
* 201i has quit IRC {Ping timeout) n?UEtDS
* Rodney is now known as Garbajosa Hikoka
* frakkk has left #magyar ;;rgtrf
|
|
{Benis-man24> hi

16 <Benis-man24> f or n/f

fiz

pol - FTosT
* Soneec is now kKnown as soneec fam™
<Inger> = A feleségem alapjdban véve gyerekes. A miltkor is bejitt a fiirdoszobdba és elsulyesztette a papirhajdcskiimat Fisi
<Inger> = “Jézsi biacsit Azt hallottam, hogy beszukiilt a szdkincse -Faszt" + | Hanzo
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: k IRC botnets

IRC botnets: A controller can send messages to a channel

The messages are received by the bots on the same
channel

(the servers relay the messages)
The channel might be protected e.g. with password

(of course, this can be recovered from active bots or by
sniffing network activity: IRC is a cleartext protocol)

The messages contain the commands of the
controller/owner

Bots can test the authenticity of the messages in some
fashion

© Dr. Bencsath Boldizsar, Hiradastechnikai Tanszék
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§k centralized vs. P2P botnet

*|RC-based and other centralized botnets have drawbacks

*A new trend for botnets is using P2P technologies
*DHT (distributed hash tables) based techniques are common
*However, e.g. delay might be higher for P2P botnets

Identification of the

Planning Botnet detection Delay Survivability controller/
owner
centralized easy (1) easy (1) small (3) bad (1) easy (1)
P2P hard (3) hard (3) medium (2) good (3) hard (3)

© Dr. Bencsath Boldizsar, Hiradastechnikai Tanszék
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%k How to determine the size of the botnet?
V4

The size of the botnet is an important parameter. A large
botnet can be more dangerous

Counting individual IP addresses can give false results (e.g.
bots behind NAT)

The size of the botnet constantly changes — counting can
also take time -> error

IRC based botnets: activity of the bots might be visible,
easy to count

P2P botnets: e.g. doing queries in the DHT; sometimes the
botnet uses IDs to identify individual bots — last ID might be
gueried
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§k What to do against botnets

|dentification, size estimation

Upgrade, patch against vulnerabilities (sometimes the
patch gives hints to the attackers)

Patch the vulnerable hosts remotely: illegal

Find the owner of the botnet (hard task)

Get control over the botnet (better botnets, harder to do)
Support removal (by tools, knowledge): slow

Eliminate upgrade possibilities (e.g domains, web pages) or
control mechanism (disable communication, injecting
code): harder and harder

© Dr. Bencsath Boldizsar, Hiradastechnikai Tanszék
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= k Conficker botnet

MS08-067 vulnerability is used
A,B and C variants exist (as of 05/2009)
Conficker is a DLL

Using the vulnerabillity it inserts itself into the system as a
system service

Also uses USB drives to infect — DLL + rundll32.exe (turn
off auto-run for USB drives!)

Update: Time-seeded random domain names are used to
download encrypted binaries by HTTP.

Source: Analysis of honeynet.org

Bencsath Boldizsar, Hiradastechnikai Tanszék
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§k Vulnerability used by Conficker

Vulnerability: NetpwPathCanonicalize() in netapi32.dil. On
an established SMB channel (port 445), a path string is
canonicalized. E.g. aaa\bbb\..\ccc -> aaa\bbb

With a specially crafted path string it is possible to move
beyond the start of a stack buffer and overwrite return
address (not a classical buffer overflow, but similar)

PEB shellcode is used, “00” bytes are avoided with an xor
encryption routine

Bencsath Boldizsar, Hiradastechnikai Tanszék
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BME

AS

/

Conficker hooks some system calls
E.g. DNS: to filter out for antivirus websites

DLL Function

dnsapi.dll DnsQuery A
DnsQuery UTF8
DnsQuery W

Query Main

netapidz.dll NetpwPathCanonicalize
ntdll.dll NtQueryInformationProcess
wininet.dll InetnetGetConnectedState
ws2_ 32.dl11 sendto

Table 1: Functions hooked by Conficker.C

© Dr. Bencsath Boldizsar, Hiradastechnikai Tanszék
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§k NetpwCanonicalize hook

First of all: no other botnets should be able to infect this
computer

Conficker: if “\..\" Is found, then the “shellcode” is checked.

Can decide if the exploit is coming from another conficker
Instance

If a special “http://..” string is found in the data, conficker
tries to use this to update itself.

The behavior of the function is slightly modified ->ability to
detect the bot

Update checking: if RSA signature does not exist -> no
update (SHA-1, 1024 bit RSA -> latest Conficker 4096 bit
RSA + unknown hash)

SHA-1 is from OpenSSL library

Bencsath Boldizsar, Hiradastechnikai Tanszék
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§k Upgrade mechanism

Domain flux: For the update, conficker A/B generates 250-
250 random domain names, daily.

Antivirus companies tried to preregister them
Conficker.C uses 50.000 domain names, daily
The PRNG is seeded by the current time

Time synchronization: downloads web pages (google,
yahoo,...) and uses the time data (day, month, year) in the

HTTP response

HTTP/1.1 200 OK

Date: Fri, 20 Mar 2009 17:01:13 GMTServer: BWS/1.0
Content-Length: 1809

Content-Type: text/html

Cache-Control: private
Expires: Fri, 20 Mar 2009 17:01:13 GMT

© Dr. Bencsath Boldizsar, Hiradastechnikai Tanszék
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BME
c

Conficker domain generation algorithm

Query web-server for GMT time }

Init PRNG from GMT time }

RandVal() Chose random domain length (n) ]-—

n * RandVal() Create random lowercase chars ] M times

RandVal() Appendrandom TLD J—

Figure 8: Domain name generation algorithm

Conficker.A | Conficker.B | Conficker.C
Domains/ day 250 250 50.000
Domain name length 8-11 8-11 4-9
TLD suffixes 5 7 110

Table 3: Domain name generation facts
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§k Conficker upgrade

The generated domain name is checked for updates

Updates are protected with RSA signatures
e public key is in the bot itself
e 1024 bit long in Conficker.A, 4096 bits for the other variants

 The public key is a good signature to search for (bot
identification)

© Dr. Bencsath Boldizsar, Hiradastechnikai Tanszék
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: k Conficker blacklists

Conficker uses blacklist of network addresses (IP numbers)
to avoid identification

* And to avoid scanning low-yield networks (expecting that
most of the computers are patched here)

E.g. IP addresses of the following companies are included:
Kaspersky
Trend Micro
Symantec
McAfee
F-Secure
Avira
Bitdefender
Microsoft Corp.
Microsoft Education
Microsoft License
Microsoft Visual Studios

© Dr. Bencsath Boldizsar, Hiradastechnikai Tanszék
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§k Removal of Conficker

Conficker detects removal tools and tries to avoid removal

Conficker code Is packed (polymorphic) on the network or
In the file system

However, on the target computer the code is unpacked
while running

« Easier to detect running processes
The code is stored under random file names
« not fully random (depends on the variant)
Special flags and security settings on the file are used

Every instance should be removed to avoid re-infection

A trick: Conficker uses OS mutexes to avoid running multiple instances.
The mutex generation is based on CRC. Might be used to avoid re-
infections.

© Dr. Bencsath Boldizsar, Hiradastechnikai Tanszék
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§k Hidden Conficker file

C: \Python25>python.exe
>»> f=file("c:/windows/system32/syyisl.dll","c")

IOError: [Errno 13] Permission denied: 'c:/windows/system3Z2/syyisl.dll’

C: \Python25>dir c:\windows\system32\syyisl.dll
Directory of c:\windows\system32

File Not Found

C:\Python25>dir /ah c:‘\windows\system32\syyisl.dll
Directory of C:\WINDOWS\system32

08/04/2004 01:00 PM 171,376 syyisl.dll
1 Fila(s) 171,276 bytes

© Dr. Bencsath Boldizsar, Hiradastechnikai Tanszék
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§k How to identify bots in Conficker

DNS sinkhole — antivirus countermeasure

Update DNS names used by conficker (getting queries from
Infected computers): although cannot inject any code into
the botnet as RSA signature might fail, the querying
computer can be identified.

Scanning on infected computers (removal tools) —
problematic

Using the P2P approach of conficker

Bencsath Boldizsar, Hiradastechnikai Tanszék
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-} Summary

It was a long road from a single virus to the current
sophisticated malware and botnet

Every malware is different

We must understand how they work to be able to protect
against them

Although lot of things has been shown, still only a small
fraction of the knowledge about malware was included in

the current slides
No perfect protection exists currently
Infrastructural changes might be needed in the future
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EI,\ Scada vulnerabilities disclosed

The following are almost all the vulnerabilities | found for a quick
experiment some months ago in certain well known server-side SCADA
softwares still vulnerable in this moment.

In case someone doesn't know SCADA (like me before the tests): it's
just one or more softwares (usually a core, a graphical part and a
database) that allow people to monitor and control the various hardware
sensors and mechanisms located in industrial environments like
nuclear plants, refineries, gas pipelines, airports and other less and
more critical fields that go from the energy to the public infrastructures
and obviously also the small "normal” industries.

In technical terms the SCADA software is just the same as any other
software used everyday, so with inputs (in this case they are servers so
the input is the TCP/IP network) and vulnerabilities: stack and heap
overflows, integer overflows, arbitrary commands execution, format
strings, double and arbitrary memory frees, memory corruptions,
directory traversals, design problems and various other bugs.

[Congratulations]
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BME

k 34 Proof-of-concent exploit for SCADA systems released
/

Full-disclosure advisories and proof-of-concepts: Siemens Tecnomatix
FactoryLink: http://aluigi.org/adv/factorylink _1-adv.txt
http://aluigi.org/adv/factorylink 2-adv.txt http://aluigi.org/adv/factorylink 3-
adv.txt http://aluigi.org/adv/factorylink 4-adv.txt
http://aluigi.org/adv/factorylink 5-adv.txt http://aluigi.org/adv/factorylink 6-
adv.ixt (DoS only) Iconics GENESIS32 and GENESIS64:
http://aluigi.org/adv/genesis 1-adv.txt http://aluigi.org/adv/genesis 2-adv.txt
http://aluigi.org/adv/genesis 3-adv.txt http://aluigi.org/adv/genesis 4-adv.txt
http://aluigi.org/adv/genesis 5-adv.txt http://aluigi.org/adv/genesis 6-adv.txt
http://aluigi.org/adv/genesis 7-adv.txt http://aluigi.org/adv/genesis 8-adv.txt
http://aluigi.org/adv/genesis 9-adv.txt http://aluigi.org/adv/genesis 10-adv.txt
http://aluigi.org/adv/genesis_11-adv.txt http://aluigi.org/adv/genesis 12-adv.txt
http://aluigi.org/adv/genesis_13-adv.txt 7-Technologies IGSS (Interactive
Graphical SCADA System): hitp://aluigi.org/adv/igss 1-adv.txt
http://aluigi.org/adv/igss 2-adv.txt http://aluigi.org/adv/igss 3-adv.txt
http://aluigi.org/adv/igss 4-adv.txt http://aluigi.org/adv/igss 5-adv.txt
http://aluigi.org/adv/igss 6-adv.txt http://aluigi.org/adv/igss 7-adv.txt
http://aluigi.org/adv/igss 8-adv.txt DATAC RealWin:
http://aluigi.org/adv/realwin 2-adv.txt http://aluigi.org/adv/realwin 3-adv.txt
http://aluigi.org/adv/realwin 4-adv.txt http://aluigi.org/adv/realwin 5-adv.txt
http://aluigi.org/adv/realwin 6-adv.txt http://aluigi.org/adv/realwin 7-adv.txt
http://aluigi.org/adv/realwin 8-adv.txt
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51,\ Some argument

There were about 40 emails on Full Disclosure on the issue as the
disclosure was prior notifying vendors

A lot of people are failing to see the vendors customer side of

things. Industrial Control Systems (ICS), SCADA users, historically
have their focus on availability (you don't want you
electricity/water/petrocehmicals being cut now do you) and safety (no
one want to die making sure you get your
electricity/water/petrochemicals), and security was never an issue
because the SCADA systems were air gapped and the security needs
were different that IT security.

Michal Zalewski: Exactly the same arguments could have been brought
up 15 years ago against the then-disruptive and novel disclosure of
vulnerabilities in Unix systems or in Windows ("you can't just expect to
shut down a bank and roll out potentially disruptive security updates
every week!" coupled with "vendors certainly know what's best for us").
Back then, commodity OSes have been designed insecurely because
of similar business considerations, and not because of malice.

© Dr. Bencsath Boldizsar, Hiradastechnikai Tanszék
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-} A new era in computer security

SCADA systems

Targeted attacks

Real impact on physical enviromnet
This just happened in the last year

Bencsath Boldizsar, Hiradastechnikai Tanszék
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-} PLC

A programmable logic controller  (PLC) or
programmable controller is a digital computer
used for automation of electromechanical ;
processes, such as control of machinery on factory
assembly lines, amusement rides, or lighting
fixtures.

! OEEFERTEEEE

Programs to control machine operation are typically
stored in battery-backed or non-volatile memory. A
PLC is an example of a real time system since
output results must be produced in response to
input conditions within a bounded time, otherwise
unintended operation will result.

© Dr. Bencsath Boldizsar, Hiradastechnikai Tanszék
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: k PLC features

The main difference from other computers is that PLCs are armored for severe
conditions (such as dust, moisture, heat, cold) and have the facility for
extensive input/output (1/0O) arrangements. These connect the PLC to sensors
and actuators. PLCs read limit switches, analog process variables (such as
temperature and pressure), and the positions of complex positioning systems.
Some use machine vision. On the actuator side, PLCs operate electric motors,
pneumatic or hydraulic cylinders, magnetic relays, solenoids, or analog outputs.
The input/output arrangements may be built into a simple PLC, or the PLC may

have external I/O modules attached to a computer network that plugs into the
PLC.

© Dr. Bencsath Boldizsar, Hiradastechnikai Tanszék
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§k Timeline

It was then discovered first June 17 by a Belarus AV development company,
VirusBlockAda.

July 15 Frank Boldewin , a security researcher, decrypted the worm and found
it targeted Siemens WInCC and PCS7 control systems

July 22 Siemens posted a tool to identify and repair systems, followed by
similar actions from AV vendors.

July 27 1D hosted their first panel discussion in a webcast, hosted in order to
disseminate all available knowledge about the worm.

Aug 2 Microsoft issued the emergency patch.

(driver signature timestamp: january 2010)
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2 k Stuxnet

USB worm (works without internet).
When first run W32/Stuxnet-J copies itself to
<User>\Application Data\<random>.exe.

Modifies registry:

HIé(CZIU\Software\Microsoft\Windows\CurrentVersion\Eprorer\Advanced
Hidden
0x00000002

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\Advanced
HideFileExt
0x00000001

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\Advanced

ShowSuperHidden
0x00000000

© Dr. Bencsath Boldizsar, Hiradastechnikai Tanszék
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2 k Stuxnet

Shortcut bug: When the USB token is opened (e.g. windows explorer), windows
automatically starts specially crafted .Ink shortcuts

Rootkit: malware installs two drivers: “mrxnet.sys” and “mrxcls.sys.” signed by
RealTek’s private key ...

Realtek certificate is then revoked (initiated by Microsoft)

On 17% of July, a new version of Stuxnet was discovered: It contains drivers
signed with JMicron Technology Corp's __ private key.
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-} 4 pieces of 0 -day vulnerabilities

Ink handling

Print Spooler (CVE-2010-2729) remote code execution
vulnerability (spreading itself to new targets, allows writing

to %System% remotely)

Two other O0-days
And several known vulnerabilities are also used

Bencsath Boldizsar, Hiradastechnikai Tanszék
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: k P2P features

- 0: returns the version number of Stuxnet installed

- 1. Receive an exe and execute it (via injection)

- 2. load module and executed export

- 3: inject code to Isass and run it

- 4: Builds the latest version of Stuxnet and send to remote machine
- 5: create process

- 6: read file

- 7: drop file

- 8: delete file

- 9: write data records
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: k P2P features of stuxnet

r-----------l

| Infected machine II Infected machine |

- i gk :
I acting as RPC client : Call RPC 0~ Get version n_umher_}lactmg as RPC server
) g i i
1 PR | ! — |
i g i | |
I : Send installed version number 2.: :
1 s i g
i y i i
I ) e ——— I I = I
i - I I
I 3.1 CallRPC 4—Request latest Stuxnet exe I :
I : e !
- : :
| ; Install latest ; : ) Latest :
| ! Stuxnet ' 1 Send latest Stuxnet version. 4, I Stuxnet I
I : version - :{ g Version :
| ! received. 1 ! g
I GassraeENEEENEEEEE I I I
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= I/\ Geographical distribution of Stuxnet

L}l




§k Infection rate (symantec )
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h

Symantec has posted information that suggests this malware was searching for
specific file types for design documents from the same Siemens systems that
were targeted.

Other reports note that in addition to malware, SCADA operators’ responses
were inhibited because community support mailling lists were undergoing denial
of service attacks. So not only were the attackers familiar with system
weaknesses of particular SCADA installations, they might also have benefited
from this reduced ability for site operators to communicate security issues.
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= k Targeted

The attack highly targeted. Other sources say that the malware checks the fingerprints of the system
(PLC, software version, etc.) and actually it's target is one single system.

Stuxnet infects PLCs with different code depending on the characteristics of the target system.

An infection sequence consists of PLC blocks (code blocks and data blocks) that will be injected into
the PLC to alter its behavior. The threat contains three infection sequences.Two of these sequences
are very similar, and functionally equivalent. We dubbed these two sequences A and B . The third
seguence was named sequence C. Stuxnet determines if the system is the intended target by
fingerprinting it. It checks:

The PLC type/family: only CPUs 6ES7-417 and 6ES7-315-2 are infected

The System Data Blocks: the SDBs will be parsed, and depending on the values they contain, the
infection process will start with method of infection A, B or none. When parsing the SDBs the code
searches for the presence of 2 values (7050h and 9500h), and depending on the number of
occurrences of each of these values sequence A or B is used to infect the PLC.

The code also searches for the bytes 2C CB 00 01 at offset 50h in the SDB blocks, which appear if the
CP 342-5 communications processor (used for Profibus-DP) is present. If these bytes are not found
then infection does not occur.

Infection conditions for sequence C are determined by other factors.
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=], Interesting

WA
/ http://blogs.cisco.com/security/comments/stuxnet_ex ploiting_trust_relationships_and_expected_behavior/

Further complicating things, the Stuxnet malware relies in part upon a hard-
coded authentication in Siemens database backends. These default credentials
must remain in place, according to Siemens officials, or else the SCADA
systems will not interoperate. Unfortunately, those same credentials provide

operating system access and can be a conduit for malcode or other intrusions.
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/

http://www.symantec.com/connect/blogs/exploring-stuxnet-s-plc-infection-process

To access a PLC, specific software needs to be installed; Stuxnet specifically targets the WinCC/Step 7 software used
for programming particular models of PLC.

df’ Read)Write PLC

Reqﬁses-ts

Step?
Control
Software

MCT
Code

Control PC
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ﬁ!l LADJSTL{FBD - [FC1B73

StuxSegh | STHATIC 300 Statme\CPU315-20P(11]
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2 k How PLC Is reprogrammed with stuxnet

Step/
Haquest sfotbxdx.dll PLC
code black jl
_:..'-‘5"' & ] N
......... - * code
Show code . c.S:.-I.;ILe B -..t.ll.':'.':.li..'
block fram e $ i1t 3 €
PiCiouser. | = | vesesssssd o
! Modified
: STLcode & s T otbxsx dll
: block :
isThlk read
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Stuxnet uses the code-prepending infection technique. When Stuxnet infects OB1 it performs
the following sequence of actions:

Increases the size of the original block
Writes malicious code to the beginning of the block

Inserts the original OB1 code after the malicious code

Clean OB1 Infected
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2 k Infection

As well as infecting OB1, Stuxnet also infects OB35 in a similar fashion. It also replaces the
standard coprocessor DP_RECYV code block with its own, thereby hooking network

communications on the Profibus (a standard industrial network bus used for distributed
1/0).

The overall process of infection for methods A/B is as follows:

Check the PLC type; it must be an S7/315-2

Check the SDB blocks and determine whether sequence A or B should be written

Find DP_RECV, copy it to FC1869, replace it with a malicious copy embedded in Stuxnet
Write the malicious blocks (in total, 20 blocks) of the sequence, embedded in Stuxnet
Infect OB1 so that the malicious code is executed at the start of a cycle

Infect OB35, which will act as a watchdog
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Stuxnet is fingerprinting its target by checking data block
890.

This occurs periodically every five seconds out of the
WInCC environment.

Based on the conditional check in code that you can see
above, information in DB 890 is manipulated by Stuxnet.
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2 k The real-time part of the PLC Is attacked

Stuxnet Step7 code injected into OB 35 (100 ms timer) l —
UC FC1874 every 100 ms, FC 1874 is called T
POP

L DWHIGHDEADFOO? if the return code from FC 1874 is “DEADF007”, original

== codeis skipped (BEC = block end conditional)

BEC
L DwWH#1680 if the return code from FC 1874 does not match, Stuxnet
L DWHIBHOD hidesthe injection by clearing the accumulator register
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Program A & B
DBESS | DB&SY DBSA0 DRSS ‘
i |
FC1865 1 FC1874 ' FC1870 |
|
| :
FC1866 |_,,| FC1877 _.L FC1R76 L, sfcs8 |
\x i \ . 1L |
‘ FC1871
¢ FC1873 Fmaa? |_ i FC1878
r,,-f’ |
- iz '
L, FC1868 .~ H FC1880

| FC1R79 | sfel
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§k Sequence C

LTEL N

L7A7 5 SFel | ITAD B . Y TR = | 17mE i =

LFTE:mnR T L = Ao : : )
EEE - T L —_ | AT0E R
EF2E | g £ Srcaz AL 1 TET bin | i o

1FYF_Bin 1 =

— 1703 bin Lt =

_ . i |
17AB Sin = i ] b SRR 1
. / N W
| b i 1700 i - 1704 Bin |

\ P - -

-I__. . B e ..I_ = m———
", -.:.-'- i ==l ——____r
g r4 : _ 1

. = a \ ff e =
o 176 tan i R—— ., \:.\| L7EC N Ty e | {THA Bin e
' e e %= . R = s, | _E|
.__.i 1TAC. Bin e —— "*-:'_.{q;ll 17AS Sin e L \ '

— . F o | ATAE B |
e =h ' = _.gi 1 TR Bin |(:~ = ! 2ed 5 t
e [ 17 HY
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17AE fin
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= k Why is Iran so important?

Oil
Nuclear weapons
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Billions of barrels
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Kéerdesek?

KOSZONOM A FIGYELMET!

Dr. Bencsath Boldizsar
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