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Case study: AES-256 ECB mode

The picture on the left is encrypted by AES-256. The greyscale representation
(without decrypting!) is on the right hand side
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Denial of Service Attacks

The Denial of Service (DoS) Is an action that prevents or
Impairs the authorized (normal) use of networks, systems or
applications

Typically by exhausting resources such as CPU, memory,
bandwidth, and disk space

,Magic packet " DoS attacks: A simple error in a software
component can be used for DoS. A single packet might
cause DoS.

Always an active attack

Accidental ,hangs” of the system are not considered as
attacks.

Distributed DoS = multiple (often zombie, relay) sources
used for the attack
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Unintentional DoS

A DoS condition, when there I1s no attacker

E.qg. “slashdot”(.org), digg(.com) effect; special events (WTC,
ticket sites, etc.)

Television-URL effect (e.g. http://www.realgravy.co.uk/)

From the administrator’s point of view, hard to distinguish if
there is an attack or there is a software/hardware failure or

just too much traffic — even detection of a DoS attack is
problematic

DoS is a problem that is very hard to handle

In the nature, DoS is generally not a problem, multiple
“servers”, physical separation

In the world of computers, every resource is individual and
thus attackable
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Examples for DoS

Ping of death (,magic packet”) /
an IP packet larger than 26 bytes
by fragmentation

A malformed, single ICMP packet could
freeze a computer.

Solution: Upgrading to a corrected
version of the software component

(IP stack in this case)

Flooding attack
SYN Flood

OS Result of PoD
Win 95 crash

AlX OS dump
Linux Reboot / kernel
<2.0.13 |panic

Win NT Mixed results
HPUX crash
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“Normal” Client-server model

Client-server model

) 0

E.g. HTTP query: answer is a web page. SMTP connection:
guery is a mail, answer is “ok, received”

Typically multiple steps
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DoS-Denial-of-Service

Many queries from one source: slower answer, overloading

m° Ju

Above a limit, users do not accept the service quality

DoS and SPAM



DDoS — Distributed Denial-of-Service

Many attacking sources, huges traffic:DoS
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Flooding attack

Flooding attack
Lot of packets (typically ICMP, UDP) are sent to a destination

Bandwidth depletion, usually spoofed addresses and distributed (botnet, zombie
network)

A typical case is drawn below.
Filtering, as a solution against flooding attacks:

Not possible at gateway B (already in trouble)
Who manages Gateway A?

Not easy to filter out spoofed sources — Filtering m ight cause another DoS attack
(spoofed legitimate host might result filtered legi timate clients)

Filtering is not easy if the attack is highly distr ibuted

Huge bandwidth here

Lower bandwidth here:

/ Bandwidth problems first appear at this point

B
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TCP 3-way handshake, normal communication
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SYN Flood (2.)

The attacker sends thousands of SYN messages from a (possibly)
spoofed source address

The server (S) answers with SYN-ACK messages to the spoofed sources
This depletes the bandwidth at the server (S)

More important:

— The server (S) should maintain the status for those half-open connections.

— This will only be deleted after a number of resend attempts

— The server will be loaded with half-open connetions

— legitimate users might not be able to establish new connections. -> DoS

Backscatter/reflection attack _: The answers sent from the server (S) to
the “spoofed” source addresses might deplete bandwidth at remote
targets

These third parties might think that the attack is originating from the
server (S)

Also possible with spoofed e-mails, ICMP packets, DNS queries, etc.

Example: Squid web proxy: Even if access is denied, an unauthorized
connection might result in a DNS query to remote hosts
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DoS amplification

Two basic ideas

— Multiple replies to a single query

[ ]
-

— Reply is much larger than the query

[ ]
-
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DoS Amplification with DNS

[ ] [ ]
- -
" +

—

Query: ~60 bytes
Answer: possibly 4000 bytes, e.g.
“xxx.special-domain.sthg IN TXT AAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

Amplification: 66x-73x

DoS and SPAM
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DoS - DNS amplification

[ ]

DNS server 1

] " ]

X L
, DNS server 2
I:I \
—) [ ]
DNS server 3 —=

—
L
DNS server 4

Victim

*The attacker sends spoofed queries

*The servers answer to the spoofed source address, to the Victim

*The victim receives huge traffic

«Countermeasure: Do not allow recursive queries to DNS servers to anyone
(the DNS server would deny to answer the query,

sends only a small packet back to the Victim

DoS and SPAM
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DDoS — Botnet with IRC

Attacker

Internet

IRC server n

IRC server 1

Attacking
computers,
zombies
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There are 13 root DNS servers
Some of them represent multiple physical hosts (205 “sites” total)
Largest attacks: 21/0ct/2002, 6/Feb/2007, 8/Feb/2007



Attacks against the root DNS servers

There are a number of examples of large-scale DDoS
attacks

Serious threat for many services
An example is the 2007-2008 DDoS on root DNS servers

The root DNS servers could withstand the attacks in 2007
and 2008. They still have enough capacity to survive.

There are 13 root servers due to the limit of ,compatibility
mode” 512 bytes DNS query

The capacities are further expanded, but new botnets have
multi-million nodes.

If root servers stop = internet hangs

DoS and SPAM
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Future DoS threats

Flooding attacks are just the beginning

More sophisticated, higher level attacks to come

— The computation power needed for some crypto protocols can be
used for a DoS attack

— Downloading some special pages from a web server could make
much higher load than other pages (a single keep-alive HTTP
connection can eat up 20Mb (for a PHP script))

Possible countermeasures:

— Stateless protocols — helps avoid memory consumption during the
start of the protocol

— Client-side puzzle — The client should solve a puzzle (takes CPU time
or memory) before participating in the protocol
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Handling DoS problems is hard

The current infrastructure of the Internet does not allow us to
handle these problems:

-Spoofing is possible, no mandatory authentication, no possibility to
trace back spoofed packets

-Zombie, unsafe computers: no possibility to filter out computers
permanently, no penalty on owners of attacking zombies

-Routing protocols etc. have strict hierarchy and do not support special
methods, e.g. end party cannot ask ISP’s router to filter out
something

-Law enforcement is not global: In some countries, DDo0S is not a sin.

(Estonia 2007):

it's not the fault of some people who want to crash it but instead the
systems' for blocking their users due to technical limitations. So if | shot
someone to death it's not my fault for shooting them, but theirs instead
because of technical limitations of their body.

-Still, there are possibilities, but not a universal “silver bullet” solution
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Handling DoS — main options

Attack prevention

backup resources (HA systems, anycast-multicast, mirror networks), special
protocols, resource contraints

Attack detection and filtering (during the attack)

Statistical methods to identify attacks, attackers, filtering out attackers, changing
system behavior during attacks

Attack source traceback and identification (during and after
the attack)

|dentify spoofers or networks where attackers reside, etc.
e.g. probabilistic packet marking
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Protection against DoS based on traffic level measureme nts

Basic idea: attackers have higher traffic intensity than normal
users, if otherwise the packets are undistinguishable

If it is not true: There is no chance to protect against DoS

> > Server

DoS front end
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Don’t think that e-mail delivery is so fast!

With virus scanning



Speed with spam filtering



That means: very vulnerable

Test messages: body size of 4kb, random text
Exim, virus+spam filtering = 1.58 e-mails/sec

1.58e-mails/sec*4kb=6.32 kb/sec payload, ~50kbps, with
overhead ~64kbps

Using only 64kbps we can overload an SMTP server with
content filtering!

DoS and SPAM
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SPAM

Spam is the abuse of electronic messaging systems to send
unsolicited bulk messages

Spamming remains economically viable because advertisers
have no operating costs beyond the management of their
mailing lists, and it is difficult to hold senders accountable for
their mass mailings.

Ham: a message that is not spam
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SPAM background in the Hungarian law

E-mail cim: Ha szemeélyhez kothet , akkor személyes adat

Szemelyes adat csak a tulajdonos engedélye alapjan kezelhet (celhoz
kototten, pontosnak kell lennie, gondoskodni kell a tarolas vedelmeér |,
stb. -> Adatvédelmi Torveny)

Reklam: olyan tajékoztatas, amely termék, szolgéltatas, ingatlan, jog és kotelezettség (a
tovabbiakban: aru) értékesitését vagy mas moédon tértén igénybevételét és a vallalkozas
nevének, megjeldlésének, tevékenységenek népszer sitését, tovabba aru vagy arujelz
megismertetését mozditja el (a tovabbiakban: reklam)

Az elektronikus hirdetésekre vonatkozd magyar jogi szabalyozas szerint
[2001. evi CVIII. torveny (Ekertv.) és 2008. évi XLVIII. toérveny (Grt.)] csak
annak kuldhet elektronikus levelezés vagy azzal egyenéerték egyeni
kommunikacios eszkoz (pl.: SMS, MMS, fax) utjan elektronikus hirdetes,
aki ehhez el zetesen, egyeéertelm en és kifejezetten hozzajarult. A
torveny 2008. szeptember 1-jét kovet en hatalyos mddositasa alapjan ez
a kritérium csak a természetes szemelyek esetében alkalmazando
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SPAM: Background in the Hungarian law

(2) Hozz4ajaruld nyilatkozat barmely olyan médon tehet , amely tartalmazza a
nyilatkozo nevét es lakcimet, illetve - amennyiben a reklam, amelyre a
hozzajarulas vonatkozik, csak meghatarozott eletkoru szemeélyek szamara
kozoOlhet - sziletési helyét és idejet, tovabba azoknak a személyes adatoknak a
koret, amelyek kezeléséhez a nyilatkozé hozzajarul, valamint a hozzajarulas
onkeéntes és a megfelel tajékoztatas birtokaban torten kifejezését.

Hozzajarulas nélkil tehat a reklamlevél alapvet en tilos.

Fontos: Nem szemeélyhez kotott e-mail cimre kildott reklam
kllonleges eset lehet. (info@cegnev)
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A teljes paragrafus

6. 8 (1) Ha kulon torvény eltér en nem rendelkezik, reklam természetes személynek mint reklam cimzettjének kdzvetlen
megkeresése modszerével (a tovabbiakban: kdzvetlen Uzletszerzés), igy kulondsen elektronikus levelezés vagy azzal
egyenértéek mas egyéni kommunikacios eszkdz utjan - a (4) bekezdésben meghatarozott kivétellel - kizarélag akkor
kozolhet , ha ahhoz a reklam cimzettje el zetesen egyértelm en és kifejezetten hozzajarult.

(2) Hozzajaruld nyilatkozat barmely olyan médon tehet , amely tartalmazza a nyilatkoz6 nevét, illetve - amennyiben a reklam,
amelyre a hozzajarulas vonatkozik, csak meghatérozott eletkori személyek szamara kozélhet - sziiletési helyét és idejét,
tovadbba azoknak a személyes adatoknak a korét, amelyek kezeléséhez a nyilatkoz6 hozzajarul, valamint a hozzajarulas
onkéntes és a megfelel tajékoztatas birtokdban tortén kifejezését.

(3) Az (1) bekezdés szerinti hozzajaruld nyilatkozat barmikor korlatozas és indokolas nélkil, ingyenesen visszavonhaté. Ebben
az esetben a nyilatkozé nevét és minden egyeb szemeélyes adatat az (5) bekezdésben meghatarozott nyilvantartasbol
haladéktalanul torélni kell, és részére reklam az (1) bekezdésben meghatarozott médon a tovabbiakban nem kdzélhet .

(4) A postarol szold 2003. évi Cl. térvényben meghatarozott cimzett reklamkildemeényben reklam természetes személy mint a
reklam cimzettje részére kdzvetlen Uzletszerzés Utjan a cimzett el zetes és kifejezett hozzajarulasanak hianyaban is
kuldhet , a reklamozo és a reklamszolgaltatdé azonban koteles biztositani, hogy a reklam cimzettje a reklam kuldését
barmikor ingyenesen és korlatozas nélkul megtilthassa. Megtiltas esetén az érintett személy részére reklam kdzvetlen
Uzletszerzés utjan a tovabbiakban nem kuldhet .

(5) A reklamozd, a reklamszolgaltato, illetve a reklam kozzétev je - az (1) bekezdés szerinti hozz4jaruldsban meghatarozott
korben - a ndluk hozz4jarulod nyilatkozatot tev személyek személyes adatairdl nyilvantartast vezet. Az ebben a
nyilvantartasban rogzitett - a reklam cimzettjére vonatkozo6 - adat csak a hozzajaruld nyilatkozatban foglaltaknak
megfelel en, annak visszavonasaig kezelhet , és harmadik fél szaméra kizarélag az érintett személy el zetes
hozzéajarulasaval adhat6 at.

(6) A (3) bekezdeés szerinti visszavonoé nyilatkozat megtételére, illetve a reklam kildésének (4) bekezdés szerinti megtiltasara
mind postai Uton, mind pedig elektronikus levél Gtjan lehet séget kell biztositani Ggy, hogy a nyilatkozatot tev személy
egyeértelm en azonosithato legyen.

(7) Az (1), illetve a (4) bekezdésben meghatarozott modon kdzolt reklamhoz kapcsoléddan egyértelm en és szembet n en
tajékoztatni kell a cimzettet arrél a cimr | és egyéb elérhet ségr |, ahol az ilyen reklamok részére tortén kozléséhez valo
hozzéajarul6 nyilatkozatdnak visszavonasa, illetve a reklam kildésének megtiltasa iranti igényét bejelentheti, tovabba - a
(4) bekezdés szerinti esetben - ebb | a célbdl az ugyanazon reklamoz6 érdekében ugyanazon cimzett részére 20009.
oktOber 1-jét kdvet en els alkalommal kuldott reklamkildeménynek tartalmaznia kell a lemondast lehet vé tev , postai
aton cimzett, téritésmentesen feladhat6 és konyvelt kildeményként, igazolhaté mdédon kézbesitett valaszlevelet.

(8) Az (1) bekezdés szerinti hozzajaruld nyilatkozat kérésére vonatkozé kdzvetlen megkereses reklamot nem tartalmazhat, ide
nem értve a vallalkozas nevét és megjelolését.
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The first e-mail SPAM - history

Mail-from: DEC-MARLBORO rcvd at 3-May-78 0955-PDT
Date: 1 May 1978 1233-EDT

From: THUERK at DEC-MARLBORO

Subject: ADRIAN@SRI-KL

To: DDAY at SRI-KL, DAY at SRI-KL, DEBOER at UCLA-CCN,

ZOSEL@LLL-COMP

DIGITAL WILL BE GIVING A PRODUCT PRESENTATION OF THE NEWEST MEMBERS OF THE
DECSYSTEM-20 FAMILY; THE DECSYSTEM-2020, 2020T, 2060, AND 2060T. THE

DECSYSTEM-20 FAMILY OF COMPUTERS HAS EVOLVED FROM THE TENEX OPERATING SYSTEM
AND THE DECSYSTEM-10 <PDP-10> COMPUTER ARCHITECTURE. BOTH THE DECSYSTEM-2060T
AND 2020T OFFER FULL ARPANET SUPPORT UNDER THE TOPS-20 OPERATING SYSTEM.

THE DECSYSTEM-2060 IS AN UPWARD EXTENSION OF THE CURRENT DECSYSTEM 2040

AND 2050 FAMILY. THE DECSYSTEM-2020 IS A NEW LOW END MEMBER OF THE

DECSYSTEM-20 FAMILY AND FULLY SOFTWARE COMPATIBLE WITH ALL OF THE OTHER
DECSYSTEM-20 MODELS.

WE INVITE YOU TO COME SEE THE 2020 AND HEAR ABOUT THE DECSYSTEM-20 FAMILY
AT THE TWO PRODUCT PRESENTATIONS WE WILL BE GIVING IN CALIFORNIA THIS
MONTH. THE LOCATIONS WILL BE:

TUESDAY, MAY 9, 1978 - 2 PM
HYATT HOUSE (NEAR THE L.A. AIRPORT)
LOS ANGELES, CA

THURSDAY, MAY 11, 1978 - 2 PM

DUNFEY'S ROYAL COACH

SAN MATEO, CA

(4 MILES SOUTH OF S.F. AIRPORT AT BAYSHORE, RT 101 AND RT 92)

A 2020 WILL BE THERE FOR YOU TO VIEW. ALSO TERMINALS ON-LINE TO OTHER
DECSYSTEM-20 SYSTEMS THROUGH THE ARPANET. IF YOU ARE UNABLE TO ATTEND,
PLEASE FEEL FREE TO CONTACT THE NEAREST DEC OFFICE

FOR MORE INFORMATION ABOUT THE EXCITING DECSYSTEM-20 FAMILY.
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Full header of an emalll

Return-path: <nlaw518@gmail.com>

Envelope-to: boldi@crysys.hu

Delivery-date: Wed, 11 Mar 2009 08:18:14 +0100

X-Spam-Flag: YES

X-Spam-Score: 72.787

X_ S pam - Level *kkkkkkkkkkkkhkkkkhkkkkhhkkkhhkkkhhkkhhhkkkhhkkkhkhhkhkhhkkhhhkhkhhhkhhhkhhikhkhhhkhixk

X-Spam-Status: Yes, score=72.787 tagged_above=0.1 required=6.3 tests=[AWL=8.853, BAYES_ 99=10, DCC_CHECK=2.17,
DRUGS_ANXIETY=0.343, DRUGS_ANXIETY_EREC=0.001, DRUGS_ANXIETY_OBFU=0.155, DRUGS_DIET=0.001,

DRUGS _DIET_OBFU=0, DRUGS_ERECTILE=2.2, DRUGS_ERECTILE_OBFU=1.229, DRUGS_MANYKINDS=0.13,
DRUGS_SLEEP_EREC=1.09, FB_CIALIS_LEO3=1.441, FB_MED1CAT=1, FRT_DISCOUNT=1.81, FRT_VALIUM1=1.59,
FRT_VALIUM2=1.301, FRT_WEIGHT2=2.121, FUZZY_AMBIEN=1.026, FUZZY_CPILL=0.001, FUZZY_MEDICATION=2.717,
FUZZY_MERIDIA=2.374, FUZZY_VLIUM=0.001, OBFU_1=0.5, OBFU_BAYES=5, RCVD_IN_BL_SPAMCOP_NET=1.96,
RCVD_IN_NOMOREFUNN=1.3, SARE_OBFU_CODEINE=0.833, SARE_OBFU_MEDS=2.777, SARE_OBFU_PART_IUM=0.978,
SARE_OBFU_PHARM=2.222, SARE_OBFU_PHARM_POX=1.666, SARE_OBFU_VALIUM=1.666, SARE_OBFU_XANAX=2.222,
SARE_SUB_MEDS LEO=2.222, SPF_NEUTRAL=0.686, TVD_VISIT_PHARMA=0.001, URIBL_BLACK=4.2,
URIBL_JP_SURBL=1.501, URIBL_SBL=1.499]

Received: from shamir.crysys.hit.ome.hu ([10.105.1.254]) by localhost (ss.crysys.hu [10.105.1.55]) (amavisd-new, port 10023) with
ESMTP id wax56cZmEL2r; Wed, 11 Mar 2009 08:18:11 +0100 (CET)

Received: from 80-218-100-154.dclient.hispeed.ch ([80.218.100.154]) by shamir.crysys.hit.ome.hu with smtp (Exim 4.63)
(envelope-from <nlaw518@gmail.com>) id 1Lhlhd-0001V8-Ti; Wed, 11 Mar 2009 08:18:10 +0100

From: "Trinidad Pickett" <boldi@crysys.hit.ome.hu>

To: "Shelly Bullock™" <boldi@crysys.hit.ome.hu>

Message-ID: <SXCcunj52fmunmboldi@crysys.hit.ome.hu>

Content-Type: text/plain;

Content-Transfer-Encoding: 7Bit

Date: Wed, 11 Mar 2009 00:17:56 -0800

Subject: **SPAM*** **SpPAM*** The only medZlcation for welght I0ss that does work
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SPAM and anti-SPAM technigues

Evolution of the spam:
— Original spam: Normal email with advertisement

— Anti-spam technique: discard emails from particular senders
— Spammer: sender address is spoofed

— Anti-spam: sender mail servers are blacklisted
— Spammer:: open relays are used to send

— Anti-spam: specific words are prohibited in subject/body (VIAGRA,
etc.)

— Spammer: Obfuscating words (V1AGRA)

... and the war is not over ...

DoS and SPAM
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SPAM filtering

From filter rules to heuristic, “scoring” methods — decision
after multiple tests.

Discarding errorous e-mails and connections (sometimes

direct filtering, no additional tests):

Missing (mandatory) “Date:” field in header, missing FQDN after HELO in
SMTP connection, bad reverse-DNS for the host, etc.

Special rules for most common spams
Filtering words like “VIAGRA?”, identifying obfuscations
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Introduction of mandatory reverse DNS, proper HELO and
greylisting



Statistical filtering: The bayesian method

Bayes’ theorem

In case of spam:

W: a word is in the email e.g. “Viagra”

S: the email is spam

H: the email is ham (good message, not spam)

Pr(S|W): The message is spam, if it contains the word W.

Pr(W|S): In a spam message, the probability of the existance of the particular word
etc.
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About 80% of the internet e-mails are spam

However, many bayesian spam filter make the assumption

In this case



Combining individual probabilities

We can assume that the appearance of individual words are

Independent event.(this is generally not true, but still, we can
assume that)

In this case:

p: probability that the suspect message is spam
P1:Pr(S|W1), p2: Pr(S|W2)
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Bayesian filtering

We collect statistics about individual words in spam and ham
messages into a database

During filtering, retrieve Pr(S|W) Pr(H|W) for every word in
the emall
Calculate the probabillity of the event that the e-mail is spam

A separate database can be used for every user (different e-
mails, different statistics)

Spammers can attempt to decrease effectiveness:
— Adding common words to the e-mail
— Poisioning the database

Bayesian filtering is one of the most usable methods
currently
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RBL (Real-Time Blacklist)

RBL: Originally a list that contained the blacklisted SMTP servers

Now: dozens of RBLs available, from different organizations and
providing different information
Some specialties:

-Computers with dialup IP address (DUL)

-RFC ignorant hosts

-URIBL: Blacklisted URIs

DNSBL: Most of the RBLs use DNS to communicate.

Advantage: DNS is a distributed service, caching is possible, easy to
transfer through firewalls, easy to implement

Example:
“dig lowlyenjoy.com.multi.uribl.com in a”:
Answer “lowlyenjoy.com.multi.uribl.com. 1762 IN A 127.0.0.2”
Understanding: 127.0.0.2 means “black”, URI (URL) u  sed by spammer.
(http://www.uribl.com/about.shtm| )

DoS and SPAM
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Other techniques

Greylisting

— (From, To, IP address)

— Do not let the first ‘trial’ (temporary reject)
— Most spammers don't try twice

Authenticating senders (SPF, DKIM)

— The sender proves that the message is not spoofed
— SPF: The domain DNS record contains valid SMTP servers (as
sending host)
» Lot of problems, e.g. forwarding
— DKIM: The DNS record contains public key to check signature on
email.
* The signature is generally put by the mail server

— Wide deployment would be crucial

DoS and SPAM
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L essons learned

SPAM and DoS are examples of unwanted traffic
Very hard to protect our systems against these attacks
Architectural changes would be necessary

Attacks and countermeasures get better and better, but there
IS no clear vision to end those attacks

No clear view on the actual status of the internet (who is
attacker — who Is not)

No international, organized law and enforcement

A hope: The Internet is still up and running many years after
the introduction of those attacks, let's be optimistic.
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Malware and botnets




Malware

malicious and software

software designed to infiltrate or damage a computer system

without the owner's informed consent

Computer virus

Worm

Trojan horse

Rootkit, backdoor
Spyware

Keylogger

Adware

Zombie,bot

Fake antivirus product
etc.

DoS and SPAM
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Computer Virus — why the name?

A VIrus IS:

Not a full program, “cannot live alone”

It reproduces itself, spreads. (“Infection”)

Some transfer media, user interaction might be needed
Makes nasty things (or not)

Most so-called viruses is not a virus by this definition.

Worm: Can reproduce automatically (no user needed)
Trojan Horse: The user thinks that the code is o0.k., but it isn’t.
Rootkit, backdoor: remains on the computer and hard to find
Bot: participates in a distributed network for malicious activity.
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Virus classification

boot sector

file infector
macro virus
encrypted virus
stealth virus

polymorphic virus (modifications to avoid identification:
encryption, inserting dummy code)

metamorphic virus (the same, but not inserting dummy code,
Instead, a-code-that-does-the-same)
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Old-school file virus

Modifies executable files, appends own code into them
(how? - .com:simple .exe:a bit more difficult)

Whenever the executable is loaded, the virus Is started

Might instantly check for one/more/all other executables
(only .com/only .exe/all) and infect them

Or just load into the memory, stay resident (TSR), and infect
whenever we execute any program

Might modify or “encrypt” itself at every infection — some
“decryption” part is still the same (opportunity to recognize
the virus)

— 20 byte is enough for a basic encryption scheme

— Tricky modifications can be done by the virus

(e.g. xor ax,ax ; mov ax,0 ; sub ax,ax are the same)
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Other viruses (,virii™)

Boot virus: infects boot sector (if you leave a floppy in the
drive, it loads the code, and then,...)

(now: USB autorun malware)
Macro virus: Word/Excel macros affected

Hardware level destroying virus: E.g. CIH bios clearing, or
cd-rom firmware bugs

BIOS virus: Part of the code is stored in the BIOS —
disinfection might be hard (one of the latest tricks, difficult)

Encrypting (ransom) malware: Encrypts all the files,
decryption only when you pay.
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Goals of the virus-writers

Old times: just to show it is possible to write such code “proof
of concept”

(first virus ~1982)
Be famous (or to collect- ,vxers”)
For fun
Do harmful activities

To write a better virus: harder to identify, harder to disinfect,
faster spreading,

Earn money ( spam, fake virus scanners, phishing,
passoword and credit card no. collection, ransom (by
encryption), fake-rogue security software, etc.
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Potyogos virus - cascade

Back from 1987 — the starting time of the new era for viruses
1071 byte

First virus that caused mass infection in Hungary

Encrypts itself in some form (no, not AES, nor RSA)

Nasty code: after some time, characters started to fall off the
screen

TSR code
http://www.youtube.com/watch?v=UWLg6tTeOR(Q

Also check: http://kannan.jumbledthoughts.com/index.php/21-virus-and-other-
malware-payload-videos/
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polimer proc far

start::
jmp loc_4
db 00h, 3Fh
db 7 dup (3Fh)
db 43h, 4Fh, 4Dh, 00h, 02h, 00h
db 40h, 00h, 8Dh, 36h, 80h, 00h
db 03h, 00h
db 14 dup (0)
data 59 db 'A legjobb kazetta a POLIMER kaze'
db 'tta! Vegyeezt! ', 0Ah, ODh
db '$
db 'ERROR', 0Ah, ODh, '$'
data_60 dw 5
data 61 dw 147Dh
loc_1::
mov si,data_46e
mov di,data_49e
mov ¢x,30h
cld ; Clear direction
rep movsb ; Rep when cx >0 Mov [si] to es:[di]
jimp $-0BAh
loc_2::
jmp loc_10
loc_3::
jmp loc_9
loc_4::
mov al,0
mov ah,0Eh
int 21h ; DOS Services ah=function OEh
; set default drive dI (0=a:)
mov dx,data_36e
mov ah,1Ah
int 21h ; DOS Services ah=function 1Ah

; set DTA(disk xfer area) ds:dx



Sample polymorphic code — the basis

Start:
GOTO Decryption_Code
Encrypted:

lots of encrypted code

Decryption_Code:
A = Encrypted
Loop:
B =*A
B = B XOR CryptoKey
*A=B
A=A+1
GOTO Loop IF NOT A = Decryption_Code
GOTO Encrypted
CryptoKey:

some_random_number o
From wikipedia
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Start:
GOTO Decryption_Code
Encrypted:

lots of encrypted code

Decryption_Code:
C=C+1
A = Encrypted
Loop:
B=*A
C=3214*A
B = B XOR CryptoKey
*A=B
C=1
C=A+B
A=A+1
GOTO Loop IF NOT A = Decryption_Code
C=C"2
GOTO Encrypted
CryptoKey:
some_random_number



Macro virus

became very common in mid-1990s since
— platform independent

— infect documents

— easily spread

exploit macro capability of office apps

— executable program embedded in office doc

— often a form of Basic

more recent releases include protection
recognized by many anti-virus programs
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| guess You expected a shorter list, ...
The number of Rogue security software rose at an in ~ sane rate in the last few years



Limits of the malware

A malware can fully control a computer
Read memory, files

Record keyboard, mouse, monitor activity
Use webcam, microphone of the computer

Find all archived information (emails, stored passwords, email, web
history, stored files, etc.)

A malware can hide itself very efficiently, currently it is almost always
identifiable, but later...?

Security schemes with additional hardware needed (smart card, token,
OTP generator —with/without challenge) — remember: the computer is still
controlled by the attacker

No easy solution on untrusted terminal problem
Therefore it is essential to avoid malware infections
Of course, in practice, malware is not perfect, but. expect the worst case.
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Worms

replicating program that propagates over net
— using email, remote exec, remote login

has phases like a virus:
— dormant, propagation, triggering, execution

— propagation phase: searches for other systems, connects to it, copies
self to it and runs

may disguise itself as a system process
concept seen in Brunner’s “Shockwave Rider”
Implemented by Xerox Palo Alto labs in 1980’s
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Famous Worm Attacks

Code Red
— July 2001 exploiting MS IS bug
— probes random IP address, does DDoS attack
— consumes significant net capacity when active
Code Red Il variant includes backdoor
SQL Slammer
— early 2003, attacks MS SQL Server
— compact and very rapid spread
Mydoom
— mass-mailing e-mail worm that appeared in 2004
— Installed remote access backdoor in infected systems

Nowtimes: One after the other, hard to keep-up with new
worms/botnets
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|dentification of malware

Based on signatures (hard to make for polymorphic or
metamorphic code)

— In files (virus)

— In network traffic (worms, email viruses)

— In memory (infected hosts, e.g. botnet)

— Highly optimized (thousands of signatures should be detected)

Based on behavior (anomaly detection, checking code (e.qg.
for unpacking), heuristic algorithms — scoring)
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Removal of malware

First step: terminate running malware (not possible at every time...)

The malware might stop the removal tool
The malware might detect our plans and do bad things (e.g. delete files)
Some malware run in multiple tasks to avoid stopping

Some malware are specially designed to download more malware — all should be
removed

The files of the malware should be identified

Based on signhatures

Check auto-start applications

Can be deep in the OS (modified kernel, modified BIOS)

For traditional viruses: the code is injected into a binary executable

Remove the malware

Generally a simple file deletion is enough

In traditional virus, the code should be extracted from the host software: hard task, virus
JKillers” exist, but not for all virus

Backdoors, or re-infection trick made by the malware should also be cleared (not very
common)

The vulnerability should also be handled to avoid re-infection
Some “junk” might remain

* including text files with collected passwords!)

* Most malware has a mechanism to avoid multiple infections — might be a trick to protect hosts
(e.g. modify exe header / might corrupt some files and others remain unaffected)
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Bothet

RoBOT NETwork

Gépek megfert zese

Fert zott gepekb | haldzat kialakitasa
Vezerlésre varakozas

Tamadas, vezerlesre (DDoS, spam, etc.)
Frissités

Tovabbi fert zések stb.

Legnagyobb botnetek mérete milliés nagysagrend
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DDoS — Botnet with IRC

Attacker

Internet

IRC server n

IRC server 1

Attacking
computers,
zombies
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IRC botnets

IRC botnets: A controller can send messages to a channel

The messages are received by the bots on the same
channel

(the servers relay the messages)
The channel might be protected e.g. with password

(of course, this can be recovered from active bots or by
sniffing network activity: IRC is a cleartext protocol)

The messages contain the commands of the
controller/owner

Bots can test the authenticity of the messages in some
fashion
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centralized vs. P2P botnet

*|RC-based and other centralized botnets have drawbacks

*A new trend for botnets is using P2P technologies
*DHT (distributed hash tables) based techniques are common
*However, e.g. delay might be higher for P2P botnets

Identification of the

Planning Botnet detection Delay Survivability controller/
owner
centralized easy (1) easy (1) small (3) bad (1) easy (1)
P2P hard (3) hard (3) medium (2) good (3) hard (3)

DoS and SPAM

71




How to determine the size of the botnet?

The size of the botnet is an important parameter. A large
botnet can be more dangerous

Counting individual IP addresses can give false results (e.g.
bots behind NAT)

The size of the botnet constantly changes — counting can
also take time -> error

IRC based botnets: activity of the bots might be visible, easy
to count

P2P botnets: e.g. doing gueries in the DHT,; sometimes the
botnet uses IDs to identify individual bots — last ID might be
gueried
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What to do against botnets

|dentification, size estimation

Upgrade, patch against vulnerabilities (sometimes the patch
gives hints to the attackers)

Patch the vulnerable hosts remotely: illegal

Find the owner of the botnet (hard task)

Get control over the botnet (better botnets, harder to do)
Support removal (by tools, knowledge): slow

Eliminate upgrade possibilities (e.g domains, web pages) or
control mechanism (disable communication, injecting code):
harder and harder
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Conficker botnet

MSO08-067 vulnerability i1s used
A,B and C variants exist (as of 05/2009)
Conficker is a DLL

Using the vulnerability it inserts itself into the system as a
system service

Also uses USB drives to infect — DLL + rundll32.exe (turn off
auto-run for USB drives!)

Update: Time-seeded random domain names are used to
download encrypted binaries by HTTP.

Source: Analysis of honeynet.org
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Vulnerability used by Conficker

Vulnerability: NetpwPathCanonicalize() in netapi32.dll. On
an established SMB channel (port 445), a path string is
canonicalized. E.g. aaa\bbb\..\ccc -> aaa\bbb

With a specially crafted path string it is possible to move
beyond the start of a stack buffer and overwrite return
address (not a classical buffer overflow, but similar)

PEB shellcode is used, “00” bytes are avoided with an xor
encryption routine
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Conficker hooks some system calls
E.g. DNS: to filter out for antivirus websites



NetpwCanonicalize hook

First of all: no other botnets should be able to infect this
computer

Conficker: if “\..\" Iis found, then the “shellcode” is checked.

Can decide if the exploit is coming from another conficker
Instance

If a special “http://..” string is found in the data, conficker tries
to use this to update itself.

The behavior of the function is slightly modified ->ability to
detect the bot

Update checking: if RSA signhature does not exist -> no
update (SHA-1, 1024 bit RSA -> latest Conficker 4096 bit
RSA + unknown hash)

SHA-1 is from OpenSSL library
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Upgrade mechanism

Domain flux: For the update, conficker A/B generates 250-
250 random domain names, daily.

Antivirus companies tried to preregister them
Conficker.C uses 50.000 domain names, daily
The PRNG is seeded by the current time

Time synchronization: downloads web pages (google,
yahoo,...) and uses the time data (day, month, year) in the

HTTP response
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Conficker upgrade

The generated domain name is checked for updates

Updates are protected with RSA signatures

— public key is in the bot itself

— 1024 bit long in Conficker.A, 4096 bits for the other variants

— The public key is a good signature to search for (bot identification)
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Conficker blacklists

Conficker uses blacklist of network addresses (IP numbers)
to avoid identification

— And to avoid scanning low-yield networks (expecting that most of the

computers are patched here)
E.g. IP addresses of the following companies are included:

Kaspersky

Trend Micro
Symantec

McAfee

F-Secure

Avira

Bitdefender
Microsoft Corp.
Microsoft Education
Microsoft License
Microsoft Visual Studios
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Removal of Conficker

Conficker detects removal tools and tries to avoid removal

Conficker code is packed (polymorphic) on the network or in
the file system

However, on the target computer the code is unpacked while
running

— Easier to detect running processes

The code Is stored under random file names

— not fully random (depends on the variant)

Special flags and security settings on the file are used

Every instance should be removed to avoid re-infection

A trick: Conficker uses OS mutexes to avoid running multiple instances.
The mutex generation is based on CRC. Might be used to avoid re-
Infections.
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How to identify bots in Conficker

DNS sinkhole — antivirus countermeasure

Update DNS names used by conficker (getting queries from
Infected computers): although cannot inject any code into the
botnet as RSA signature might fail, the querying computer
can be identified.

Scanning on infected computers (removal tools) —
problematic

Using the P2P approach of conficker
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Summary

It was a long road from a single virus to the current
sophisticated malware and botnet

Every malware is different

We must understand how they work to be able to protect
against them

Although lot of things has been shown, still only a small

fraction of the knowledge about malware was included in the
current slides

No perfect protection exists currently
Infrastructural changes might be needed in the future
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